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Beyond the F.U.D. 
(Fear, Uncertainty, and Doubt) 

How to start securing your DCS network today. 
________________________________________________________________________ 
 

Securing Your Process Control Network 
 
 
You work in the Process Control industry, so I’m sure 
you have heard the mixed and confusing messages 
about Cyber Security.   

Are you trying to determine how all these Cyber 
security issues are affecting you?    Or do you know you 
need to do something but just don’ t know where to 
start?   The following text has been written to step you 
through some of the issues in the market today. 

 
  

The Fear, Uncertainty and Doubt 
 
You have heard countless stories at various conferences, newsgroups and web sites.    We 
are all told about systems that have been hacked and the tragic events that followed.    It’ s 
a terrible thing.    
 
When we hear these stories we normally don©t hear a solution to go with the problem.   
It’ s so much easier to say what’s wrong, than to fix what’s wrong.    They are supposed to 
encourage you to do something.   Personally, I don’ t care for FUD, as you may have 
determined by now, and I DO think they cause less security enhancements to be 
implemented.  I think these stories cause individuals to feel safer, career-exposure wise, 
not doing anything.  It’s better politically not to have their solutions or implementations 
hacked.  There is no single official guidance that says to do it exactly “ this way”  or with 
“ this technology” .  There are a lot of generalities in guidance documentation, and it really 
comes down to the choices individuals make at each plant.   And yes, these solutions will 
fail, they will be hacked.  But if they are implemented correctly, this all can be managed 
with little to no impact on the production systems.  No one wants their security solutions 
or projects to fail, especially publicly, but without implementing them, we leave these 
networks wide open to intrusions and abuse.  We need to approach FUD as lessons 
learned and educate our organizations that there are solutions out there to help prevent 
these catastrophic intrusions.    

Process Systems  
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Information Technology Solutions 
 
At the same time you hear these stories of catastrophic events,   we are being told that 
Information Technologies are not good enough.    
 

There are no bullet proof solutions. 
 
If you don’ t want information leaving your system or don’ t want someone remotely 
connecting to them, then turn power off or unplug from the network.    
 
We all know that would not work in today’s environment of instantaneous access to 
business critical data.   So, we must consider what technologies, like Firewalls, Intrusion 
Prevention Systems and Vulnerability Scanners are out there to use and how we should 
use them. 
 
I challenge you to consider where the most proactive and resilient networks exist.   They 
are not in your plant, or the networks of your competitors.  They are the networks 
exposed to the massive attacks of the directly connected internet.   For example, your 
bank, your online merchant(s) and any other company that does business directly on the 
internet.  This is the modern Wild Wild West.   These networks and machines are the 
front line and take massive direct hits everyday.   They get hacked on first, with their 
vulnerabilities probed and re-probed.  Also, enterprise networks have thousands of users 
introducing inside exposures such as viruses, worms and corporate espionage.   This is 
where IT solutions are tested on a weekly, daily, hourly basis.  These lessons are passed 
directly to the technology that is used to protect your Plant networks. 
 
Plant networks have to be resilient, no doubt!   They have to be secure, for sure. I believe 
the IT solutions that are out there are a vital piece of securing your plants network.     
Placed as a perimeter defense and also with a layered approach, they will help protect 
your network from outside threats, insider mistakes and lack of proper or timely patching.    
It’ s these IT solutions combined with some specialty solutions that will create your 
“Defense in Depth”  and will continually protect your network. 
 
Does it matter it’s an Information Technology solution?  The short answer is no.    Can 
you entrust your entire network to only a single solution?  Again, the answer is No.  
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Security is not a “ Set it and forget it”  type solution.   
 
A prudent approach is to layer multiple solutions from IT 
vendors, from your DCS vendor and from specialty 
manufacturers in the market. You must keep assessing your 
security posture and be completely aware of the traffic 
currently on your network.   
 
 For example, to secure your home, you don’ t just latch your 
screen door, you also close the door and deadbolt it.    You 
may also shut and lock your windows and set the alarm.     
 
Your plant network is no different but just more complex.   
You have to identify the vulnerabilities and add layers of 
security to protect your assets from those vulnerabilities. 
 
 
After we have created all these great plans and have implemented our technologies in 
accordance with our policies, we need to now manage this solution.    Just installing a 
Firewall or an Intrusion Prevention device is a great first start, but who is watching the 
alerts and alarms?  Who is making real time decisions about intrusions on your network 
or at the perimeter or the middle of your layered solution?    Placing a technology in your 
network can help mitigate security vulnerabilities but keeping that technology up to date 
and monitoring is the next mandatory step. 
 
   

Information Technologies Explained 
The most basic Cyber Security technologies that are being prescribed in Process Control 
Systems and their related networks are explained here.    The leading solutions are Anti-
virus, Firewalls, Intrusion Detection, Intrusion Prevention, and Vulnerability Scanner.    
 
Anti-virus:  Most people are familiar with Anti-virus solutions.    Someone creates a 
virus for fun or money and distributes it to the internet.   The infected files or applications 
cause network outages, file corruption and various other issues.  This can be catastrophic 
to a process control system.   The use of Anti-virus software that is updated with tested 
updates can protect against a very large number of these issues. 
 
Firewalls:   A firewall is a device, a hardened computer system, placed between two 
networks and provides a filtering function for the transit of packets.  Rules are configured 
within the firewall that allow or prevent packets from passing the device.    Items such as 
destination address, sources address, protocol, and port are used to determine the rules 
and each packet’s compliance with the rules.  
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Intrusion Detection and Prevention Systems:   These devices take the 
monitoring of the packets to yet another level.   They start where a firewall and its 
functions stop.   An Intrusion Detection System (IDS) and an Intrusion Prevention 
System (IPS) share some common functions.  Intrusion systems (IDS or IPS) inspect all 
inbound and outbound network activity and identify suspicious patterns that may indicate 
a network or system attack.   They are configured to identify bit patterns and alert to a 
possible breach.    The difference between an IDS and IPS is that an IPS can actively stop 
an attempted exploit while it’ s being attempted.    An IDS system gives real time alerts 
and is a great tool for forensics data.   It is my belief that an IPS system placed at or near 
the perimeter and on the DMZ is an invaluable tool to reduce the threats of un-patched 
systems and from unknown or unprotected vulnerabilities.  
 
Vulnerability and Robustness Scanners: Scanners come in a few different 
forms.   Some of the best known are free downloads from the internet and others are very 
expensive scanners with penetration capabilities.   Most simply a scanner is a software 
tool that tests for vulnerabilities of the operating system and the applications and services 
running on it.    These tests use known vulnerabilities that are logged and stored in 
vulnerability databases.    They also try to crash services with robustness tests, which will 
hopefully cause a system error.   These system errors can cause new vulnerabilities to be 
exposed. 
 
Vulnerability and Robustness scanners should be executed against Distributed Control 
systems on the factory floor, during system acceptance or during planned system 
downtime.   
 
Vulnerability and Robustness scanners should be executed on a regular basis on your non 
Critical Production systems.  For example, the systems that sit in your DMZ or secured 
zones.    These machines should be your most secure since they are exposed to the 
external network.  They should be hardened and if they were to go down during a scan, 
data could be stored and forwarded while the system is brought back up.    This is the 
perfect place to use these tools to help secure your network 
 
 These scanners and their use have possibly been the largest source of negativity around 
Information Technology products and the execution by an untrained user.      In all 
environments, it is not wise or recommended to run a vulnerability scanner against a 
production machine.   
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The Waiting Game 
 
      “ We are waiting for __________ and then we will start securing our network”  
 
 
 

 

 
The worse thing you can do for your organization 
is wait another minute to do something to start 
securing your network.    I’m not suggesting that 
you run out and hire a consulting group to rush in 
and secure your network.    The next specification, 
regulation or compliance is not worth waiting on.   
You should decide where your organization needs 
to be and start moving in that direction.   Cyber 
Security is so much more than a Firewall, its 
education, data integrity, protection of intellectual 
property and so forth.    Waiting will only prolong 
the inevitable.   You will either disconnect 
completely or start progressively implementing 
security initiatives.  

 
 
 

Keeping it Simple 

I’m a huge fan of keeping it simple.   I don’ t think Cyber Security is complicated, but it 
can be complex.    If you take a simple staged approach, I think you can start securing 
your network today.   
 
Most basically, the stages might look like this: 
 

A. Get the word out.  Talk to your peers.  Call a meeting.  Don’ t assume some other 
group has your best interests in mind. 

B. Create some basic policies.  You can get outside help with the policies and 
procedures or build a team internally to do it and have it reviewed by a 3rd party.       

C. Once you have your policies in place you can start looking at technologies that 
can help you comply to your policies.     

D. Then once the technology is in place, you can manage it yourself, or have a 
trusted third party help you manage and monitor it.    

 
Having trusted security partners is a great way to help your organization securely operate 
your business. 
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Let’s be Strong, Confident and Proactive… SCP 
 
Ok, so SCP does not have a ring like FUD but I think it’s a better frame of mind to be in 
when approaching your network’s security profile. 
 
Here are the Goals: 
 
Let’s build strong Plans, Processes and Procedures and enforce them with strong 
technologies.     
 
Let’s build it all with confidence and have our networks security posture regularly tested 
by third parties to justify our confidence.    
 
Let’s manage and monitor our network on a 24/7 basis.   
 
Let’s stop those intrusions as they happen and prevent vulnerabilities from being used.   
 
Let’s research the latest technologies, implement them in phases and never be content. 
 
Go forward and start securing that network. 
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