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INTRODUCTION

Modern control systems are the heart of every industrial operation and it’s 
nothing short of miraculous how they can be built to last “forever” and yet 
continue to adapt to user needs. With Industry 4.0 and the Industrial Internet 
of Things (IIoT) pushing changes to everything from data inputs to performance 
measurement, it’s harder than ever to choose, implement and optimize control systems—
and keep them operating well. Learn the latest from industry leaders on everything from open 
automation systems for packaging machines to specifying process control systems using IEC 62603 
in this Control Systems edition of Advancing Automation from Automation.com.  

Bookmark the Advancing Automation homepage to find editions covering manufacturing software, 
safety, cybersecurity and other topics. 

http://www.beckhoff.com
http://mavtechglobal.com
http://www.Automation.com
https://www.automation.com/library/advancing-automation-ebook-series
http://opto22.com
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mavtechglobal.com | 888.917.9109

WORRIED 
ABOUT A 
DCS 
MIGRATION?
We execute 50+ DCS migrations  
each year across virtually all platforms.

Replace fear 
with facts.

“The Essentials of a 
Successful DCS Migration” 

Learn More  

http://info.mavtechglobal.com/quickfacts1019


You Paid to Upgrade, Now Sustain Your Gain   
If you’ve just completed a facility or control system modernization, or if you’re
considering an upgrade soon. Lock in those gains with post-project support.
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By: Jim Huff

Everyone at the plant, including you, knew an upgrade was inevitable. It was simply a matter of time. Modernization 
was going to be “The Answer” to the issues plaguing your 
patchwork legacy system.  

Now your dream “factory of the future” has become a reality. 
You and the team worked hard to overcome production and 
equipment challenges, perhaps like these: 

Alarms! Multiple alarms. You know–the hundreds or even thousands of alarms that occurred every week. 
Operators were so overloaded with information, they could barely manage to silence all the alarms–much  
less	properly	react	to	them	or	safely	locate	and	fix	all	the	underlying	problems.	

HMI hieroglyphics. Outdated human-machine interface (HMI) displays often showed critical operator   
information in a confusing graphical format, splitting the control system data on multiple overlapping screens  
and	making	it	more	difficult	to	react	to	abnormal	situations.	Was	the	HMI	helping	or	were	you	just	coping	with	

 it? 

Compliance risk.	Perhaps	there	were	potential	compliance	issues	that	put	the	company	at	risk	for	fines…or	
worse. Got reports? 

Documentation woes.	As	in	many	facilities,	the	process	was	likely	adjusted	or	modified	to	handle		
production issues that cropped up, but those changes may not have been fully documented at the  
time,	increasing	production	risk.	Proper	workflows	can’t	be	shared	if	they’re	not	written	down,	especially	

After all you’ve achieved through 
modernization, it doesn’t make sense to let 

efficiencies degrade. 
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if	information	on	equipment	modifications	just	isn’t	there.	With	workforce	attrition,	the	tribal	knowledge	that	
kept operations going could have been lost. Oh, and by the way, were facility records paper or digital?  

Playing in double overtime.	The	usable	lifespan	of	a	typical	legacy	process	control	system	today	is	not	just		
“late	in	the	game”;	it’s	been	in	overtime	for	years–and	most	are	approaching	double	overtime	or	even	“sudden	
death.” A legacy system depending on obsolete or aging assets is constantly pushing the envelope, begging  
the question: How long will it hold out?  

Parts are parts…not.	With	more	and	more	spare	parts	becoming	unavailable	from	manufacturers,	becoming	
dependent	on	the	aftermarket	for	quality	spares	just	piles	risk	upon	risk.	

Nothing new under the sun.	Maybe	you	didn’t	have	time	to	think	about	innovation	because	it	took	every		
resource	you	had	just	to	avoid	downtime.	Now	you’ve	taken	the	time	to	think	about	your	process	operation		
from	a	new,	innovative	viewpoint	and	realize	the	benefits	that	weren’t	possible	before,	from	getting	the	most	out	
of	your	usable	legacy	equipment	to	adding	those	new	assets	to	the	mix.		

Exiting experts.	Operators	who	understand	and	know	legacy	systems	are	becoming	more	and	more	difficult	
to	find	and	retain.	Upgrades	and	modernization	are	needed	to	ensure	that	both	existing	and	oncoming		 	
workforce	resources	can	adapt	to	the	system	quickly,	efficiently	and	safely.	

It’s the economy, stupid. At some point in time, we all know that it costs more to keep the old car running  
than	it	does	to	buy	a	newer	model.	A	so-called	“classic	car”	is	expensive	to	buy	or	restore,	and	it	continues		
to	be	a	money	pit	as	parts	become	impossible	to	find	and	every	solution	has	to	be	“custom.”	It’s	just	wiser		
to	upgrade	and	bring	in	the	shiny	new	model,	and	once	you’ve	done	that	-	wow!	The	gains!	Now	you’re		 	
enjoying	the	benefits	of	modern	connectivity,	advanced	safety	features,	improved	fuel	efficiency	and	reduced	
emissions.	Once	you	drive	your	new	“smart	car,”	you	can’t	imagine	how	you	ever	got	along	without	it.		 	
And the same goes for your “classic” plant or mill. 

Post-Modernization Happy Dance

So	now	here	you	are	after	a	shut	down,	turnaround	or	major	
upgrade,	and	your	process	is	running	like	a	dream–finally!	
Perhaps	you	just	finished	a	major	control	systems	project,	
migrating thousands of I/O to a shiny new platform that now 
delivers	improved	agility,	flexibility	and	analytics.	Maybe	you	
just	added	an	amazing	new	manufacturing	execution	system	(MES),	utilizing	that	infamous	“big	data”	to	save	money,	
manage inventory, get more throughput and improve quality.  

The new high-performance HMI (HP-HMI) graphics provide much better visibility for operators, and the new alarm 
management system improves performance and safety. The process control system is locked in with tight tolerances 
and	purrs	like	a	kitten.	Operations	are	so	reliable,	you	can	even	exhale	now	and	again.	Life	is	good.	Until	it	isn’t.		

Shift Happens  

After	all	you’ve	achieved	through	modernization,	it	doesn’t	make	sense	to	let	efficiencies	degrade	to	a	point	where	you	
could	potentially	lose	the	gains	you	paid	for	and	worked	so	hard	to	achieve.	Locking	in	these	new	gains	and	ensuring	
continual improvement should be a critical piece of your modus operandi. 

Control systems have thousands of potential variables, and all of them continually drift, change or fall out of spec 
as	time	goes	by.	Even	if	each	process	variable	moves	just	a	tiny	bit	every	year,	when	you	add	them	up	the	collective	
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A good solutions partner can help set up a 
process to capture, collect and store data, so 
you don’t need another entire modernization 
project just to get your documentation up to 

speed. 



change	is	significant.	Inevitably,	the	plant	itself	evolves	and	changes	over	time.	The	underlying	operation	cannot	be	
static.	As	it	evolves,	the	automation	dynamics	are	certainly	different	than	when	you	first	upgraded,	and	modifications	are	
periodically needed to optimize operations. 

Additionally, what if you need to modify a production line, reduce energy use, respond to new business scenarios or 
comply	with	a	new	regulation?	How	do	you	stay	agile	and	flexible	while	controlling	total	cost	of	ownership	(TCO)	year	
over year? 

If	you	don’t	have	resources	on	board	with	enough	bandwidth	
and	expertise	to	help	you	continually	optimize	your	process	
and regularly provide operational support, consider working 
with an automation solutions partner who can help keep–and 
even improve–your amazing new level of plant performance. 
You’ve	made	a	revolutionary	change,	now	stay	competitive	
with evolutionary improvement.  

Operations Support 24/7/365 

Ongoing	support	makes	a	ton	of	sense	whether	it’s	remote	monitoring	and	management	or	on-site	maintenance	and	
support.	A	good	automation	solutions	provider	can	help	stay	on	top	of	the	many	tasks	you	need	to	get	done	but	can’t	
because	you’re	keeping	the	plant	online	every	day.	Tasks	like:	

Calibration cadence.	When	and	how	are	your	field	instruments	calibrated?	Do	you	have	the	NIST	standards	
available	and	the	right	equipment?	Do	you	have	an	easy	way	to	digitally	document	the	calibration	and		 	
any replacements or repairs? 

The diagnostic dilemma. Consider having your routine system diagnostics run from a remote support center  
with	qualified	personnel	who	will	alert	you	of	any	alarms	or	issues	and	walk	you	through	best	practices	to	take	
care of the problem quickly and safely.  

Compliance checks. What	regulatory	agencies	are	on	your	“worry”	list?	As	industry	standards	change	or	new	
regulatory	requirements	are	introduced,	it’s	easy	to	fall	out	of	compliance.	Make	sure	you’re	following	the		
regulations and standards for your industry. 

Evergreen documentation. Your new system is likely well documented. But every time work is done at the plant 
or	any	change	is	made,	the	system	should	capture	the	information.	Do	you	have	a	process	in	place	for	regularly	
documenting	adjustments	to	equipment,	even	during	a	turnaround,	or	are	you	struggling	to	capture	minimum	
information?	With	the	right	infrastructure,	this	documentation	just	happens.	When	even	a	small	change	is	made,	
that information is automatically moved into the master database. A good solutions partner can help set up a 
process	to	capture,	collect	and	store	data,	so	you	don’t	need	another	entire	modernization	project	just	to	get	
your	documentation	up	to	speed.	Less	risk,	less	worry	and	more	sustainability.	

Freedom to run.	Running	lean,	mean	and	agile	is	the	way	to	go,	so	keep	your	resources	applied	doing	just		
that. Your third-party partner, who knows your business and works seamlessly with your internal team, can help 
provide routine support and absorb any maintenance tasks.  
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An excellent continuous improvement 
program and ongoing support is essential to 
lock in the gains that your new system can 

deliver.  
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Safeguard Your Investment 

Whether	you	are	just	starting	an	automation	project	or	have	already	completed	your	facility	modernization,	an	excellent	
continuous improvement program and ongoing support is essential to lock in the gains that your new system can deliver. 
It’s	the	smart	play	to	safeguard	your	automation	investment	and	stay	on	the	cutting	edge	of	performance	for	the	long	
haul. 

Your business is a living entity that changes and adapts over time. Keeping your process optimized is always a priority, 
but when you can share support responsibilities with a trusted and knowledgeable automation services partner, your 
competitive edge becomes more razor sharp.

mailto:jim.huff%40mavtechglobal.com?subject=


groov EPIC: it's real-time control, connectivity, data handling, and visualization 

in one industrial package. And it's ready for your industrial automation and 

lloT applications today-and tomorrow. 

• Program using tools you know: flowchart, ladder, function block, Python, C/C++, and more

• Integrate with other systems, including PLCs, databases, HM ls, cloud services, and loT platforms

• Reduce unnecessary middleware to securely and efficiently get data where it needs to be

• Protect with built-in security, including configurable firewalls, encryption. and user accounts

• Install on plant floors and at remote sites-UL Hazardous Locations approved; ATEX compliant

Learn more now at op22.co/thisisEPIC 
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Essential Security for Control, Edge, and IIoT Systems
Look for control products with 5 areas of built-in network security 
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By: Benson Hougland

Massive	data	breaches	seem	to	be	constantly	in	the	news.	But	as	PricewaterhouseCoopers’	(PwC’s)	2018	Global	
State of Information Security® Survey (GSISS) noted, “Many organizations worldwide still struggle to comprehend and 
manage emerging cyber risks.”  

Among	the	organizations	that	use	robotics	or	automation	who	responded	to	PwC’s	survey,	only	40%	recognized	that	
cyberattacks on automation systems could disrupt their operations. 

Yet the danger is real. As the industrial internet of things (IIoT) builds out, companies increasingly want to connect 
sensors	and	control	systems	to	networks.	They	have	good	reasons	for	their	IIoT	projects,	reasons	like	these:	

• Moving production data to enterprise systems and databases

• Storing process or environmental data for regulatory compliance

• Sending	machine	data	to	the	cloud	for	artificial	intelligence	(AI)	analysis

As	experienced	automation	engineers,	we	also	recognize	these	and	other	potential	benefits	of	connecting	automation	
systems to networks and the cloud. But we are well aware of the security risks involved in doing so. Control systems are 
vital to company operations, to building products and providing services, and to employee and public safety. 

It’s	not	a	question	of	whether	IIoT	applications	will	increase;	we	know	they	will.	The	question	is	how	to	minimize	the	
security	risks	inherent	in	our	IIoT	projects.	
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Good cybersecurity planning addresses physical, network, and human vulnerabilities. All three are important and need 
to	be	addressed	but,	in	this	article,	we’ll	focus	on	network	security.	Network	security	means	protecting	the	devices	on	
your network from harm and making sure that data transmitted over the network is neither intercepted nor changed by 
unauthorized people or software. 

Fortunately,	some	automation	manufacturers	are	starting	to	offer	control	products	with	network	security	features	built	
in.	These	products—for	example,	Opto	22’s	groov	EPIC	edge	programmable	industrial	controller—can	help	you	design	
and	maintain	more	secure	systems.	The	five	security	features	to	look	for	in	new	control	products	are:	network	interfaces,	
firewalls,	data	communication	options,	encryption	and	certificate	management,	and	user	accounts.		 

1. Network interfaces

For decades, control systems 
used proprietary networks and 
proprietary protocols. Now, 
however, many use standard 
Ethernet and standard protocols, 
many of them from the IT 
(information technology) world and 
designed to make sharing data 
easier.  

In the past, security was not 
as much of a problem: few 
people had access to systems 
on proprietary networks, few 
understood their protocols, 
and	few	people	had	any	interest	in	hacking	them.	In	contrast,	today’s	control	systems	using	the	same	networks	and	
protocols	as	standard	computer	networks	are	potentially	accessible	(and	interesting)	to	many	more	people	and	subject	
to the same kinds of security issues as computers.  

However, there are still ways to keep your control system separate. Perhaps the easiest way is if your controller is 
designed with two independent Ethernet network interfaces. Independent means that data cannot be routed between 
the interfaces. You can plug one Ethernet interface into your trusted control network, where you know and trust all the 
devices on the network, and plug the other into an untrusted network, like one with internet access.  

When	trusted	and	untrusted	networks	are	kept	separate,	a	rogue	actor	attempting	a	hack	on	the	untrusted	network	
cannot	access	data	on	the	trusted	network.	The	independent	interfaces	don’t	allow	it. 

2. Firewalls

Most of us know about network	firewalls,	for	example	the	firewall	that	helps	protect	your	company’s	network	from	
external	access.	Network	firewalls	typically	protect	networks	and	the	devices	on	them	by	blocking	connection	requests	
from	outside	the	network,	unless	they	come	through	secure	ports	and	are	authenticated.	If	a	device	inside	the	firewall	
requests	a	connection	to	a	device	on	the	outside,	however,	the	firewall	normally	allows	it.	This	is	commonly	referred	to	as	
an “outbound connection” or “device-originating connection.” 

Individual	devices	themselves	can	also	have	firewalls,	which	are	called	host	firewalls	or	device	firewalls.	For	example,	
Microsoft®	Windows®	computers	use	a	device	firewall	to	protect	your	PC.	Device	firewalls	are	additional	protection	for	
devices on the network. 

https://blog.opto22.com/optoblog/dual-network-interfaces
https://blog.opto22.com/optoblog/groov-epic-security-series-pt-2-whats-a-firewall


A	controller	for	your	IIoT	project	
should	have	a	device	firewall,	just	
like a PC, and should provide 
a	way	for	you	to	configure	the	
ports, protocols, and interfaces 
that are open on the device. For 
a controller with dual network 
interfaces, you should be able to 
open	or	close	ports	and	configure	
protocols separately for each 
network	interface.	When	you	
configure	the	device	firewall,	make	
sure to close all network ports 
you’re	not	using,	on	all	network	
interfaces. 

3. Data communication options

For	efficient	communications	among	equipment	and	systems	that	are	separated	within	your	facility	or	located	remotely,	
consider	a	different	way	of	
communicating data: look for 
a	controller	that	offers	device-
originated communications.  

A protocol such as MQTT (MQ 
telemetry transport) uses a 
publish-subscribe, or pub-sub, 
method of communication 
that originates with the device 
itself, in this case the controller. 
The controller originates a 
connection to a broker—either 
on premises or in the cloud—
and then publishes data to and/
or subscribes to data from the 
broker.  

MQTT was originally designed 
for remote oil and gas 
installations, so it addressed 
the problems of scattered assets and unreliable network connections. In comparison to the request-response method 
most	industrial	data	communication	employs,	a	pub-sub	method	has	three	main	advantages:	it	optimizes	network	traffic,	
reduces IT involvement, and improves security. 

Pub-sub optimizes network traffic in two ways.	First,	because	multiple	devices	don’t	have	to	connect	directly	to	each	
other	to	exchange	data,	but	each	connects	only	to	the	broker,	the	sheer	number	of	network	connections	is	minimized.	
Second,	because	data	is	sent	only	when	it	changes	(report	by	exception),	much	less	traffic	is	produced.	
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IT involvement is reduced.	Because	the	connection	request	originates	in	the	controller,	behind	the	firewall,	IT	doesn’t	
need	to	create	special	firewall	rules	or	
document and manage open network ports.  

Security is improved. The connection 
request originates from a trusted device 
behind	the	firewall.	Once	a	secure,	TLS-
encrypted and authenticated connection is 
established, data can travel securely both 
ways.   

4. Encryption and certificate
management

Your control system is as important as your 
bank and requires the same level of data 
security.	Data	transmitted	on	any	untrusted	
network should be encrypted and be 
scrutinized for authenticity. 

For	your	IIoT	project,	look	for	a	controller	that	provides	both	data	encryption	and	ways	to	manage	security	certificates.	
Security	certificates	verify	that	a	device	or	website	you’re	communicating	with	is	actually	what	it	says	it	is.	Both	
encryption	and	security	certificates	help	you	build	a	more	secure	network.		

5. User accounts

Can anyone access your controller, or does it require a username and password? User	authentication is a basic 
network security feature, yet 
one	that’s	missing	in	most	
automation products. Ask 
whether	a	controller	you’re	
considering ships with default 
user credentials. It should not 
have a default username or 
password; it should require 
you to choose a unique 
username and password when 
you	first	configure	it.	That’s	the	
first	step.	

Next,	ask	whether	it	lets	you	
set up individual user accounts 
for people and software, with 
complex	passwords.	You	
should be able to choose from 
user	account	levels	that	offer	
different	permissions	depending	on	the	user’s	needs.	Use	these	features	to	limit	users	to	the	specific	data	and	controls	
each	requires.	For	example,	an	operator	may	need	to	control	a	process,	while	a	manager	just	needs	production	data,	
and a cloud service requires only a small subset of data from a few machines. 

https://blog.opto22.com/optoblog/groov-epic-security-series-part-3-device-originating-communications-or-how-and-why-mqtt-rocks
https://blog.opto22.com/optoblog/groov-epic-security-series-part-4-user-accounts


And	remember:	you	can	use	all	these	security	features,	but	if	your	passwords	aren’t	strong,	your	system	can’t	be	
secure.	Use	long,	complex	passphrases	and	a	password	manager	if	available.	

The bottom line 

Cybersecurity	for	automation	and	IIoT	applications—as	for	any	digital	network—is	a	complex	issue	with	a	variety	of	
implications depending on your organization and your system. To set up and maintain system security will require 
constant	awareness	and	adjustment,	as	security	requirements	change	and	your	system	evolves.		

	But	starting	with	some	built-in	network	security	tools	in	your	next	controller	can	help	you	design	and	maintain	a	
more	secure	automation	system.	Look	for	features	like	independent	network	interfaces,	a	configurable	device	firewall,	
device-originated	communications,	encryption,	certificate	management,	and	user	accounts	for	authentication.	These	
features will be a good start for a more secure IIoT application.  

For a deeper dive on these security features, read our series of blog posts on security. 
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from Beckhoff.
The ultra-compact C6015 IPC for automation and IoT.

www.beckhoff.us/C6015
With the ultra-compact C6015 Industrial PC, Beckhoff has again expanded the application possibilities  
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By: James Figy

Frequently changing packaging designs and the trend toward individualized marketing campaigns present companies 
with several challenges: Smaller and smaller lots must be produced, and increasingly frequent production changes must 
be	carried	out	quickly	and	efficiently.	Simply	implementing	fast	machines	is	not	enough;	automation	systems	that	offer	
integrated	connectivity	and	maximum	flexibility	for	reconfiguration	are	also	necessary.	

One	Italian	packaging	machine	maker	built	the	perfect	solution	for	its	customers’	flexibility	needs	using	a	combination	of	
PC-based control and an innovative hardware transport system that can implement a variety of assembly or machining 
processes,	both	from	Beckhoff.	The	result,	called	the	Flexim	Open	Automation	System,	solution	fully	reflecting	
Industrie	4.0	(also	known	as	Industry	4.0)	paradigms	and	enables	the	flexible	production	of	packaging	solutions	for	
different	markets.	

Smart Factory, based in Northern Italy, developed the modular design of the system. The machine base can comprise up 
to	10	modules	for	various	operations	such	as	pressing,	gluing,	rolling,	bolting,	cutting,	knurling,	electromagnetic	forming,	
ultrasonic welding, printing and quality control. Any station can connect to the basic module to perform a wide range of 
manufacturing processes.  

The	system	also	is	very	easy	to	reconfigure:	the	operator	can	connect,	switch	and	swap	modules	on	the	machine	
base	in	just	a	few	simple	steps,	due	to	a	plug-and-play	capability	achieved	by	flexible	hardware	and	software-based	
configuration.	In	addition	to	the	standard	system	modules,	it	is	also	possible	to	integrate	customer-specific	processing	
stations, which the company develops on demand, or to integrate a Smart Factory-enabled XTS system onto a larger-
scale production line. 

Open Automation System Provides Packaging 
Machine Flexibility    

The flexible control architecture of a PC-based platform and modular XTS transport 
system hardware form the foundation for easy configuration and reconfiguration.
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Key technology enablers 

The eXtended Transport System (XTS) 
from	Beckhoff	is	the	centerpiece	of	Smart	
Factory’s	Flexim	solution.	It	can	be	linked	to	
a	wide	range	of	different	processing	modules	
in order to implement varying assembly or 
machining processes. The XTS transport 
system consists of modular linear motors 
with integrated power electronics and 
position feedback, cable-free movers and 
a mechanical guide rail. As a result, it is a 
perfect match to the modular approach of 
the	Flexim	solution:	“In	our	opinion,	the	XTS	is	
a key technology enabler,” says Andrea Pozzi, 
who heads the research, development and 
design department at Smart Factory. 

“The	modular	concept	offers	a	number	of	advantages.	The	key	benefit	is	the	reduction	in	lead	time,”	explains	Pozzi.	
“Another	advantage	is	the	fact	that	our	basic	machine	had	to	be	developed	only	once	and	can	be	adapted	to	different	
applications	simply	by	connecting	it	with	the	various	processing	modules.	The	flexible	control	architecture	of	the	PC-
based	platform	is	the	foundation	for	the	easy	configuration	and	reconfiguration	of	the	system.”	

In	contrast	to	a	classic	rotary	dial	and	index	system,	where	all	machining	stations	are	subjected	to	a	basic	machine	cycle	
and the complete system has to be synchronized with the cycle time of the slowest station, the XTS can be used to 
determine	exactly	how	many	parts	per	cycle	are	to	be	processed	independently	of	each	other	in	each	station.		

That means, the slowest processing step will simply be carried out twice by two stations, without impeding the operation 
of the other stations. Since individual motion commands can be assigned to the movers, all processing steps can be 
controlled individually and independently of each other.  

“The	XTS	makes	it	very	easy	to	set	up	an	assembly	station,	for	example.	No	mechanical	operations	such	as	positioning	
of	reference	plugs	or	indexing	are	required.	Each	mover	reaches	the	programmed	position	with	very	high	dynamics	and	
accuracy,” says Pozzi. 

Integrated PC-based control  

Beckhoff	supplied	the	entire	automation	platform	for	the	Flexim	project,	including	the	C6930	Control	Cabinet	PC,	digital	
and	analog	EtherCAT	I/Os,	safety	and	measurement	terminals,	AX5000	Servo	Drives	and	AM8000	series	Servomotors	
with One Cable Technology.  

“Our	decision	to	use	the	XTS	was	a	fundamental	one,”	Pozzi	explains.	“The	open	and	modular	control	architecture	from	
Beckhoff	offered	us	vital	advantages	at	all	levels	in	terms	of	hardware,	software	and	communication.”	

For	example,	the	use	of	TwinCAT	3	“has	enabled	us	to	develop	C#	applications	in	a	Microsoft	Visual	Studio	environment,	
which	is	a	platform	we	are	very	familiar	with,”	Pozzi	says.	“Moreover,	EtherCAT	also	offers	great	advantages	in	terms	of	
speed	and	flexibility.”		

Beckhoff_Smart_Factory_01: The XTS from Beckhoff is the centerpiece of the Flexim solution. 
It can be connected to different processing modules in order to implement matching system 
configurations for varying assembly or machining processes quickly and flexibly. © Smart 
Factory, Italy  
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Smart Factory was able to use EtherCAT to control the synchronicity during the operating cycle of a magnetic forming 
device.	The	cycle,	which	is	characterized	by	a	current	discharge	with	very	high	intensity	(about	100	kA),	only	lasts	around	
100	microseconds.	In	this	way,	caps	with	potentially	very	complex	shapes	can	be	produced	to	enhance	cosmetics	
packaging with a high-quality appearance. 

The	Flexim	system	meets	all	the	typical	requirements	of	Industrie	4.0.	It	offers	full	connectivity	and	is	equipped	with	an	
HMI	solution	that	can	be	used	with	Beckhoff	multi-touch	Control	Panels,	but	it	also	supports	all	resolutions,	operating	
systems and devices such as smartphones and tablets.  

The	integration	of	an	augmented	reality	device	from	Microsoft	can	also	be	used	for	various	purposes,	such	as	context-
related search for machine documentation, employee training, troubleshooting and remote maintenance services. 

Using	TwinCAT	IoT	products,	the	Flexim	system	can	exchange	process	data	via	standardized	communication	protocols	
and	access	special	data	and	communication	services	offered	by	cloud	service	providers	such	as	Microsoft	Azure.	In	this	
way, production-relevant information 
such as quantities, defects or 
machine downtime and process 
parameters including temperature, 
pressure, consumption etc. can all be 
conveniently evaluated and analyzed. 
Also, detailed statistical analyses 
can be carried out and preventive 
maintenance guidelines can be 
defined	to	increase	the	system	
availability through process-related 
assignment of operating variables. 

The modular XTS system and PC-
based automation architecture 
from	Beckhoff	not	only	facilitate	
excellence	in	terms	of	dynamics	
and precision, they also provide the 
required	modularity	and	flexibility	for	
the	Flexim	Open	Automation	System.	
“By being able to use an integrated 
development	environment,	TwinCAT	3	
enabled	us	to	optimize	the	various	design	phases	and	achieve	excellent	results,”	Pozzi	says.	“Last	but	not	least	we	
benefited	from	the	competent	and	continuously	available	technical	support	offered	by	Beckhoff.”	

About the author:

James	Figy	is	a	Senior	Content	Specialist	with	BECKHOFF	Automation	LLC	in	Savage,	
MN. For more information, visit www.smartfactory.it, www.beckhoff.com/XTS and 
www.beckhoff.com/packaging	

Smart Factory was able to use EtherCAT to control the synchronicity during the operating cycle of a 
magnetic forming device so caps with potentially very complex shapes can be produced, enhancing 
cosmetics packaging with a high-quality appearance.  

http://www.smartfactory.it
http://www.beckhoff.com/XTS
http://www.beckhoff.com/packaging 


Understanding IEC 62603 and Process Control Systems 
The IEC 62603 standard is for specifying, comparing, and testing a PCS for a 

well-defined application.  
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By: Micaela Caserza Magro, Ph.D., and Paolo Pinceti, Ph.D.

The International Electrotechnical 
Commission (IEC) standard for the 
specification	and	evaluation	of	process	
control systems (PCSs) in industrial 
applications	is	IEC	62603,	“Industrial	
Process Control Systems–Guideline for 
Evaluating the Performances of Process 
Control	Systems–Part	1:	Specifications.”	IEC	
62603-1	is	intended	as	a	useful	guideline	for	
engineers, end users, makers, and system 
integrators for specifying, comparing, and 
testing process control systems.  

The	standard	defines	all	the	requirements	
and	functions	that	should	be	specified	
to identify a control system that matches 
the	needs	of	a	given	process.	IEC	62603-
2	defines	the	testing	procedures	for	the	
factory	acceptance	test.	IEC	62603	is	fully	
integrated	in	the	framework	defined	by	the	
existing	IEC	standards	for	process	control	
systems, and it represents an application of 
their inspiring principles. Figure 1: Process of PCS specification and evaluation 
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The	process	of	specifying,	choosing,	and	testing	a	process	control	system	for	an	industrial	application	(Figure	1)	is	
long,	time	consuming,	and	risky.	The	engineering	company	or	the	end	user	prepares	the	technical	specifications	of	
the	required	PCS	and	sends	them	to	a	set	of	companies	that	produce	or	integrate	PCSs.	Hopefully,	the	specifications	
contain	all	the	necessary	and	useful	functions	for	controlling	the	process.	Each	candidate	supplier	verifies	that	its	system	
fulfills	all	the	requirements,	prepares	its	proposal,	and	sends	it	back	to	the	engineer.	Preparing	the	proposal	requires	a	
clear comprehension of the requirements; misinterpretations are likely to happen in this step. The engineer (or end user) 
prepares a checklist to verify the degree of compliance of every proposal and ranks all the acceptable proposals. 

This process has several critical points: 

•	 each	engineering	company	or	end	user	uses	its	own	forms	and	company	standards	for	writing	the	specifications	
•	 the	specification	may	lack	some	of	the	important	functions	or	requirements	
•	 being	“company	specific,”	the	maker	of	the	PCS	might	misunderstand	some	definitions	or	requirements,	leading	to	

either under- or over-evaluating the bid 
•	 the	process	of	evaluation	may	require	comparisons	of	features	that	are	difficult	to	quantify	
•	 ranking	the	proposal	is	not	transparent	if	a	metric	is	not	predefined.	

These	problems	prompted	a	group	of	end-user	members	of	the	international	association	Exera	to	study	a	standardized	
procedure	for	specifying	and	testing	PCSs.	They	started	a	research	project	with	the	University	of	Genoa	in	Italy	to	find	a	
solution for both the users and the makers of process control systems. Their document was submitted to the members 
of the Italian regulating body (CEI), which decided to propose a new standard to IEC.  

The	proposal	was	presented,	and	a	large	majority	of	members	of	IEC	accepted	it.	The	Technical	Subcommittee	65B	
(Measurements	and	Control	Devices)	assigned	the	task	of	preparing	the	new	standard	to	the	Working	Group	WG6	
(Testing	and	Evaluation	of	Performances).	The	scope	of	WG6	is	“to	prepare	methods	of	evaluating	the	performance	
of system elements and functions used in industrial process measurement and control with special regard for 
harmonization.”  

An	international	group	of	22	experts	from	10	countries	began	working	in	2009	and	continued	through	all	the	phases	of	
standard	production	until	June	2013,	when	the	standard	was	approved	with	18	out	of	19	votes.	The	WG6	has	liaisons	
with	other	IEC	subcommittees	and	external	associations,	such	as	Exera,	Profibus	Network	Organization,	and	Foundation	
Fieldbus, that cooperated in the production of the standard.  

Scope of IEC 62603 

It	must	be	clearly	stated	that	the	IEC	62603	is	not	a	product	standard	for	control	systems	(like,	for	example,	the	IEC	
group	of	standards	IEC	61131	that	defines	systems	based	on	programmable	logic	controllers	[PLCs]).	IEC	62603	is	
intended	to	be	used	for	specifying,	comparing,	and	testing	a	PCS	for	a	well-defined	application.	It	includes	all	the	
requirements	that	should	be	specified	to	make	the	PCS	fulfill	the	control	requirements	of	the	process.	

The	final	goal	of	IEC	62603	is	to	define	a	set	of	methods	and	tests	to	evaluate	and	assess	the	performance	of	a	PCS	for	
a given application in terms of functions, applications, static and dynamic performances, and compatibility. The standard 
has two parts: 

•	 Part	1	is	a	guideline	preparing	the	technical	specifications	of	a	PCS,	including	all	the	functions	and	services	
required of the PCS for a given application. 

•	 Part	2	(future)	contains	the	procedures	of	the	factory	acceptance	test	(FAT)	and	the	requirements	that	have	been	
specified	according	to	Part	1.	



The	first	part	of	specifying	and	testing	a	PCS	is	mostly	paperwork	(Figure	2).	The	engineer	or	end	user	defines	the	PCS	
requirements	and	compares	the	technical	proposals	from	the	vendors	with	the	help	of	Part	1	of	IEC	62603.	The	chosen	
vendor assembles the PCS and implements the application software (i.e., the required control logic for the process). 
When	the	system	is	ready,	vendor	and	engineer/end	user	agree	on	the	procedures	of	the	FAT	using	Part	2	of	the	
standard as a reference. 

The	standard	includes	a	procedure	for	calculating	a	quality	index	of	a	PCS	(a	vote),	based	on	compliance	with	the	
specified	functions	and	technical	characteristics.	This	index	may	be	used	by	the	engineer/end	user	for	ranking	the	
various proposals, but the vendor may also use it for a self-evaluation of his or her product or system. 

IEC	62603	contains	the	specifications	for	both	conventional	control	systems	and	for	up-to-date	systems	that	extensively	
use digital communication technologies. 

To	create	a	ready-to-use	guideline,	the	experts	of	WG6	decided	the	IEC	62603	should	include	the	relevant	parts	of	other	
IEC	standards	that	deal	with	specific	aspects	of	a	PCS.	In	other	words,	when	a	given	aspect	is	considered	in	another	
IEC	standard	(e.g.,	climatic	conditions,	immunity,	fieldbus)	the	information	necessary	to	make	a	selection	or	a	choice	is	
included	in	the	guideline.	The	user	of	IEC	62603	should	verify	that	no	more	recent	version	of	the	other	cited	standards	
exists.

Technical specifications of a PCS 

During	A	large	amount	of	data	should	be	specified	for	a	PCS.	The	IEC	62603	divides	the	data	into	eleven	sections	
summarized below. 

System architecture.	The	specification	of	the	PCS	should	define	the	general	characteristics	of	the	required	system	
and include a preliminary drawing of the architecture. After this, each maker proposes a detailed architecture of a PCS 
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Figure 2: Use of IEC 62603 in the process of PCS specification and testing 
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according	to	the	devices	he	or	she	produces	or	uses.	Figure	3	is	an	example	of	the	level	of	detail	of	the	architecture	to	
include	in	the	specification.	

It	is	very	important	that	the	engineer/end	user	specifies	both	the	technology	and	the	function	of	the	PCS.	A	system	may	
be	composed	of	a	mix	of	technologies	and	may	perform	more	than	one	of	the	functions	listed	in	Table	1.

In	addition	to	the	basic	architecture,	the	engineer/end	user	should	specify	the	rough	data	that	affects	the	PCS	
dimensioning and computational power (i.e., the number of I/O and the number of control loops to manage with the 
PCS). In some industrial areas, mainly in the continuous processes, it is common to indicate the number of tags or 
process	objects	the	PCS	should	control.	

Installation environment.	The	specification	of	the	installation	environment	includes	several	aspects,	from	the	climatic	
conditions to the power supply and mechanical conditions. The basic parameters to specify are: 

•	 class	of	location	(IEC	60654-1)	for	devices	in	the	control	room,	the	electrical	rooms,	and	the	field	
•	 quality	of	the	auxiliary	power	(IEC	60038)	both	in	AC	and	in	DC,	including	expected	voltage	and	frequency	variations,	

harmonic content of the voltage, and switching time (when applicable) 
•	 EMC	requirements,	mostly	in	terms	of	immunity	to	radiated	and	conducted	disturbances	(IEC	61326-1	and	others)	
•	 mechanical	vibrations	and	corrosive	influences	
•	 classification	of	the	hazardous	areas	(IEC	60079-10-1	for	gases	and	60079-10-2	for	dusts),	mostly	for	devices	

installed	in	the	field.	

System characteristics. The two basic requirements of the system to specify here are scalability, the ability of a system 
to	grow	larger	without	having	to	replace	parts;	and	expandability,	the	possibility	of	enlarging	each	component	of	the	
system	without	changing	the	architecture	or	the	component	itself.	Other	system	aspects	that	should	be	specified	are:	

•	 the	procedures	for	configuring	the	system	
•	 the	possibility	of	changing	the	configuration	on	the	run	
•	 the	supported	programming	languages	(IEC	61131-3),	including	batch	management	(IEC	61512).	 

Table 1. Basic technologies and functions of a PCS  



System dependability.	Dependability	defines	the	availability	of	a	system	in	terms	of	reliability,	maintainability,	and	
maintenance	support	(IEC	62347	and	IEC	60300-3-4).	Dependability	summarizes	the	capacity	of	a	system	to	perform	its	
tasks	in	a	given	time	or	time	interval.	Reliability	of	a	system	(IEC	61078	and	IEC	61025)	is	strongly	influenced	by:	

•	 the self-diagnostic functions to detect failures or defects 
•	 the	possibility	of	hot	swapping	components	to	substitute	failed	components	without	affecting	system	operations	
•	 the redundancy of critical components (e.g., two out of three). 

A noncritical failure leads the PCS into a degraded operating mode, where the essential functions are still available. 
On the contrary, a critical failure of a component that is not redundant sets the PCS in failed mode, where one or more 
critical functions are no longer available. If the failed component is redundant, then the PCS still fully operates, but 
in emergency mode. Another failure would set the PCS into failed mode. Repair actions move the PCS into a safer 
status. Repair actions strictly depend on the ability of the system to alert the user and request maintenance service 
when a device or subsystem reaches its limits. 

Dependability	of	the	PCS	also	influences	its	ability	to	be	part	of	a	safety	instrumented	system	(IEC	61508).	If	the	plant	
requires	safety-related	functions	with	a	specified	safety	integrity	level	(SIL),	the	engineer/end	user	should	specify	how	to	
integrate safety systems in the overall PCS architecture.  

I/O specification.	A	PCS	may	have	several	types	of	I/O,	both	conventional	(i.e.,	4–20	mA)	and	digital	(i.e.,	fieldbus).	For	
each	specified	I/O	type,	the	user	should	specify	the	desired	values	in	terms	of	accuracy,	resolution,	and	repeatability	
(IEC	60050).	Important	issues	to	specify	are	the	possibility	of	hot	swapping	the	I/O	cards	and	their	self-diagnostic	
capacities. 

Software requirements.	The	structure	of	the	software	makes	the	difference	between	the	various	types	of	systems.	Of	
utmost	importance	is	how	the	data	is	stored	to	use	in	real-time	applications.	Two	classes	of	database	exist:	

•	 distributed database, where data is stored in multiple physical locations connected in a network 
•	 concentrated database, where data is continuously transmitted to/from a central database, and all the applications 

access data through it. 

Security	issues	of	the	system	are	defined	here	in	terms	of	both	access	management	and	cybersecurity	(IEC	62443-2-1	
and	62443-3-3).	

Human-machine interface. Human-machine interface (HMI) includes all the devices and methods used to interface 
with	the	PCS,	e.g.,	displays,	PC	monitors,	and	software	tools.	HMI	is	both	in	the	control	room	and	in	the	field,	and	
requirements	are	obviously	quite	different.	Possibly	the	most	important	function	of	HMI	is	presenting	the	alarms	from	the	
process and from the PCS itself to the operators.  

Alarms	can	be	organized	into	priority	levels	(ANSI/ISA-18.2	and	the	future	IEC	62682)	according	to	the	consequences	of	
the anomaly that caused the alarm and the allowable response time. Together with alarms, event management also has 
to	be	specified,	especially	if	short	time	resolution	is	required	(function:	Sequence	of	Events).	Historical	archiving,	data	
searching and display (e.g., trends), and data backup functions are all included in the HMI.

Communication requirements. Communication is the core of any modern PCS. A PCS with a high level of integration 
may have up to four levels of communication: 

•	 fieldbus:	from/to	field	devices,	to/from	the	controllers	
•	 controller network: the backbone of control functions, it connects all the controllers 
•	 control	room	network:	based	on	IEEE802-Ethernet,	connects	the	controllers	to	the	computers	in	the	control	room	
•	 corporate network: integrates the PCS in the information and communication technology environment of the 

company. 
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Simpler	PCSs	may	require	fewer	communication	networks.	Less-demanding	applications	do	not	have	the	servers,	and	
the	controller	network	and	the	control	room	network	are	joined	together.	

The	engineer/end	user	should	specify	the	protocol	to	use	for	each	network	and	the	interfaces	(if	any)	with	other	external	
systems,	such	as	manufacturing	execution	systems	or	enterprise	resource	planning.	Communication	with	external	
subsystems	or	third-party	systems	should	be	specified	in	detail	to	set	clear	requirements.	

Required performances. Performances	are	often	related	to	specific	functions	that	the	PCS,	or	a	part	of	it,	should	
perform within strict time constrains. The most typical functions of this type are: 

•	 synchronization of peripherals (e.g., remote I/O or intelligent devices) 
•	 call-up time for the HMI pages, including the time for uploading the variables 
•	 overall response time of the HMI, from the time the operator initiates a command to the time the feedback displays 

on the monitor 
•	 controller cycle time, mainly for hard real-time control functions 

In	some	cases,	specific	key	performance	indicators	are	defined	to	monitor	the	performance	of	devices	or	subsystems.	In	
manufacturing	and	in	batch	processes	the	overall	equipment	effectiveness	is	calculated	mainly	to	measure	the	efficiency	
of a process or machinery. 

Life-cycle support. The support of a PCS starts during the presale stage and continues throughout its whole life cycle. 
It includes technical services (e.g., training, online service, spare parts) and commercial aspects (e.g. warranty, software 
updates). 

FAT specification. The general aspects of the factory acceptance test, site acceptance test, and site integration test are 
described	in	the	group	of	standards	IEC	61069	and	62381.	Detailed	procedures	for	testing	all	the	functions	of	a	PCS	are	
in	the	scope	of	the	future	IEC	62603-2.	Nevertheless,	the	engineer	should	specify	the	type	and	the	extent	of	the	testing	
in	the	technical	specification	of	the	PCS.	The	first	steps	of	a	FAT	are	always:	

•	 check	the	project	documentation	
•	 check the hardware supply (bill of material) 
•	 inspect the whole system visually 
•	 check	that	each	device	operates	as	expected.	

In addition to these steps, the user should specify the type of FAT required for the application software, i.e., the software 
that	is	specific	for	this	project.	IEC	62603	defines	five	levels	of	increasing	depth	for	the	FAT	of	the	application	software	
(figure	7):	

•	 level	1:	tests	are	carried	out	using	the	HMI	of	the	PCS,	and	no	external	mock-up	is	required	
•	 level	2:	the	engineer	manually	forces	the	I/O	with	a	software	tool	for	checking	the	application	software	feedback	
•	 level	3:	the	test	includes	the	terminations	of	the	PCS.	I/O	is	tested	with	hardware	simulators	that	inject	the	physical	

signals into the PCS terminals. 
•	 level	4:	mainly	applicable	to	integrated	PCSs	with	fieldbus	connections	to	the	field	devices.	Specific	cards	that	allow	

emulating	the	connected	devices	simulate	the	traffic	on	the	fieldbus.	The	engineer	manually	enters	the	values	of	the	
variable. 

•	 level	5:	the	architecture	is	identical	to	level	4,	but	the	values	of	the	variables	are	calculated	by	a	software	process	
simulator. The simulator also dynamically calculates the feedback from the process to check control logic.  
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Once	the	level	of	the	test	is	defined,	the	user	should	specify	the	level	of	coverage	of	the	tests.	Partial	tests	may	be	
sufficient	for	repetitive	functions,	while	other	functions	(e.g.,	safety	related)	should	be	tested	with	100	percent	coverage.	
Normally,	it	is	not	necessary	to	specify	detailed	requirements	of	the	FAT	in	the	technical	specifications	of	a	PCS,	and	only	
general	data	useful	for	a	cost	definition	by	the	vendors	is	required.	Table	2	is	an	example	summary	table	for	FAT.	

Evaluation of PSC

Evaluating a PCS (and everything else) requires a quantitative procedure for identifying the requirements to evaluate, 
setting	the	importance	of	each	requirement,	and	assessing	a	vote	to	the	proposed	solutions.	IEC	62603-1	suggests	that	
the engineer/end user indicates the importance of each requirement with a heuristic “weight” ranging of: 

•	 A, this requirement must be implemented 

•	 B, this requirement should be implemented 

•	 C, this requirement would help 

•	 D,	this	requirement	is	optional	

These weights set the importance of each 
requirement	for	the	specific	application.	
Each vendor may rate his or her proposal 
with a similar voting system: 

•	 0,	the	PCS	does	not	meet	this	
requirement 

•	 1,	this	requirement	can	be	created	or	
applied 

•	 2,	the	PCS	meets	this	requirement	

•	 3,	this	requirement	is	native	

 
 
 

Table 2. Example of FAT specification   
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When	several	bids	are	received,	the	engineer/end	user	can	collect	the	results	as	shown	in	table	3	and	calculate	the	
vote	of	each	bid	with	a	simple	weighted	average.	The	user	can	set	a	minimum	acceptance	threshold	for	some	specific	
requirements.	For	example,	requirements	with	weight	A	or	B	must	obtain	at	least	a	vote	of	2	to	be	accepted,	and	so	on.	
When	a	function	has	a	vote	of	1	(it	does	not	exist,	but	it	can	be	created),	it	is	convenient	to	add	the	cost	for	creating	this	
function.	Obviously,	weights	and	votes	are	specific	for	the	considered	plant.	

Table 3. Weights and votes table for bid comparison  
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The following technical discussion is part of an occasional series showcasing the ISA Mentor Program, authored 
by Greg McMillan, industry consultant, author of numerous process control books, 2010 ISA Life Achievement 
Award recipient and retired Senior Fellow from Solutia Inc. (now Eastman Chemical). Greg will be posting questions 
and responses from the ISA Mentor Program, with contributions from program participants. 

For the automation profession to gain the recognition it deserves, we need to show the impact of our achievements 
on	improving	plant	performance.	This	question	is	from	Sridhar	Dasani,	with	my	answer	and	additional	input	from	co-
founder of the ISA Mentor Program Hunter Vegas and mentor Brian Hrankowsky. 

The question helps us seek a suite of practical metrics in terms of key performance indicators (KPIs) that can have an 
impact on plant performance. At the end is a link to a Control Talk	column	that	offers	metrics	more	directly	related	to	
plant	efficiency	and	plant	capacity.	

Sridhar Dasani’s Question 

As a new engineer supporting plant operations, I regularly attend monthly meetings where the operations team 
presents its key performance indicators in terms of the production rates, savings, and uptime, and maintenance 
personnel present their SAP-scheduled maintenance numbers. I always wonder how an automation engineer 
supporting	DCS	system	administration	or	process	control	can	present	his/her	performance?	Based	on	your	
experience,	would	you	be	able	to	suggest	what	KPIs	can	be	presented	during	these	meetings,	anything	from	system	
health to loop performance to start with? 
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https://automation.isa.org/isa-mentor-program/
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Hunter Vegas’ Answer 

If the plant is continuous you can look at: 

1. Percent of time the control loops are in their highest
mode (e.g., auto, cascade, remote cascade).

2. Alarm rates (per week, per month). Obviously this is
somewhat dependent on the plant operations but if you
are	doing	an	alarm	rationalization	project	it	gives	you	a
feel for how well you are doing.

3. If you have made a control system change to the
process you can document before/after performance
(within range of setpoint, production rate, quality, etc.).

4. Non-routine instrument work orders generated per
month gives you a clue on instrumentation reliability.
Those are some that immediately come to mind. No
doubt Greg will have a longer list.

Greg McMillan’s Answer 

1. Percent	of	time	and	number	of	times	PID	output	hits
output limit.

2. Standard deviation of the process variable.

3. Number of oscillations where the process variable has
crossed the setpoint by more than a deadband or noise
band (may or may not want to detect noise) forgetting
results older than an analysis period.

4. Peak error for a constant setpoint forgetting results
older than an analysis period.

5. Integrated absolute error (IAE) forgetting results older
than an analysis period.

6. Rise time: time to reach setpoint (within deadband
around setpoint) for setpoint change.

7. Overshoot and undershoot for setpoint change.

8. Settling time: time to settle out at setpoint (stay for more than four dead times within deadband around setpoint)
after setpoint change. Even better as noted by Hunter is if you could tie what you do to operations KPIs on process
capacity	(production	rate	and	onstream	time)	and	efficiency	(energy	and	raw	material	use	and	waste).	This	could	be
done by noting if the KPIs are better because of changes you made or from better loop metrics you achieved. For
a view on how to use a virtual plant to develop and demonstrate online KPIs, see the Control Talk column Getting
innovation back into process control.
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Additional Mentor Program 
Resources 

See the ISA book 101 Tips for a Successful 
Automation Career that grew out of this Mentor 
Program to gain concise and practical advice.

See the InTech magazine feature article Enabling 
new automation engineers for candid comments 
from some of the original program participants. 

See the Control Talk column How to effectively 
get engineering knowledge with the ISA Mentor 
Program protégée Keneisha Williams on the 
challenges faced by young engineers today, and 
the column How to succeed at career and 
project migration with protégé Bill Thomas 
on how to make the most out of yourself 
and your project. Providing discussion and 
answers besides Greg McMillan and co-founder 
of the program Hunter Vegas (project 
engineering manager at Wunderlich-Malec) are 
resources Mark Darby (principal consultant at 
CMiD Solutions), Brian Hrankowsky (consultant 
engineer at a major pharmaceutical 
company), Michel Ruel (executive director, 
engineering practice at BBA Inc.), Leah 
Ruder (director of global project engineering at 
the Midwest Engineering Center of Emerson 
Automation Solutions), Nick Sands (ISA Fellow 
and Manufacturing Technology Fellow at 
DuPont), Bart Propst (process control leader for 
the Ascend Performance Materials Chocolate 
Bayou plant), Angela Valdes (automation 
manager of the Toronto office for SNC-Lavalin), 
and Daniel Warren (senior instrumentation/
electrical specialist at D.M.W. Instrumentation 
Consulting Services, Ltd.).
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Brian Hrankowsky’s Answer

1.	 How many operator actions are logged in the audit trail/event history?  

2.	 How long are the “waits” in the process? (How long is the heat up or 
cool	down	before	the	next	value	added	step	can	take	place	and	what	is	
the duration of prompts lingering for an operator?)  

3.	 How many batch “hold” events are there and what has been the 
duration?  

4.	 How often are interlocks tripping? 
 

5. How often are estop or shutdown events occurring?  

6.	 How much paper work does it take to run the process? Any change that is to be made to a control system 
must	be	thoroughly	functionally	tested	by	realistic	simulations	of	the	process’s	dynamic	response.	The	ability	of	
the	control	system	improvement	to	deal	with	abnormal	besides	normal	operating	conditions	must	be	verified.	
The commissioning and performance of improvements should be closely monitored to ensure they meet plant 
requirements. 
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Are you an ISA member looking for a mentor?   Are you an ISA member who wants to pass 
on	their	expertise	to	young	engineers	and	technicians	just	getting	started?			We’ve	got	great	
news	for	you!			Check	out	the	ISA	Mentoring	Program!			The	program	is	open	to	engineers	and	
technicians currently employed in a plant or engineering center actively designing, installing, 
or	maintaining	process	control	systems	with	at	least	one	year	experience.		Get	more	details	at	
the following link:  https://bit.ly/2JZeGOy

ISA Mentor Program  
Posts & Webinars 

Did	you	find	this	information	of	
value?	Want	more?	Click this 
link to view other ISA Mentor 
Program blog posts, technical 
discussions and educational 
webinars. 
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