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INTRODUCTION

In an age where older machines and operations are being asked to provide new information 
and always-improving productivity, software is coming to the rescue. Today’s innovative new 
technologies are recreating the nervous system of manufacturing operations, driving production, 
enhancing security and simplifying maintenance. Yet, in this sea of software, it can sometimes be 
difficult to figure out what specific innovations deserve attention. 

To help ease this process, Automation.com has teamed with industrial innovators to showcase 
efficiency and productivity technologies within manufacturing operations. IoT gateways, cloud-
based MES and more are covered in this Manufacturing Software ebook. It provides insight into 
what today’s plant operator needs to ensure the smooth integration of the old and the new in the 
connected and secure environment that is increasingly vital for industrial success.

https://www.aiscorp.com
https://buy.advantech.com/
https://www.beckhoff.com/
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Beckhoff provides the ideal foundational technologies for Industrie 4.0 and Internet of 
Things (IoT) applications via standard PC-based control. With the TwinCAT engineering and 
control software, machine control systems can be extended to support big data applications, 
cloud communication, predictive maintenance, as well as comprehensive analytical functions 
to increase production efficiency. As a system-integrated solution, TwinCAT IoT supports 
standardized protocols for cloud communication and enables the easy integration of cloud 
services right from the machine engineering stage. In addition to fault analysis and predictive 
maintenance, TwinCAT Analytics offers numerous opportunities to optimize machines and 
systems in terms of energy consumption and process sequences.

https://www.beckhoffautomation.com/Industrie40/
http://ewon.biz/flexy205
http://ewon.biz/flexy205
https://www.hms-networks.com/industrial-iot-solutions
https://www.hms-networks.com/campaign-landing-pages/ebook-download
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By: Advantech

In today’s intelligent factory, everything is connected. From the machines to the sensors monitoring them and the 
employees monitoring the sensors, the IoT-based Industry 4.0 continues to help factory owners build new bridges 
between more assets, generating more data to build on the potential to turn that factory into a thriving, connected digital 
ecosystem. 

Indeed, Industry 4.0 has made nascent progress throughout the manufacturing world: New digital trends and 
technologies are creating a bounty of new business opportunities for equipment builders and system integrators, as they 
in turn help revamp traditional factories into intelligent Industry 4.0 manufacturing environments. This article will discuss 
the intelligent factory, or iFactory, and how users, system integrators and machine builders can leverage Industry 4.0 
principles to bring a traditional factory into the intelligent age.
 
The Traditional Factory vs. the iFactory

In a traditional factory, when a workstation at a production line is out of components or materials, it needs human 
attendants to check for the supply. When a sensor is installed, it must be manually checked and calibrated. When 
a machine goes offline, it must be manually inspected and troubleshot in order to be restarted. All of this required 
countless hours of human labor, and could easily result in production losses when even a single system goes offline. 

In an iFactory, disparate machines, work pieces and systems are interdependent within the network. This allows them 
to communicate with each other and with factory personnel to create an intelligent system in which individual units 
influence each other automatically, maximizing throughput and quality.  
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Furthermore, in an iFactory, assets are connected in the cloud to enable the processing of IoT data logic and remote 
monitoring. The benefits are practically endless for both operational control and enterprise management. A machine can 
automatically alert the conveyor system for material feeding, for example. If a sensor in an iFactory requires calibration, 
it can send an alert to floor personnel. If a machine in an iFactory starts to overheat, it can automatically cease operation 
and cool down to avoid a breakdown and minimize loss, while notifying maintenance personnel of the specific issue. 

As more and more data from various devices and systems across the factory are converted into a standard protocol, this 
data can be exchanged, computed and displayed on a single dashboard. Factory managers can then use this dashboard 
to oversee the operating status of all disparate machines and systems throughout all production lines of all of their 
facilities — thereby implementing more efficient remote management and control. All the moving parts and production 
data throughout the factory are virtually combined into one integrated iFactory system connecting the facility.

This single intelligent automatic production system now can be incorporated with other information systems, such as 
a Manufacturing Execution System (MES), Warehouse Management System (WMS) and/or the Enterprise Resource 
Planning (ERP) system, to streamline corporate operations.  All of this data, along with production data from throughout 
the plant, can be combined into a single on-premise or cloud-based data pool.  Factory management then can 
implement Big Data analytics, which extracts meaningful intelligence from that pool of data that can be used to improve 
uptime rates, reduce energy costs or otherwise optimize operations. 

Transforming into an iFactory

There are plenty of new “green-field” factories being built today with connectivity and Industry 4.0 in mind. But it’s 
just as common for an iFactory not to be built from the ground up, but rather to be upgraded from a traditional factory 
already equipped with a certain degree of automation. These “brown fields” have unique challenges. For example, their 
machines and systems often use a variety of control logic, interfaces, software and field-level communication protocols 
such as CANopen, Modbus and more. 

Therefore, one of the biggest challenges for an iFactory developer working on a brown-field plant is integration. And that 
integration challenge has three phases: 1) bring all the heterogeneous systems into an intelligent network, 2) transform 
the data into a uniform format for IoT communication and central management, and 3) establish logical control flows that 
coordinate all the systems to work synergistically. 

The Right IoT Bridging Materials
IoT Gateway Hardware

An IoT gateway, which can be a physical hardware device 
and/or a pure software program, is the tool that serves as 
the connecting point. The IoT gateway is a bridge from the 
old equipment and legacy systems into the cloud-based 
or on-premise data pool. IoT gateway software is the 
necessary agent giving iFactory personnel access to the 
data pool, as well as the ability to remotely monitor all of 
the equipment and systems contributing to the pool. The 
existence of such a sturdy, secure, purpose-built bridge frees 
engineers and technicians to perform higher-level tasks, and 
boosts production with all the added intelligence that can be obtained.

 
The ARK-2230L Modular Industrial Gateway PC

https://buy.advantech.com/Industry-Solutions/Transportation-Systems-Station-Self-Service-Controllers/ARK-2230L-3S51/system-21805.htm


The physical aspect of an IoT gateway — the hardware — is 
an industrial PC or router such as Advantech’s ARK-2230L 
or ARK-1124H. These physical bridges into the cloud are 
designed to fit compactly within tight spaces while providing 
rugged and secure computing power and connectivity to a 
variety of devices, and to operate dependably in the widely 
varying temperature and dust-prone environment of the 
factory floor.

Advantech’s ARK-2230L IoT gateway, for example, is 
a fanless modular embedded computer that carries an 
Intel® Celeron™ 2.0GHz Quad Core SoC processor to 
accommodate the all integration and control needs of the 
smart factory. Furthermore, Advantech built the device to be 
compatible with the company’s iDoor modules, which provide a series of optional I/O interfaces including isolated/non-
isolated COM ports, CANBus, LAN and digital I/O. Plant-floor personnel can use iDoor modules to connect with a variety 
of equipment and systems. An onboard dual LAN and a Mini-PCIe slot for optional WiFi ensure the availability of all 
connectivity options needed to design redundant IoT data uplinks. 

Advantech’s ARK-1124H IoT gateway is a smaller box PC that is designed for generalized data transmission tasks along 
the production line. The ARK-1124H leverages a low-power Intel® Atom® Quad Core 1.6GHz SoC processor, Dual LAN 
ports and robust I/O including four USB ports and a COM port.  Like the ARK-2230L, the ARK-1124 offers modular 
expansion to increase I/O within its compact footprint.

IoT Gateway Software

While the hardware builds the physical bridge from the plant-floor equipment to the cloud, it is the software that ties it 
all together in the manner that makes the data usable — and thereby valuable. The software in an IoT gateway serves 
as a central hub for production data and machine monitoring. It also is often integrated with tools that give plant-floor 
personnel greater access to and 
control over the data they need to 
ensure the efficient operation of 
the iFactory. Advantech’s WISE-
PaaS/RMM cloud platform, for 
example, is bundled with developer 
and cloud-service-readiness 
tools that help speed up gateway 
deployment and provide remote 
monitoring and control functions.

Deployment of the WISE-PaaS/ 
RMM IoT platform is done at the 
gateway and server levels.  WISE-
agent software on the gateway 
side processes and converts data 
sent from the field level. This data 
comes from the disparate systems 
and machines, most often in different 
data formats that must be converted into the IoT-standard MQTT protocol. The converted data is then passed to the 
backend WISE-PaaS/RMM server software and cloud database, where it is integrated into the central hub.  
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The ARK-1124H Compact Industrial IoT Gateway PC

WISE-PaaS is an integrated IIoT services platform built to deliver actionable insights from 
the edge to connect to the application layer of the designer’s choice in the cloud.

https://buy.advantech.com/Industry-Solutions/Transportation-Systems-Station-Self-Service-Controllers/ARK-2230L-3S51/system-21805.htm
https://buy.advantech.com/Compact-Computers/Embedded-Computers-Embedded-Series-By-Expansion-Dual-Layer/ARK-1124H-3S51/system-21955.htm
https://wise-paas.advantech.com/en-us
https://wise-paas.advantech.com/en-us
https://buy.advantech.com/Compact-Computers/Embedded-Computers-Embedded-Series-By-Expansion-Dual-Layer/ARK-1124H-3S51/system-21955.htm
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In order to orchestrate the data flows to the various repositories in the cloud, Advantech includes the IBM Node-RED 
rule engine, which lets users define and establish the logical flow of data into the IoT system with simple drag-and-
drop operations. With this tool, the user has complete control to establish iFactory operational rules and logic, allowing 
different systems on the factory floor to work in synergy, while enabling real-time and report-based monitoring. 

The Advantech WISE-PaaS software platform provides a dashboard builder for system integrators or in-house engineers 
to use to design their highly customized graphic interface to represent all metrics and analytics generated by daily 
business operations. In addition, the platform has expanded its IoT software stack in the cloud (management) layer to 
offer a highly secure multi-tenancy architecture including multiple cloud services.  This provides a framework for IoT 
designers to create IoT applications for diverse markets. WISE-PaaS/EnSaaS, for example, is an alternative providing 
functions commonly found in Microsoft® Azure and other software-as-a-service (SaaS) offerings, while maintaining 
interoperability with those products, if needed.

Of course, data security is paramount for all IoT processes. WISE-PaaS/Security is an IoT security management platform 
that can be tailored with McAfee function modules to protect data and devices in the IoT system. McAfee solutions are 
flexible enough for any IoT data pass in any layer of the solution.

Features like multi-tenancy, single sign-on and a complete ecosystem of domain-focused application software allow 
system integrators to leverage their own solutions within the Advantech WISE-PaaS software platform.

The iFactory: Turning Data into Insights

When starting with a traditional factory, collecting data and processing it in the cloud is just the first step in the upgrade 
to a true iFactory configuration. 

The mountains of data that will be generated by IoT devices must be adequately analyzed in order to deliver the insights 
that will drive the main benefits of having an iFactory. It is for this reason that cloud analytics represent the next step in 
the upgrade process.  

WISE-PaaS/EnSaaS Edge to Cloud Service, a flexible cloud service package is available to marry a multi-tenancy architecture with a 
high-availability open data platform to bridge to the application layer. 

https://wise-paas.advantech.com/en-us
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The vast computing power of the cloud is what allows analysis of so much raw data. The outputs of the analytical 
processes then must be actualized, giving plant-floor and manufacturing management personnel access to insights from 
a central hub. In order to integrate these cloud analytics, the WISE-PaaS provides both a correlation database and non-
correlation database for data management, and then facilitates Microsoft Azure cloud service access. This allows users 
to establish cloud applications in the Azure Marketplace, providing another useful level of interoperability.  This can not 
only increase production levels and profitability, but also enable collaboration with other manufacturers and innovators in 
the greater IoT ecosystem. 

In the end, while the bridge from traditional factory to iFactory must be done carefully, securely and responsibly, IoT 
gateways are today delivering manufacturers the capabilities to streamline operations and enhance their productivity. 
While traditional factories can continue to operate with the perfectly capable equipment that they have, without the 
expense of more hardware and software, no one can say for how long. So, some choose to take the longer view. 

The long-term vision of the iFactory is of a higher plane of production and a better ability to compete in what can be 
rapidly changing industrial markets. Today’s investment in IoT, connectivity and process transformation is an expense, 
but also an opportunity. Advantech exists to help those with long-term vision more easily bridge the gap into the digital 
world and more quickly benefit from all the opportunities full connectivity and data integration can bring. 

For more information on Advantech’s Embedded Computers, 
check out:
Buy.Advantech.com/Go/Embedded-Computers
Or call 877-825-4146

https://buy.advantech.com/embedded-series/embedded-computers/dhtml-1632.htm
https://buy.advantech.com/
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How Innovative Technology Trends are Powerfully 

Enhancing Workforce Productivity
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By: Aegis Software

As consumer demands increase and evolve, manufacturers must find new ways to increase their output accordingly. 
The rate of global manufacturing growth has slowed, according to the International Yearbook of Industrial Statistics 2019 
published by the United Nations Industrial Development Organization (UNIDO). The slowdown in production in 2018 was 
observed in industrialized economies as well as developing and emerging industrial economies. 

How can manufacturers efficiently and cost effectively drive productivity growth?

Digital technology is proving to be the answer. While tech turnover is high, with refresh cycles currently occurring 
every four to five years, manufacturers have an opportunity to strategically adopt the right technology to drive lasting 
productivity gains for months and years to come.

In this whitepaper, we’ll explore key insights into today’s top trending technologies and the key manufacturing pain 
points they help alleviate. Finally, we’ll identify and discuss the best digital technology investments manufacturers can 
make to encourage higher output and a more empowered workforce.

Today’s Technology Mega-Trends

From cognitive machines to green technology, a range of transformative technology trends stand to define the 
future and make a wide-reaching impact on businesses, societies, economies, cultures, and personal lives. 
Frost & Sullivan identifies a few of these key trends that are particularly  relevant to the development of the 
manufacturing industry—and the productivity of its workforce.
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Embedded Intelligence at the Edge

75% of the data generated within the manufacturing industry is already being produced at the edge.2 This means 
that a factory’s distributed network of machines are generating data at the device level, presenting unprecedented 
opportunities for embedded intelligence, M2M connectivity, and an actionable flow of real-time data to optimize 
operations. These opportunities, however, have yet to be tapped by many manufacturers. In fact, today, just 6% of edge 
data is actually acted upon by the manufacturing community.2

Computing Tools for Error Cognition

The massive amounts of data generated by edge intelligence require powerful computing tools in order to drive results 
factory-wide. Now, Artificial Intelligence (AI) and Machine Learning (ML) models are enabling data to make a real 
impact. With the added intelligence of AI and ML, manufacturers can begin to automate error cognition in the factory by 
analyzing edge data in a way that manpower alone never could—resulting in the proactive identification of patterns and 
potential problems that could negatively impact production.

New User-Oriented Business Models

Finally, Frost & Sullivan foresees that future technology business models will not be focused on devices and products 
themselves, but on the value derived from these products and the business outcomes they enable. As a result, 
manufacturers will be less concerned with the “latest and greatest,” and more concerned with which technology helps 
their workforce effectively drive production and strategically reduce the cost of quality.

Major Market Shifts

In addition to these manufacturing technology trends, key market shifts are taking place, as well, and are 
necessary to consider when evaluating productivity-related technology solutions. Over the next decade, Frost & 
Sullivan expects to see shifts in both industrial and business processes.

Linear Manufacturing to Digital & Symbiotic Processes

On the industrial side of things, manufacturers are largely embracing digital. Now, linear manufacturing processes—the 
rigid format of selling, manufacturing, producing, and then testing products—are being transformed by real customer use 
lifecycles, which demand a flexible digital thread of product genealogy, traceability, and quality assurance.

This non-linear digital framework also serves to break down manufacturing data silos, allowing customer use data to be 
incorporated back into the next generation of manufacturing products to drive satisfaction and efficiency forward.

Hardware Products to Productized Digital Solutions

On the business and process side of the equation, customers are moving away from buying products and hardware, and 
instead seeking out productized digital solutions, or “Products-as-a-Service.”

Instead of buying a machine, users would rather simply subscribe to that machine in order to gain its value—all while 
keeping the capital cost of the machine off the balance sheet. This means customers are also shifting from CAPEX to 
long-term service contracts; not just 1 to 5 years, but 7 to 15 year contracts. These are holistic lifecycle services, not just 
product-associated services. Customers are looking at their entire system instead of a single product and focusing on 
production efficiency at scale.



Manufacturing Technology Enablers

Finally, in addition to these mega-trends and market shifts, manufacturers should be considering the foundational 
technology enablers that make such innovations possible. Such enablers include: 
 

As all of these trends, shifts, and enablers converge, new growth platforms will emerge—to enable more 
automated, predictive manufacturing that overcomes the key pain points today’s factories face.

 
Manufacturing Productivity Pain Points

It is evident that today’s high-level technology trends are critical to the future of manufacturing productivity. However, 
there are a number of immediate productivity pain points that manufacturers seek to solve. These pain points require the 
assistance of achievable technology innovation.

Information Challenges

Without up-to-date instructions and operational input, employees cannot perform even basic tasks. How can 
manufacturers ensure that workers have access to the information they need in a real-time, trustworthy format?

Communication Challenges

The workforce relies on a consistent flow of communication to coordinate their operational tasks and ensure efficiency. 
How can manufacturers keep teams of employees and machines connected across widespread industrial 
environments?

Safety Hazards

A push for increased productivity must always be balanced with the ongoing safety of employees throughout the factory. 
How can manufacturers ensure the safety of their workforce and proactively protect worker well-being?
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Equipment Maintenance & Upkeep

When equipment goes down, so does productivity—and it can take hours to restore operations to their previous pace. 
How can manufacturers proactively avoid unplanned downtime due to machine failure?   

Ill-Fit Equipment

Complex manufacturing equipment requires expertise in order to operate appropriately. How can manufacturers 
optimize equipment to reduce the complexity of employee changeover and ensure the proper usage of 
machinery?   

Disruptive Manufacturing Trends

As manufacturers struggle to deal with everyday productivity challenges, they are also faced with a number of disruptive 
trends that pose potential issues for the future of manufacturing operations. From the changing workforce demographic, 
to the push for mobility, to a significant rise in new exports, manufacturers must plan to address disruption on a number 
of fronts.

Finally, the fragmentation of the manufacturing value chain has a part to play as well. In response to rising costs, 
the need to collaborate, and a call for greater consumer insights, manufacturers are moving from a linear to a more 
symbiotic, circular mode of manufacturing. Ultimately, it introduces a new level of flexibility and customization that—like 
almost all of the key trends discussed thus far—relies on a constant flow of real-time data.
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Digital Disruption Transforming Workflows

Now, the implementation of digital solutions across manufacturing environments stands to unlock the key 
technology trends discussed in order to alleviate the productivity pain points manufacturers are currently 
experiencing.

This transformative digital implementation begins with a foundational layer of connectivity that enables the Industrial 
Internet of Things (IIoT) and Industry 4.0 capabilities. This layer serves as the foundation upon which connected 
platforms and applications for manufacturing productivity rest.

This strategic, layered approach to digital innovation helps manufacturers overcome their critical productivity 
issues factory-wide, driving smarter and more responsive operations across their product flows, production 
flows, and data flows.
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MES for Factory-Wide Success

We’ve established that productivity pain points and digital disruption in manufacturing calls for digitized, 
cyber-physical systems for automated data collection and autonomous, intelligent decision-making. This data-
driven approach means that factories are actually becoming more like mega data centers than ever before. A 
Manufacturing Execution System (MES) plays a critical role as the digital hub of information and Industry 4.0 
connectivity for this influx of industrial data.

What is an MES?

An industrial MES solution enables intelligence gathering, both horizontally and vertically, from machines, devices, 
systems such as ERP, and people. It facilitates transactions, processes, and logistics seamlessly, collecting and 
analyzing data that can be leveraged by the entire enterprise. Its critical strength, however, is contextualizing big data, 
regardless of the data source.
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The right MES will enable the foundational, connective layer of IIoT/Industry 4.0 technology manufacturers need 
to truly begin optimizing and improving productivity. 

Productivity Benefits of MES

As a hub of factory data and industrial connectivity, MES brings to life the innovations that have been established 
as necessary for substantial manufacturing productivity improvements. MES drives proven productivity benefits for 
manufacturers as it:

Forms the Foundation of IIoT

When it comes to realizing the benefits of Industry 4.0 and IIoT, many manufacturers struggle with integration, security, 
and data insights— which is why the right MES architecture and standards play a crucial role in eliminating barriers 
between disconnected systems and devices while also removing reliance on custom integration.

Today, manufacturers can reap the benefits of MES solutions that integrate with open, accessible IIoT factory standards. 
Such standards normalize the data output of machines, systems, and human sources, enabling true connectivity and 
collaboration in the same language.

They also serve to eliminate reliance on middleware. The result is a truly connected factory ecosystem that enables a 
new wave of opportunities in automation, optimization, smart manufacturing, and  adaptable, “on- demand” service 
models. In fact, by bridging the digital and the physical with an optimized MES solution, manufacturers enable 
possibilities such as remote monitoring, diagnostics, services and control; track and trace; energy management; and 
more.

Delivers Interactive & Dynamic Visual Work Instructions

Work instruction delivery is another key productivity benefit of MES solutions. As the skilled workforce continues to 
shrink, the need to recruit, hire, train, and retain employees grows. This can be accomplished with visually appealing 
guided instructions that optimize training and boost job satisfaction. While many workers still conduct manual processes 
on the shop floor— referring to written instructions and reference drawings delivered on paper or a computer monitor—
this manual method induces a substantial cognitive load and a time drain on manufacturing processes.

When it comes to visual work instructions, the path to empowering employees should begin with a single scan. This 
simple task can unleash all of the information shop floor operators could possibly need in order to do their job effectively 
and efficiently—all via a well-configured user interface. The solution can pull the right revision of the document set 
based on an operator’s location in the route, check the operator’s certifications, and ensure they have the right tooling, 
chemicals, and parts to complete the job efficiently. Meanwhile, trace, control, visibility, and enforcement of the route is 
simply a natural byproduct of running the system.

Enables Augmented Reality

When computer space isn’t available for every operator on the factory floor, MES solutions that enable augmented 
reality (AR) present an opportunity to empower employees in a hands-free environment. As an extension of visual work 
instructions, AR data can be delivered to employees via wearables, like glasses, and offer an on-screen view of step-by-
step task instructions and diagrams in the employee’s direct line of sight.
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In addition to leveraging visual, voice, and touch commands to walk employees through instructions, MES-powered AR 
solutions can also utilize eyeglass cameras to scan barcodes at-a-glance. And, as an extension  of an MES platform, the 
AR system can also actively develop a trace history record of manufacturing actions, ensuring that the right parts and 
actions are performed and delivered so that workers have what they need to complete jobs right the first time.

Provides Lean Materials Management & Adaptive Planning

For any manufacturing operation to reach its full potential, efficient and effective production planning must be at its core. 
Adaptive planning reduces work-in-process inventory through timely order release, shorter lead times, and increased 
throughput. It goes hand-in-hand with lean materials management.

What is lean materials management? It offers a solution to the struggle many manufacturers face: the need to balance 
Operations, which aims to avoid downtime by having more materials on hand than are needed, with Finance & 
Purchasing, which wants to keep inventory costs low. A lean, ‘pull-based’ approach transforms shop floor materials 
dispatch, using MES to remain 100% aware of all materials, real-time consumption data, warehouse hours, predicted job 
completion times, and more. By leveraging a solution that takes this critical data into consideration, manufacturers can 
enable lean materials management to pull exactly what’s need at exactly the right time, avoiding both material shortage 
and excess. 

Establishes Quality & Traceability

A robust MES solution—built with the need for granular data tracking— ensures that traceability becomes a natural 
byproduct of operations and can drive quality assurance and operational excellence when properly leveraged. This MES 
data can also flow back to R&D to improve future designs and drive real-time improvements by giving process engineers, 
operators, and managers a view into the reality of the manufacturing process.

Ensuring quality requires that manufacturers gain the ability to trace parts and products throughout the factory, from the 
loading dock, to the assembly line, to packaging. It means firewalling the factory from non-conforming raw materials, 
detecting and identifying production problems, repairing issues, recovering from defects found in testing, and much 
more. Administrative Quality Management helps document all of these processes for access on the part of auditors and 
customers. This not only makes the manufacturing enterprise better over time by supporting continuous improvement 
initiatives, but it also brings digital automation to labor-intensive and detailed processes involved in material review 
boards, corrective action, preventive action (CAPA, FRACAS), and more.

Powers Manufacturing Intelligence — Analytics, Alerts & Workflows

Access to multi-directional data synthesized from ever-changing sources enables analytics to be communicated in 
real-time, driving process, quality, compliance, and innovation enterprise-wide—all while radically simplifying decision-
making processes on a daily basis. But simply having “more” data isn’t necessarily the answer. In fact, the sheer 
volume of data available today is burying the manufacturing workforce in a glut of information that they cannot leverage 
intelligently.

By contrast, the right MES solution enables anyone in the factory to get the information they need from the system 
that provides it, and quickly turn it into action-ready insight. Rather than burdening the IT department, this approach 
empowers engineers, quality teams, and other members of the workforce to instantaneously build, view, and interact 
directly with data in a relevant manner. Such intelligence is gained via real-time dashboards with drag-and-drop 
construction that allow access to a stream of standardized data that is accessible anywhere, anytime, in the same 
meaningful way. By informing operators of impending issues or process performance, sending condition-generated 
reports to mobile devices, offering detailed work-in-process monitoring, and much more, real-time dashboards, 
notifications, and alerts ensure that information between all impacted stakeholders is proactively communicated for 
optimized production.
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Aegis FactoryLogix®
A Single Investment for Factory-Wide Gains

When it comes to elevating productivity, 
manufacturers must be willing to embrace the 
digital technology trends set to make a lasting 
impact on their industry—especially those with 
the proven ability to drive tangible benefits 
across manufacturing operations. Aegis’ MES is 
a technology solution that is uniquely positioned 
to form a solid foundation of IIoT and Industry 4.0 
capabilities on which platforms and applications for 
more intelligent production can be built.

Aegis’ FactoryLogix® MES is a holistic and modular 
manufacturing platform delivering leading-edge 
technology with easily configurable modules to 
support and execute a company’s strategy towards 
Industry 4.0. It manages the entire manufacturing 
lifecycle: from product launch, to material logistics, to 
manufacturing execution and quality management, to 
advanced analytics and real-time dashboards.

With FactoryLogix, manufacturers can drive 
measurable productivity benefits across the enterprise 
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10 Tips for Making HMI/SCADA and MES 
Your On Ramp to the Digital Thread

The data-reliant applications that support IIoT find a firm foundation in HMI/SCADA and MES 

software, but be sure to close the data gaps to ensure a smooth road ahead.
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By: Matthew Wells, GE Digital

In today’s economy, data is a valuable commodity; companies rely on it to run their businesses, be more competitive 
in the market, and enable increases in productivity. In order to take advantage of data, however, a business needs to 
connect and automate its back-end systems and processes to make sense of the data, identify patterns and formulate 
solutions.

This back-end automation, combined with the technologies that exist in the Industrial Internet of Things (IIoT), will enable 
the journey to becoming a fully digitized business.

HMI/SCADA and manufacturing execution system (MES) software provides a sturdy foundation for the data-reliant 
applications that support IIoT. However, most organizations need to close gaps in data often found in traditional 
implementations.

By creating a digital thread — a connected framework that communicates across once siloed manufacturing processes 
— companies can see an integrated view of an asset throughout its lifecycle. With plant-wide HMI/SCADA software, 
such as that from GE Digital, you can capture that data and then run predictive analytics applications using platforms 
such as GE Predix. It’s a seamless digital connection that provides immense benefits for a business.



Seek interoperability. Favor communication standards that enable interoperability. Industry 
Standard protocols, like OPC UA, focus on communicating with industrial equipment and systems 
for data collection and control. They offer security through trusted communications and are not 
tied to any one operating system or programming language. This provides flexibility when making 
decisions for your business, and easy transitions between systems if needed.

Use a data model. Data models define connection points, storage and the processing of data inside 
systems. These models will normally consist of entity types, attributes, relationships, integrity rules, 
and the definitions of those objects, which is then used as the starting point for interface or database 
design.
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ARC Advisory Group’s Craig Resnick defines the Industrial Internet of Things as “The Ultimate Digital Thread” and “the 
transformation of industrial products, operations, value chains, and aftermarket services that is enabled through the 
expanded use of sensors, digitization, networking, and information systems.”

When beginning to implement IIoT in your business, ask a couple of questions to gauge your preparedness: 

• Do you have the necessary technologies in place that are imperative to leveraging IIoT?
• Has your business closed gaps and is it now gathering necessary data across its current HMI/SCADA and MES 

systems? 

If the answer to these initial questions is no, then I’ve got some quick tips to get you started.

1

2
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Layer new apps on top. Look for solutions that can be deployed seamlessly on top of your existing 
installations. Unstructured data can become unmanageable very quickly if you don’t map it into a 
model. From proactive analysis to guiding operator responses, modern alarming technologies use 
IIoT’s connected systems, layered with new apps, to help eliminate alarm noise and confusion while 
driving the right corrective actions.

Document and digitize. Be sure to collect all important data related to manual activities. By 
digitizing work processes, you can drive the right actions at any time using Electronic Work 
Instructions and eSOPs. You can prevent mistakes, reduce response times, and optimize processes 
for greater productivity, less risk, and higher quality.

Go smart or virtual. Replace old sensors with smart sensors, including virtual ones. Physical 
sensors can be costly but help monitor performance and prevent machine problems. A newer 
option, virtual sensors, drive analytics or physical modeling of the process, especially for difficult-to-
measure quantities such as forces or torques. Virtual sensors also are good when a physical sensor 
would be too expensive. The software identifies correlations between parameters that are not easy 
to identify, and creates a model that can be used as a reference during production so that deviations 
from the model will result in early warnings.

4

5
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Drive collaboration across teams. Today’s workforce is digital, so by using devices that teams are 
already familiar with, you might be able to capture more data and drive corrective action without 
introducing new systems. Your team might already know how to collaborate; they are familiar with 
the platforms that support working together and “crowd-sourcing” information. You just have to 
enable them to do so.

Look for hidden data. Sometimes, data is collected but being used in an isolated way that is not 
beneficial to a business’ overall analytics processes. Sometimes, we aren’t looking in the right places 
for useful data. If you work backward from the outcome you are trying to achieve, and figure out 
exactly what information you need, you might find that you have had the data you needed all along.
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Listen to the machine whisperers. For old pieces of equipment that cannot be equipped with 
sensors, consider capturing information through your operators. There are always those “machine 
whisperers” in every plant who have a unique understanding of a piece of equipment. Capture 
their knowledge. Operator observations are an important complement. You can leverage people to 
substitute for sensors and capture information through the smartest devices on the plant floor — your 
people.

Pay attention to security. When you move from standalone to fully connected systems, security 
is a priority. However, OT security is drastically different from IT security. The good news is that you 
can minimize vulnerability with secure-by-design technologies, by keeping all of your software up 
to date, and by implementing the latest security methodologies. Maintain regular security reviews, 
identifying and implementing additional practices that are right for your business.

Close the loop. In an IIoT world, you must send collected data and insights back to the operators. 
If you are precisely monitoring, controlling and visualizing every aspect of your operations for 
intelligent control using high-performance technology, it makes sense to take that information back 
to the people running the equipment. With a quick glance, operators know what data is important, 
and what action is needed to increase efficiency and reduce costs.

9

10
So, now are you ready to leverage the ultimate digital thread, the Industrial Internet of Things? The best course of action 
is to evaluate the needs of your business and map out a plan. Get started. Get connected.  Implementing the digital 
thread in your manufacturing processes will yield undeniable benefits and get you on the road to becoming a digital 
business.
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By: Bill Lydon, Automation.com

Technology is changing system architectures and enabling a wide range of users to achieve greater efficiency, 
profitability, and competitiveness. One cloud-based MES provides an example, and a power user ponders open-platform 
MES.
 
In this day and age, it can sometimes seem like the small manufacturer is getting buried underneath the bigger entities 
in the industry. Yet, many of today’s advances in manufacturing technology, like the cloud-based MES (Manufacturing 
Execution System) are making it possible for small and medium size manufacturers to improve their operation, both in 
efficiency and profit.  

In the case of MES, traditional on-site MES systems have been around for a while, and used extensively by larger 
companies but the prices have always been high, making it difficult for medium and small manufacturing companies to 
reap the same advantages as their larger competitors.  I had a discussion with Gelston Howell, Senior Vice President, 
Marketing and Srivats Ramaswami, CTO of 42Q, a provider of cloud MES solutions, to learn more about the value that 
cloud-based MES systems are delivering to small business.

42Q is a division of Sanmina Corporation, a top-five EMS (Electronic Manufacturing Services) provider of end-to-end 
contract manufacturing and design services, working with some of the world’s most innovative companies.  Given their 
years of experience providing services in contract electronics manufacturing, design and engineering, supply chain 
management services, new product introduction, logistics, and repair, Samina is well-versed in the needs of today’s 
industry.  

As Howell and Ramaswami explained, in the 1990s the company developed internal MES systems to be more efficient, 
profitable, and competitive.  They focused on leveraging a strong, experienced team, and constantly refining the 
software based on their applications experience, in order to deliver a superior product.Around 2000, the company 

Cloud-Based MES:  
The Effort to Empower Small Manufacturers
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realized that deployment in the cloud had the potential to provide flexibility, agility and further benefits for Sanmina 
factories, so they began migrating their MES to the cloud.  After migrating the company’s factories to the cloud 
application, Sanmina discovered that the system capabilities, flexibility, and value were impressing Sanmina customers. 
So much so, in fact, that several customers asked if they could have access to the deploy cloud MES solution.  This 
revelation led to Sanmina’s formation of a business unit, in order to offer cloud-based MES to the industry. In May 2016, 
42Q was launched to meet this goal.  So far, 42Q’s cloud-based MES solution has been deployed in more than 50 
factories, both for Sanmina and their customers.

Yet, to this day industry analysts have noted that only 20% of customers who might benefit from using MES have 
deployed it.  Further, the analysts highlighted the problems faced by the smaller manufacturers. They believed 
that the complexity and expense of typical MES deployment presented a barrier to adoption by small and medium 

manufacturers. The immense effort, 
which included investing in and 
setting up servers, backend system 
interfaces, and ongoing software 
maintenance, may prove too much 
for those smaller companies.

Traditional on-premise systems 
require organizations to specify and 
purchase server hardware, install an 
operating system, load application 
software, and test to make sure 
everything went as planned, all while 
racking up the costs in both time and 
money.  

42Q has moved to make MES 
accessible to the smaller 
manufacturer by providing a 
comprehensive MES functionality 
as a cloud solution, ready to deploy 

immediately. As such, tracking, serialization, routing, work instructions, paperless travelers and more can be configured 
and used by customers from the first day.

A cloud-based solution opens up an opportunity for small and medium manufacturers to become more efficient, 
leveraging MES without a team of IT personnel and server hardware.  Key 
features of cloud offerings, using 42Q as an example, include:

• Rapid implementation: 6 weeks
• On-demand pricing: scalable in real time
• Reduce on-premise IT support
• No software and installation costs
• Rapid implementation: 6 weeks
• On-demand pricing: scalable in real time
• Reduce on-premise IT support
• No software and installation costs.

Only 20% of customers who 
might benefit from using 
MES have deployed it.

42Q MES was first developed in-house and deployed worldwide creating high efficiency.



The 42Q offering provides users with a term operational self-service, so companies can configure the system to meet 
their needs and production flows.  This also allows users to change and extend the system as required over time.

Companies can configure the system to meet their needs and production flows. This also allows users to change and 
extend the system as required over time. Users of cloud-based MES can use edge computing devices to communicate 
from plant-floor devices such as barcode scanners through the on-premise network and subsequently to the cloud 
subsequently to the cloud application through a secure Gateway.
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Using a standard web browser 42Q users configure application functions.

User configuration is with context sensitive templates.



As with cloud-based MES, new technology is enabling another variation of manufacturing execution system—open 
platforms spawned by the convergence of IT and OT.  

At the Inductive Automation 2016 Ignition Conference in Folsom California, I had a lively and insightful discussion with an 
experienced industrial automation professional. This user, quite smartly, did not want me to use his name since it could 
create tension with the IT people in the company. So, we’re going to call him ‘Otto’. 
 
Otto’s company is a large multinational organization that produces complex, high-volume applied chemical products. Its 
wide-ranging industrial and consumer base led to a large mix of variations based on sales demand, and thereby required 
a range of material flow handling, batch process management, packaging, material handling, and shipping logistics.
  
Otto has over 20 years of experience including engineering, plant process controls, and MES, and seemed to have a 
very informed perspective on managing a team responsible for creating and implementing IT solutions for industrial 
automation projects. These projects included MES, SCADA, HMIs, operational dashboards, an enterprise historian, and 
the building of interfaces between factory floor and business system software. During the course of our conversation, I 
asked Otto if he thought business enterprise systems would eliminate the need for MES.

Manufacturing execution systems (MES) are used in discrete and process manufacturing to track and document the 
production workflow in the transformation of raw materials, parts, and subassemblies to finished goods. MES mainly 
came into existence because enterprise business systems, particularly Enterprise Resource Planning (ERP), had 
historically issued factory work orders and inventory releases on a cycle such as daily or weekly. Feedback from the 
plant floor was then entered into the enterprise business system at the end of the cycle to adjust inventories and finished 
goods accounting to reflect reality.   

This is many times referred to as batch processing of data (not to be confused with batch process control). As Otto and 
I discussed, the challenge faced by manufacturing, in this configuration, is that there is no real-time visibility of what was 
happening in the production process between the batch data processing cycles. 
  
The common solution had been MES systems, which accepted work orders, inventory releases and associated 
information from ERP systems and tracked manufacturing transactions in real-time, thereby providing management and 
operations with the exact status of production. This enabled manufacturing decision makers to understand how current 
conditions on the plant floor could be optimized to improve production output.  

Many enterprise business system software suppliers have been evolving to handle real-time transaction processing that 
in theory would eliminate the need for MES. This is where Otto and I got into the meat of our conversation. 
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Are Open-Platform Systems the Future of MES?
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Otto believes that, in theory, real-time, transaction-based, architected enterprise business systems could include the 
MES function. However, due to wide range of business, financial and security-related reasons, system changes take 
significant time and money and tend to move very slowly.  

In practice, the processes defined, along with the requirement for certified program code in enterprise business systems, 
more often than not create practical barriers to making changes and additions.  Any change or addition is difficult, costly, 
and traumatic.  Otto suggested that implementing MES functions outside of the core enterprise system would streamline 
the process and allow manufacturing to be more agile.

Otto and I also discussed the use of Inductive Automation Ignition software as a potential alternative. Ignition software 
is designed to enable a team to use standard IT tools, and methodologies including Java, Python and SQL databases 
to create industrial automation applications.  The open platform means there are endless resources available to learn 
these technologies, and a wealth of knowledge, within IT departments to leverage. Many functions that can seem 

innovative and new in the industrial space have been commonplace in 
IT departments for years.

Being Java-based, Ignition allows the efficient completion of many 
projects, such as replacing old HMIs that are running older version 
of Windows. Using Ignition, an application can be rewritten to run 
efficiently and conform to IT security policies, at a far more minimal cost 
compared to upgrading.

The debate about integrating MES functions into business systems or keeping it separate is just starting.   It became 
obvious in the discussion with Otto that there are number of factors users need to consider in addition to technology that 
need to be considered before integrating of MES functions into business systems. 
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The challenge: no  
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batch data processing cycles.
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