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OPCFoundation YouTube Channel 
https://www.youtube.com/user/TheOPCfoundation/videos

Listen to short technical OPC UA explanation videos by 
Uwe Steinkrauss, CEO of Unifi ed Automation 

OPC UA Concept https://youtu.be/E2XJfmAEdqw 

OPC UA Transport https://youtu.be/E2XJfmAEdqw 

OPC UA Security https://youtu.be/z4zNgNdauLY

OPC UA Profi les https://youtu.be/CCvlLASACjE

OPC UA Discovery https://youtu.be/1NlbUAlOdcA

Security is a key requirement in a digitalized world. 
OPC UA is not only “secure by promise” instead 
the open source framework has been rewieved 
by international security experts.
Listen to Randy Armstrong, chairman OPC UA 
Security team about the multiple built-in by design 
security concepts and features.

 https://youtu.be/pa82WydVtPY

Did you know that OPC UA already has built in REST-like 
API? Remember OPC UA is not just a protocol – instead 
OPC UA is transporting standardized information via 
different protocols like UDP, TCP, MQTT, AMQP, … 
and will be extended with APL, TSN, 5G, WiFi6 and more.
Follow Randy Armstrong and his hand on lab demo how 
to handle (get/put) data via REST API inside OPC UA

  https://youtu.be/fi uamY0DzLM

Learn more about OPC technology with these free webinars and videos provided 
by the OPC Foundation and its members.



CHAPTER

Welcome to new edition

In earlier times, OPC learned a hard lesson that tying a specifica-
tion to a specific wire protocol leads to obsolescence as technol-
ogy evolves. This is why OPC UA has layered architecture, which 
makes it possible to create mappings for any number of trans-
ports like JSON HTTP or UA TCP for Client/Server and MQTT or 
UA UDP for Pub/Sub. When OPC releases a specification, they 
try to provide mappings for what the market has initially indicated 
they want, only to find that sometimes the uptake may be dimin-
ished (e.g., AMQP). The power of OPC UA is that these mappings 
can be quickly modified to implement new mappings that better 
match market needs (e.g., MQTT). When a future technology 
emerges, a such as QUIC/HTTP3, OPC UA is ready.
The reason protocols can be added as needed is because the 
value of OPC UA comes from information interoperability, which 
exists no matter what protocol is used to communicate. OPC 
UA provides a standard framework for describing information 
that can be accessed by Client/Server or Pub/Sub. This enables 
a level of plug-and-play between applications from different 
vendors that cannot be achieved by simply standardizing the 
message format and topic tree. This is particularly true for 
cloud-based applications that need to integrate data from many 
sources.
This is why Erich Barnstedt, Chief Architect, Standards & Con-
sortia, Azure IoT at Microsoft, shared that, “One of the ques-
tions I get quite a lot is “should I use OPC UA or MQTT to send 
industrial data to the cloud?” My answer is always the same: 
Use both! OPC UA for the payload and MQTT for the transport. 
Let me explain:”

“First of all, comparing the two technologies is an apples-to-
oranges comparison, as OPC UA is an application while MQTT 
is a protocol. It is like asking: “Should I use web pages or the 
Internet Protocol for my website?” I think you get my point...”

The emphasis on the need for information interoperability was 
also why the OPC Foundation and CESMII joined forces to cre-
ate the OPC UA Cloud Library, which enables the publishing and 
discovery of standardized OPC UA Information Models as a 
component of the Smart Manufacturing Innovation Platform and 
Profiles.  In their July 2021 press release, CESMII stated, “The 
key to new levels of innovation and performance will only be 
achieved when information, and associated context, can flow 
freely in the enterprise, to users and applications that need that 
information.”  Delivering reusable Information Models is a stra-
tegic component of the Cloud Library.
The protocol independent architecture of OPC UA also allows 
for synergies between applications that would not necessarily 
have anything in common. For example, all of the major auto-
mation vendors are investing heavily in OPC Foundation’s Field 
Level Communication (FLC) initiative, which is based entirely on 
UA Pub/Sub using UDP. For these applications, MQTT simply 
cannot provide the capabilities that the controller-to-controller 
FLC applications require. On the other hand, the UA Pub/Sub 
infrastructure developed for FLC will enable connectivity to the 
cloud via UA Pub/Sub over MQTT because the overall architec-
ture and configuration model is the same. This, in turn, will mean 
a lot of OPC UA commercial off-the-shelf (COTS) products will 
be available that can push data to the cloud via UA Pub/Sub 
over MQTT. In the long term this means a much greater selec-
tion of products will be available to factory owners that need to 
connect their factories to the cloud.
This emphasis on information interoperability and protocol 
adaptability makes OPC UA the best long-term solution for any 
factory owner looking to leverage MQTT and a means to con-
nect their factories to the cloud. 

OPC UA, MQTT, and Information Interoperability  
By Randy Armstrong and Michael Clark
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Jim, please introduce yourself to our readers. Tell us 
about your role at Schneider Electric and your role at the 
OPC Foundation. 
LUTH: I’m currently a System Architect at Schneider Electric and, 
although most system architects work largely on products, I’m more 
focused on standards, with OPC being one of the big standards in 
which I participate.
My role at the OPC Foundation is that I’m currently the Chairman of 
the OPC UA Working Group. In addition to my title is as CTO, I’m also 
a member of both the Technical Advisory Council and the Technical 
Control Board.
My career started in the 70s. It’s been entirely focused on automation; 
fi rst with General Motors and then later with Taylor Instruments, which 
is now ABB; then for the Foxboro Company, which became Invensys 
and Schneider Electric; I participated in a bunch of small startups; I 
worked for ICONICS, which is now part of Mitsubishi Electric; and 
along the way, I focused mostly on software.
I taught myself, object-oriented programming and became a free-
lance consultant, bringing object-oriented programming into many 
different organizations. You’ll actually see a lot of object-oriented con-
cepts in OPC UA.

CLARK: Sounds great. So, how does one get a title of CTO?
LUTH: Well, yeah, that’s an interesting one and it is really very much 
a title. Such a title is bestowed by the Board of Directors of the OPC 
Foundation and, essentially, I gained that title by being a consistent 
volunteer over many, many years. Since 1997, I’ve been active in 
working groups, writing sample code, and driving the vision forward 
for the OPC Foundation – and that continues today.

JIM LUTH, 

System Architect for Schneider-Electric and the 

CTO of the OPC Foundation.

jim.luth@se.com

You know, part of my work is getting other volunteers to help share 
the load – I certainly don’t do it alone, although I’ve been called by 
others, “the father of OPC UA” for my role in bringing this all together.

CLARK: So, you’ve been the chair since 1997 and had, 
perhaps, even some involvement before then. With OPC UA 
now being at revision 1.04, when might we anticipate seeing 
version 2.0?
LUTH: Well, hopefully never!
One of the things that we’ve done with OPC UA is that we’ve tried to 
make it so that we wouldn’t have any breaking changes. The day we 
decide we’re going to create Version 2.0, by our own rules, it would 
mean that there’s a discontinuity – or a breaking change – between 
version 1.x and version 2.0. Over the 17 years of existence of OPC 
UA, we haven’t had any of those kinds of breaking changes. Instead, 
we work on incremental changes. We work on different underlying 
protocols or security enhancements or features. But we do this all in 
a way that the oldest versions of version 1.0 of OPC UA can connect 
to the version 1.04 and vice versa. Except for the difference in func-
tionality, they all work correctly.

CLARK: So, those companies that jumped on the bandwagon 
at the very beginning – using Version 1.0 – they can still use 
that fi rst implementation today with, as you said, the excep-
tion of any additional features that have come along since the 
beginning?
LUTH: That’s right; although we, of course, hope that our vendors, 
incrementally improve their products and adopt the newer versions. 
They can do so on their own schedule, without being impacted by 

OPC UA: 
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external pressures. The OPC Foundation will never say that, “if you 
don’t make this fix by next month, nothing is going to work and your 
products won’t work with other, newer products.” We’ve never hit 
those kinds of walls with OPC UA. It’s made it very acceptable to the 
marketplace. The last thing vendors want is to be on some hamster-
wheel, trying to keep up with changes for the sake of change.

CLARK: So, Version 1.xx will never be finished?
LUTH: Yeah, that’s my plan, or at least until I retire. You know, UA was 
really designed in a layered way, knowing that technology would 
change. We wanted to produce the specs in a way that we could 
adopt newer, underlying technologies, without breaking the outer de-
sign of UA. We’ve been quite successful with that.
A good example is security algorithms. We knew from the get-go that 
we’d have to put them into the spec; but we know that security algo-
rithms get cracked over time. We deliberately created a way to incre-
mentally enhance security algorithms and deprecate old ones without 
breaking anything.
And then, with respect to features, in version 1.04, we added the 
Publish/Subscribe communication pattern to augment the longstand-
ing request/response pattern that was in UA. These kinds of features 
stand side-by-side with the original functionality, and again, the older 

products can still use client/server; they just can’t use publish/sub-
scribe until they modify their code. Notwithstanding, this allows a nice 
smooth path to the future.
Over time, we add different communication protocols that underlie 
OPC UA. The basis of the client/server work is simply based on TCP, 
which is, of course, the most well-known internet protocol; however, 
with publish/subscribe, we’re adding UDP. Raw Ethernet is being 
added along the way, and the support of message brokers, including 
AMQP and MQTT, has become important – it’s all part of the publish/
subscribe pattern.

CLARK: So, major UA versions have been 1.03, 1.04, 1.05,  
and so on. How about the concept of amendments being 
published in-between? 
LUTH: TWe’ve been on a cycle of releasing a major update about 
every three years, which, to us, is not a major version because that 
would mean a breaking change. Instead, we increment from 1.03 to 
1.04 to 1.05. 
We’ve been following the IEC rules for updating specs. This means 
that in-between each major publication, we publish two other types of 
documents. One type is called “amendments”, which is where we 
add new functionality; the other one is called “errata”, wherein we 
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make corrections to any mistakes found in the specification itself. 
These documents, per the IEC rules, are published as separate, 
physical documents, leaving the original specs untouched.
But, after living with the amendments and errata process now for a 
few years, beginning with Version 1.05, we’re going to be changing 
these procedures; we’re going to drop the errata and amendment 
documents and, instead, we’ll be releasing point releases or sub point 
releases to the physical documents themselves as need be. Now 
you’ll see a 1.05.1 and 1.05.2, and so on, in order to implement those 
same changes along the way. We’re not changing the functionality 
that we’re implementing; we’re not changing the speed at which 
we’re releasing those changes; we’re just using a different system 
that we think will be smoother for our users. 
In our world, all the specs are free, and they’re instantly downloadable 
on the Internet so, we want to make the documents more easily up-
datable and more “live”, like you would expect in this digital era.

CLARK: Earlier, you mentioned that you work as a system 
architect and that you work on standards. OPC UA is one, 
and maybe the most important; however, other standards do 
exist which you implicitly suggested. I’ve got a question 
about MQTT. Would MQTT be considered a competitor to 
OPC UA?
LUTH: Well, sure it is; but I think it’s one of those cases where it’s a 
competitor AND a part of OPC UA.
As I said, when describing the pub/sub features, OPC supports the 
MQTT protocol; and we use it as a viable way to move the physical 
bytes from one point to another. But, at the same time, MQTT is used 
by some as a raw technology to move the data outside of the scope 
of OPC UA. 
This is nothing new. For example, back in the day when OPC UA cli-
ent/server was first coming onto the scene, it was the heyday of web 
services. When speaking of client/server work, we would say, “you 
should be using OPC UA”; but others would argue, “but I can write 
web services, instead... they’re really easy. Microsoft and others pro-
vide all the tools. It’s really simple.”

It’s true; It can be simple to use some of those other standards if your 
job is to just simply get it done – to be able to move data from one 
point to another; but OPC UA is way more than a protocol for moving 
data. 
Once you realize that you’re better off implementing the whole eco-
system, which includes the data, the metadata, the security algo-
rithms, the interoperability testing, the compliance testing, and so 
forth, as a long-term vehicle for something you’re going to build into a 
product – something you can live with for years and years – using 
OPC UA is a much smarter way to do that, even if you decide you 
want to move the data with MQTT.
These point-to-point connections, as I like to call them, where some 
programmer impulsively wrote both sides of it – and then pats himself 
on the back because he successfully moved the data that he was 
asked to move – is missing that bigger context. And, as we move 
more and more into cloud systems and big-data, the context is now 
equally as important as the data itself. In those cases, losing the 
metadata that surrounds the data in UA is crazy! At some point, if not 
already, it’s going to become more and more important to have that 
data.

CLARK: You just mentioned how context is particularly  
important in big-data scenarios. Can you share with our 
readers a big-data example and what you mean by context?
LUTH: Let’s say I was able to have services and temperature sensors 
all around the world measuring temperature; then I decided to put a 
bunch of MQTT publishers out there to send out each temperature 
every minute, or every hour, or whatever. Now I’ve gathered a bunch 
of numbers in the cloud that represent temperatures. Well, that’s 
great, but without the context, what am I going to do with that data? 
Context could be as simple as the engineering units. If I don’t know 
whether the temperature units are in degrees Celsius or degrees 
Fahrenheit, the values themselves are actually useless. Even if I knew 
the engineering units, if I don’t have any idea of the physical location, 
the Geo location, of the temperatures, or whether I’m measuring the 
temperature under the sea, in the air, or of a device, a tank, or some-
thing else, again, what good is the data itself?
One could argue that, when making a point-to-point connection, they 
already know exactly what their application is. They could even pro-
vide just the right amount of metadata to the cloud. But one of the 
profound advantages of big-data analytics comes when tying infor-
mation together in ways that the original implementors never envi-
sioned. There’s value that’s being gained from big-data analytics; it’s 
the imaginative correlation of datasets that seemingly would have no 
precedent of direct correlation.
And so, if today I cannot forecast what those correlations might be; if 
I don’t even know which metadata I would absolutely need – or which 
ones I don’t – the idea of capturing and maintaining all of that context 
is going to be super, super important as time goes on.
Unfortunately, when that point-to-point solution I spoke about earlier 
has its data moved to another location, typically, most of the context 
is lost.

AutomationML can describe the content and is able 
to decompose data and to reference internal and ex-
ternal sub models (see Figure 3). Examples for the 
external link to other information models are ISA95, 
eCl@ss properties, or PDF fi les. AutomationML refer-
ences these external and internal models based on a 
plugin pattern. There are defi ned interfaces as refer-
ences to link in numerous extensions without know-
ing their exact content and rules. In this context, the 
AutomationML e.V. and its community provides an 
application recommendation for automation project 
confi guration [AMLAPLC]. Currently its members de-
fi ne the modelling of automation components based 
on a template that covers various typical aspects of 
a component as part of bigger systems. This infor-
mation is an example of a sub model requested for 
the administration shell for Industrie 4.0 compo-
nents. Currently, it is still open whether to use Auto-
mationML for the realization of the manifest of the 
administration shell for an Industrie 4.0 component 
or the virtual representation of the assets in detail 
(see Figure 3).

The advantage of using AutomationML is to continue 
working during runtime with the models coming from 
the engineering process and its tools. Thus, Auto-
mationML closes the loop between engineering and 
runtime keeping the information pool up-to-date. A 
future online re-engineering is simplifi ed. System in-
tegrators dealing with components to be assembled 
and integrated to intelligent manufacturing lines are 
more comfortable with generic AutomationML mod-
els in their engineering tool suite than with proprie-
tary/user-specifi c OPC UA information models . They 
would have to adapt these during runtime for each 
customer. For example, version and confi guration 
management are much easier to realize based on a 
meta data format such as AutomationML. 
In conclusion, the combination of Automation-
ML and OPC UA is capable of fulfi lling the re-
quirements of the asset administration shell, its 
component management and the Industrie 
4.0-compliant communication!
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Figure 3: Localization of OPC UA and AutomationML in the In-

dustrie 4.0 component administration shell.

Defi nitions
According to I40Terms an Industrie 4.0 component is “a glob-

ally uniquely identifi able participant with communication capa-

bility consisting of administration shell and asset within an I4.0 

system which there offers services with defi ned QoS (quality of 

service) characteristics” [I40Terms].

The administration shell is a “virtual digital and active represen-

tation of an I4.0 component in the I4.0 system” and “contains 

the manifest and the component manager” [I40Terms].

The manifest is an “externally accessible defi ned set of meta-

information, which provides information about the functional 

and non-functional properties of the I4.0 component” 

[I40Terms]; the component manager is an “organizer of self-

management and of access to the resources of the I4.0 com-

ponent, for example, I4.0 component, item, technical function-

ality, virtual representation” [I40Terms].

The defi nition of the RAMI 4.0 states about I4.0 components 

that “an important part of the virtual representation is the ‘man-

ifest’ … which can be regarded as a directory of the individual 

data contents of the virtual representation. It therefore contains 

what is termed meta-information. Furthermore it contains oblig-

atory data on the I4.0 component, used among other purposes 

for connection with the object by providing for the correspond-

ing identifi cation” [RAMI4.0].

Localization of OPC UA and AutomationML in the Industrie 4.0 component 

administration shell.
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ABOUT ABOUT THE INTERVIEW PARTNER – 
JIM LUTH:

Jim Luth is currently a System Architect for Schneider-Electric 
and the CTO of the OPC Foundation. Jim has been deeply in-
volved in the development of OPC technologies for the past 25 
years, originally representing ICONICS in OPC working groups 
and chairing the Technical Steering Committee. Later Jim be-
came the full time Technical Director of the OPC Foundation 
and has served as Chairman of the Unifi ed Architecture work-
ing group since its inception in 2003.
Jim has over 30 years of experience in factory automation and 
software development having previously worked for such orga-
nizations as General Motors, Taylor Instruments and The Fox-
boro Company. Jim received a Bachelor of Science degree in 
Electrical Engineering from Rensselaer Polytechnic Institute.

CLARK: So, does that mean that OPC UA would need to be 
adopted everywhere – in sensors, in factories, but also in 
cars, buildings, even the cloud – so we can have full data, in 
context, as you’ve just explained?
LUTH: Well, that’s often the way it can be viewed. I mean, if you’re 
someone like me, who works almost exclusively with OPC UA, it’s like 
walking around with a hammer, realizing everything looks like a nail. 
The reality is, there are places and times where OPC UA, as a technol-
ogy, as a whole, as we know it today – that is the metadata plus the 
data; the aspect of moving that data in real time – isn’t necessarily the 
most appropriate application of the technology.
One of the things that we’re starting to try to fi gure out now is how to 
move the richness of the OPC UA information model in ways that 
don’t necessarily conform to the current OPC UA standards, with re-
spect to the underlying protocols and the movement of data.
Currently, the OPC Foundation has a Joint Working Group for what’s 
called Cloud Library and its purpose is to be able to publish OPC UA 
information models in the cloud for ease of reuse. Having a place to 
go, recognizing that this data came from OPC UA somewhere, that 
it’s using this information model, and now, without going back to that 
location of the data, I can go to the cloud to get the context of the 
information model and metadata surrounding it. So that’s one exam-
ple of how we’re trying to move information, outside of the normal 
space of OPC UA, including OPC UA clients and servers and publish-
ers and subscribers.
Another example rests with FLC, which is OPC Foundation’s Field 
Level Communication initiative. We’re working on creating what, ulti-
mately, will be the uber-replacement fi eldbus in factory and process 
automation. As is true of all of the existing fi eldbus technology, the 
ability to do offl ine engineering of devices and systems is very impor-
tant; we have to have a way to effectively confi gure what will be an 
OPC UA system, without actually having the OPC system available at 
the time of confi guration. For this, we’re using another specifi cation 
called AutomationML, which was specifi cally built for the purpose of 
exchanging engineering data among tools; not among live systems. 
So, we’re working on effectively implementing OPC UA information 
models in an alternate tool, AutomationML.
Yet another example that I can share is a working group we have 
working on semantic validation. This is the idea that, right now, a lot 
of what we write in our compliance tests is written in English. The goal 
is to be able to have a way to validate these things in a more precise 
way than English allows. This has to do with validating the information 
model and the constructs within said information model.
One of the things the working group did was to convert the UA infor-
mation model to the Web Ontology Language (OWL). They did this in 
order to make use of other tools available within that environment. In 
this case, they used SHACL, short for, Shapes Constraint Language, 
which allows them to do advanced processing of the information 
model in order to do validation. Since the OPC UA information model 
didn’t have the necessary tools to do this, it made sense to convert 
this to a different form.
The last example I’ll give is that within the Industry 4.0 initiatives, 
there’s a concept called Asset Administration Shell. This similarly 
wraps a concept and an information model around anything and ev-

erything that could be an asset. Throughout the asset work that the 
Working Group is doing, they’ve tied this to runtime OPC UA informa-
tion models but, much like our earlier FLC example, they need this 
information available in the static offl ine form. It’ll be important to 
maintain the fi delity of the information model as it moves from an of-
fl ine representation to an online representation within OPC UA.

CLARK: As a fi nal question, is there any development you’ve 
experienced lately or any fi nal thought that you would like to 
share with our readers?
LUTH: I think, in keeping with my last comments, the idea to extend 
OPC UA both down to the fi eld level and as we go up to the cloud, we 
fi nd things that OPC UA is really good at; however, there are other 
places where we have to reach out to other technologies. There’s a lot 
of important concepts in OPC UA that need to be maintained, which 
are useful, but we’re constantly challenged to fi nd different ways to 
express it. I think, over time, we’ll be better off if we don’t look at ev-
erything as a nail, as we walk around with our hammer. •
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Randy, please introduce yourself to our readers; where you 
are from; what you were doing before OPC UA, and what has 
been your involvement with OPC UA and the OPC Foundation 
to date?
ARMSTRONG: Well, I’ve been involved in OPC pretty much full time 
since 1997. Prior to that I worked at a company doing embedded 
systems development and so I have long experience working with 
OPC. I’ve been following its evolution over time, having learned about 
how all of our security issues came up with DCOM, and trying to 
come up with solutions that would allow people to address these is-
sues in a holistic way.

CLARK: Let’s talk about OPC UA and security for starters. 
For some readers, security may be a relatively new topic. 
What is security and what should we think of regarding OPC 
UA security? Also, who are the members of the UA Security 
Working Group and what do they do?
ARMSTRONG: Well, security is something that has multiple aspects 
to it. The one that people are most familiar with is the notion that a 
hacker can sort of come in remotely and somehow connect to your 
software, take it over, or otherwise get information from your system. 
Sometimes that’s achievable by taking advantage of bugs in software 
that allowed them to get in.
In general, what we think about it in OPC UA is we try to take a very 
structured approach where we have transport security at the bottom 
layer. In other words, how do you ensure that the information that 
you’re sending over the network is confi dential? How do you make 
sure that you know it hasn’t been altered?
The next level is authorization. How do you make sure that any com-
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munication is coming from somebody who’s authorized to send it; 
and you’re sending information back to only someone who’s autho-
rized to receive it?
The fi nal aspect of security has to do with access control. So, you 
know who you’re talking too, that’s great, but what are they allowed 
to do and how do you keep track of what they’re allowed to do? How 
do you prove what they’re allowed to do? I guess authorization is the 
correct term here.
What we’ve done in UA is that we’ve incorporated every aspect of the 
specifi cation. Whenever we deal with any feature, the fi rst question 
we always ask ourselves is, “what are the security implications”? We 
write out the requirements, we set out APIs, and we tie it into the 
other more generic framework we’ve put in place.

CLARK: So, there’s a wide variety of aspects, as you said, 
that goes wider than just a hacker trying to get into your 
system. Tell us about the UA Security Working Group and 
what they do for the OPC Foundation.
ARMSTRONG: We realized several years ago that, as the number of 
people getting involved in the UA Working Group started to expand, 
we weren’t getting the people in the working group that were neces-
sarily the security experts within their companies. Primarily because 
these security experts tend to have many, many jobs and they 
couldn’t prioritize being involved in every OPC UA meeting. So, we 
set up the Security Working Group with the idea that this group will 
only talk about security issues. We specifi cally invited all OPC Foun-
dation member companies to send their security experts to join this 
particular group. This allowed us to benefi t from all of the security 
expertise from all of our members as we’re dealing with different is-
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sues related to the UA Specification. This has worked extremely well. 
We’ve gotten very talented security researchers involved in the group 
that have really helped identify issues and solve problems.

CLARK: So, who are these people? Not the persons them-
selves, but what are the types of companies, the types of 
parties involved in the Security Working Group?
ARMSTRONG: It’s basically the same interested parties who are in-
volved in the UA Working Group but it’s just different individuals that 
happened have expertise in security. So, all of the big control system 
vendors are represented: Siemens, ABB, Rockwell, those kinds of 
companies. You could basically go down the OPC Foundation mem-
bership roster and you’ll find a complete cross section of the different 
companies that are involved in UA who are also involved in OPC UA 
security.

CLARK: Right, so they would be more typically the larger 
companies as they would have easier access and security 
experts represented in their environments rather than the 
smaller companies.
ARMSTRONG: Yeah, that is definitely a trend we see, where a larger 
company will have somebody on staff whose job is to do standards-
related security, so they’re more likely to have somebody that they 
would contribute to the effort. But, of course, we also have smaller 
companies participating. Obviously, all of the SDK vendors are repre-
sented in one form or another. The cloud vendors are represented as 
well, like Amazon and Microsoft – SAP is also involved. They all need 
to deal with security in order to get the OPC data into their infrastruc-
ture.

CLARK: You say that toolkit providers are involved; Is that  
so they can quickly correct and update new vulnerabilities?  
Is that a two-way benefit that they bring to the party?
ARMSTRONG: Well, you’re kind of jumping into the next topic of 
identifying what the UA Security Working Group does, and that has to 
do with vulnerabilities.
OPC UA has garnered huge interest, especially now that there’s a lot 
of development going on. We’re also attracting keen interest from 
security researchers. The good thing is that this interest means that 
people find vulnerabilities. You might find it perplexing to suggest that 
finding vulnerabilities could ever be a good thing; but what it really 
means is that people are seriously looking at OPC UA, trying to find 
issues. 
For the most part, what happens is that these vulnerabilities are 
brought to our attention, we discuss it as a group, and we decide how 
we want to deal with it.
But do we need to publish a public notice of the vulnerability? Well, 
before doing so, we coordinate with the SDK vendors and software 
vendors to make sure that their software gets updated to fix the vul-
nerability before we make anything public.
So that’s a glimpse into the formal process that we follow anytime 
something gets reported. It could be reported from government bod-
ies, it could come as a private report from a corporation, or it could 
even be published in research papers.

CLARK: Respecting that you are dealing with sensitive 
security topics, is there anything you can share with our 
readers regarding the things the UA Security Working Group 
is currently tackling?
ARMSTRONG: Well, the big thing that we’re looking at right now is 
something that we realized fairly early on. With OPC UA, it’s not 
enough to simply define all the security primitives in the specification, 
since what ends up happening is that the device becomes very com-
plicated to set up and configure.
So, what we’ve done is that we’ve provided a mechanism for config-
uring and managing security. Moreover, we’re continuing to look at 
ways to further enhance these capabilities - to cover the complete 
lifecycle of a device from the moment that it’s shipped from the manu-
facturer, to when it’s installed on the factory floor - identifying what 
steps are involved and how we can assure that this device has not 
been modified or tampered with throughout the supply-chain.
Additionally, we are constantly looking at developments in either new 
security algorithms and/or incorporating new protocols as they come 
up. 
We recently incorporated the Elliptic-curve Cryptography (ECC) algo-
rithms into the UA umbrella because these are very important for 
small embedded systems.
And, with respect to protocols, we have an effort underway where 
we’re looking at HTTP 3.0, which is coming down the pipe. We will be 
trying to decide how best to incorporate those capabilities into the UA 
specification.

CLARK: I suppose it’s safe to assume that security is an 
ongoing effort and that you will likely never be able to say 
that you’re finished.
ARMSTRONG: Right, but we are now at the point where we’ve got, 
I believe, a critical mass of infrastructure that will allow people to build 
and deploy secure UA systems where we can now settle into a state 
where we’re simply maintaining the existing infrastructure. But, yes, 
there’s always new stuff that comes along; there is always a risk that 
somebody will find a flaw that we need to address. 
The good thing is that UA has been around for over 15 years and 
we’ve had lots and lots of security people - and hackers - working on 
it, trying to find exploits, and, for the most part, it’s held up! We haven’t 
had to revise the protocol at all, especially since the issues we’ve ad-
dressed tend to be related to configuration or software implementa-
tion. 
Perhaps our readers may not be familiar with a contest called 
Pwn2Own. This is a contest where large sums of money are offered 
to hackers to find vulnerabilities in products. This has been going on 
for years and their focus has historically been on consumer electron-
ics, like mobile phones and home-based routers and those kinds of 
things.
The organizers recently expanded the contest to include industrial 
automation systems. The targets are published and then all the con-
testants will spend a fair amount of time trying to find ways to exploit 
or to hack into those targets. If they are successful, they get a spe-
cific sum of money for every exploit they find.
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So, at the contest in 2020, in Miami, OPC UA applications were put 
on the block and they came out looking pretty good. There were a 
couple of minor issues but, for the most part, they couldn’t fi nd any 
exploits.

CLARK: The topic of open-source comes up frequently. What 
role does open-source play in relationship to OPC UA and 
security.
ARMSTRONG: Open-source is a key part of all software develop-
ment nowadays; you can’t have a solution without some open-source 
solutions so the OPC Foundation and Microsoft have been sponsor-
ing a .NET open-source project.
There are a number of other open-source projects in different lan-
guages such as Java, ANSI C, and Node.js. Within all of these proj-
ects, security has to be implemented and this is where the challenge 
lies - they need to implement security properly. 
To help with this, the OPC Foundation has its certifi cation program. 
We try to encourage vendors who are using these open-source librar-
ies to go through our certifi cation program and, thereby, verify that the 
libraries they’re using are, in fact, implementing OPC UA security cor-
rectly. In some cases, these open-source projects have sponsors 
who will go through the certifi cation process just to make sure that 
they’ve done things right. 
The relationship between OPC Foundation and open-source is that we 
provide the link to certifi cation - getting the certifi cation done. If people 
are looking at open-source – and there’s lots of projects out there – we 
are encouraging them to focus on ones that have actually gone through 
this certifi cation process because that’s the only way they can have any 
assurance that they’ve implemented security properly.

CLARK: As far as security and OPC UA are concerned, can 
you share with our readers one or two features that you will 
be working on in the near future?
ARMSTRONG: Sure. As I mentioned before, we’re working on de-
vice provisioning, which is the full lifecycle security model, to try to 
come up with a solution that allows device manufacturers to produce 
devices that can then be verifi ed when they’re plugged into their net-
work. This is something that we’re doing in conjunction with our Field 
Level Communication (FLC) initiative because there are plans to pro-
duce UA devices where there’s an opportunity to put some standards 
in place in order to promote adherence to certifi cation.

CLARK: Thanks for participating Randy. In conclusion, are 
there any developments you’ve experienced lately; any 
activity that may be coming up in these times of COVID-19; or 
any fi nal thought that you would like to share with our 
readers?
ARMSTRONG: The COVID-19 Pandemic had zero impact on the 
work of the Security Working Group because it was operating remotely 
to start with. Thankfully, we’ve been moving forward uninhibited.
I’d like to reiterate the importance of security within any industrial au-
tomation application and how people – end users or factory owners 
– can’t ignore it. They need to have a solution for it, even within their 
local networks because you never know where a compromise is go-
ing to come from and that’s where UA is part of the solution. •
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MICHAEL CLARK: Fabian, please introduce yourself to our 
readers. Tell us about the Industrial Association of House, 
Heating, and Kitchen Technology, and Küppersbusch, 
including your involvement with OPC technology and the 
OPC Foundation.
ANZMANN: My name is Fabian and I’m working for the industrial 
Association of House, Heating, and Kitchen technology. In that As-
sociation, I am responsible for most of the digitalization topics, that 
is why I was involved in the manufacturer-neutral communication 
standard. 
I can imagine that many people do not know the HKI due to the fact 
that, in comparison to bigger Associations like the VDMA, we are 
rather small. We have quite a history, because we are now more than 
70 years old. We’re representing the manufacturers of commercial 
kitchen equipment and domestic heating and cooking appliances. In 
total, we have about 230 members. Even though we are a national 
association, we are well connected on an international level. So, we 
interact with the European association that deals with commercial 
kitchens, but also with our American association counterparts. When 
establishing international standards, this is very important.

You also asked about the HKI. First of all, as with most industrial as-
sociations, we serve as a dialogue partner for politics and authorities. 
We represent the industry with one voice by providing assistance, 
advice and services. One very important role for the HKI is the devel-
opment of technical rules, standards, and norms for the benefi t of 
our manufacturers. This is very important, because we work togeth-
er with the OPC Foundation to create communication standards 
within commercial kitchens. 

CLARK: Same for you, Holger. Please introduce yourself to 
our readers and tell us who and what is Küppersbusch
BURGTORF: My name is Holger Burgtorf, and I’m the head of in-
novation and product management within Küppersbusch. I joined 
the company in 2006. Küppersbusch was founded in 1875 in 
Gelsenkirchen by Friedrich Küppersbusch. Today Küppersbusch 
Großküchentechnik is in the business of producing professional 
kitchen appliances in Gelsenkirchen, Germany. 
Where might you fi nd professional kitchen appliances from Küppers-
busch? We serve small restaurants, fi ve-star hotels, institutional ca-
tering from hospitals to universities, and even in-fl ight catering. 
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Whether it’s 50 or even 10,000 meals a day, you will find Küppers-
busch equipment.

CLARK: Please give our readers an introduction to commer-
cial kitchens. What are the main differences between these 
and domestic kitchens?
ANZMANN: Professional kitchens are normally seen in the gastron-
omy and catering sector. The main difference when comparing to 
domestic kitchens, is that professional kitchens have much higher 
production rates. Since we are talking about two-hundred meals or 
more per day these kitchens have more in common with a produc-
tion area than with normal cooking at home. 
Due to the fact that there are such large quantities of food, and the 
high production rates, there are different requirements for these 
kitchens, including food monitoring by officials from public health au-
thorities. It is important to mention that professional kitchen opera-
tors have responsibility for food safety. Since they usually operate 
under licensing from a public health authority, they are required to 
store data regarding food safety and have to demonstrate that they 
are in compliance with regulations.
It is important to mention the HACCP system. HACCP is short for 
hazard analysis and critical control points. The HACCP system deals 
specifically with potential hazards during food processing. Therefore, 
kitchen operators are required to document a system that mitigates 
potential hazards during their food processing operations. Inspection 
is usually done at critical control points during food processing. For 
example, at one such control point, the operator observes a tem-
perature at this particular stage of production. So, in this example, if 
you are cooling stuff, it may be required to chill to a certain tempera-

ture. If the measured temperature is above the required value, the 
written procedures describe what action to take. 
During inspections by the public health authorities, the producer 
needs to show that the HACCP system is properly documented. 

CLARK: Holger, would you like to add your thoughts from  
the perspective of a manufacturer? 
BURGTORF: Thank you, Fabian. There is something more I can 
add. For example, guest expectations, when visiting a restaurant. 
Guests have a certain expectation, a certain food quality, and a con-
sistent food quality. This should be totally independent from who is 
preparing and cooking the food. In a professional kitchen, you need 
more standardized recipes, and even standardized preparation pro-
cesses, to guarantee consistent food quality and to support the res-
taurant concept of competition. 
Another important issue for professional kitchens is the availability of 
service for the appliances. Meaning, if there’s a failure of one of the 
appliances, professional operations need urgent service to repair the 
appliance, to get back online to return to serving meals. It’s not like in 
domestic kitchens, where you might wait a few days for a service tech-
nician to come by to repair your oven. A quick service response is an 
important differentiator between professional and domestic kitchens. 

CLARK: What are the major challenges in the area of  
commercial kitchens?
ANZMANN: I think there are quite a few different challenges that we 
face. First of all, there is a shortage in staff due to the working condi-
tions in professional kitchens. Since conditions are not always the 
best, not very many people like to work there. 
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Today, there is higher demand for restaurants and canteens, which 
can be traced to societal changes over the course of several de-
cades. If you look at today’s modern families, they tend to eat out or 
get their meals through home delivery. This results in greater need for 
a higher degree of automation within commercial kitchens. 
We hear in the news a growing effort to promote sustainability; of 
course, this impacts the commercial kitchen as well. We have to fi nd 
solutions for the effi cient use of food and addressing food waste. 
This is defi nitely something with which that IoT can help. 
Another big topic is energy consumption. The devices that are nor-
mally found in commercial kitchens have really high energy con-
sumption. There is lots of potential to optimize energy consumption. 
This is also something where IoT, in my opinion, can help. 
Lastly, I want to mention the challenge of IT security, because in 
kitchens, it’s important to have high data protection requirements. It 
may surprise your readers to learn that we have sensitive systems 
here. For example, if intruders manipulate a temperature control sys-
tem, one which maintains the temperature of stored food, in a worst-
case outcome, it could spoil the food and, subsequently, harm peo-
ple. We promote high IT security standards so that such a thing 
cannot occur. 

CLARK: Holger, do you also want to add something here? 
BURGTORF: Yes, thank you Fabian. There’s something to add in 
reference to IoT. IoT integration of appliances into kitchen manage-
ment systems is something of a challenge so far. Looking at the mar-
ket today, there are many proprietary solutions for appliance con-
nectivity. In addition to that, there are many different kinds of 
appliances – dishwashers, fryers, kettles, coffee machines, fridges – 
all from different manufacturers. It’s diffi cult to create common inte-
gration across kitchen management systems. The industry has been 
begging for a standardized solution, cries which came primarily from 
the kitchen operators. Before the creation of the OPC UA Compan-
ion Specifi cation, there was no clear standardization of the require-
ments for connected kitchens. No easy or suffi cient communication 
was guaranteed. Now, looking to the companion specifi cation, there 
is a real, cost-effi cient, and safe integration into kitchen management 
systems, which was not possible before. Furthermore, it is manufac-
turer-independent. 
What are some other threats to professional kitchens, specifi cally 
looking at restaurants and business canteens and even hospitals? 
Delivery services have become the new competition for these kitch-
ens, forcing them to become very competitive. On the other hand, 
there is still rising demand for restaurants and canteens due to the 
out-of-home clientele as a growing market, as was mentioned be-
fore. 
Another issue is the rising complexity in production processes. As 
mentioned by Fabian, we have to ensure food safety through require-
ments outlined in respective HACCP documents. This means that 
you have to control, monitor, and do a proper documentation of all 
critical control points. All of this requires resources, since someone 
has to do it. On the other hand, staff shortages are not helping the 
situation at all. This calls for an IoT solution.

CLARK: How can digital services and IoT help in that 
context? 
ANZMANN: Frankly, we can automate more processes. This is bet-
ter for the kitchen operators, since this will provide more time for 
important tasks, including creativeness and interacting with restau-
rant guests. Furthermore, process monitoring is something on which 
IoT can have valuable infl uence. In many cases, legal requirements 
stipulate that operators monitor their food production processes. Re-
mote services for appliances can further support the kitchen opera-
tor, and when you look at sustainability for energy and resource man-
agement, artifi cial intelligence can easily consume this standardized 
data to bring greater optimization to the operator. These are just a 
few examples of how IoT can help, but this is almost impossible to 
achieve without some sort of standard. That’s why we are engaged 
in this great undertaking. 

CLARK: Why is a manufacturer-independent communication 
standard so important for commercial kitchens?
ANZMANN: If you look into professional kitchens, you see a lot of 
different appliances and devices from several different manufactur-
ers. It’s quite the heterogeneous system. Consequently, if there is no 
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standard, every manufacturer is left to invent their own solution. This 
means that the kitchen operator has to have several apps to monitor 
everything, which can’t be the solution. 
Imagine the enormous task that a kitchen operator would have to 
undertake if attempting to integrate all of these disparate devices. 
Now, imagine a scenario where one of those devices fails, and they 
are forced to replace it with something that doesn’t conform to the 
system they had created. It is so very important to have a standard; 
a prerequisite for the integration of a professional kitchen manage-
ment system. 

CLARK: Holger, do you want to add something here? 
BURGTORF: Yes, there is something I can add. 
Coming back to the initial set up of a new kitchen; what are the 
rules? Meaning, what are the rules when issuing public tenders? In 
accordance with the specified requirements, consultants will de-
scribe functions and applications, and then identify appliances per-
taining to those functions. Then, in order to comply with the rules for 
public tenders, it’s necessary to have more than one brand per prod-
uct available in the market. If only one proprietary, manufacturer-
specific solution for IoT was offered, then it creates a problem for 
public tendering, because only one brand could fulfill the specifica-
tion. It’s clear why it is very helpful to have a manufacturer-indepen-
dent standard for communication interfaces. 

CLARK: Why did the working group decide to go with  
OPC UA?
ANZMANN: There are several reasons for that. One very important 
one is data security, which is important for the professional kitchen. 
The BSI, the Federal Office for Information Security here in Germany, 
did a comprehensive analysis of OPC UA, which confirmed that OPC 
UA does not contain any systematic security gaps, which was very 
important for us. 
Another point which we want to mention is that OPC UA is very ver-
satile in its application; it is more than just a protocol; it delivers the 
whole infrastructure for communications. Even if a new technology 
pops up, it will be integrated into the OPC UA standard. It was critical 
that we were not getting into a methodology which wasn’t future-
proof. We are quite optimistic with OPC UA. We looked at other as-
sociations, like the VDMA, seeing that they were advocating for OPC 
UA. This strengthened our opinion that we had made the right deci-
sion to go with OPC UA. 

BURGTORF: May I add something to this as well. Another important 
issue for us was that the solution needed to be open source. Thank-
fully, it allows easy adaptations, as required, by manufacturers or 
operators. Another important issue for us was that the documenta-
tion needed to be open to everyone. Nobody has to pay for OPC 
Standards. Furthermore, there are no licensing fees required, neither 
by the manufacturer nor by the operator later on. 
The vending machine industry is another sector closely associated to 
professional kitchens, and they are also considering using OPC UA; 
it’s easy, quick, and can directly connect to the cloud. This is helpful 
if you’re looking into Microsoft Azure, or SAP connectivity. Most of 
all, there is no vendor lock-in with OPC UA. 

Another appreciated outcome for us was the excellent support we 
received from the OPC Foundation when we were creating the com-
panion spec within the working group of the HKI.

CLARK: I understand that the OPC UA Companion Specifica-
tion for Commercial Kitchen Equipment was launched in July 
of 2019. Can you please share with us how long it took to 
create this document and how the process worked?
ANZMANN: This took two or three years. Most of our time was 
spent doing market research, finding the appropriate solution for the 
standard. When we finally made the decision to go with OPC UA, the 
work began to accelerate. We worked together with 30 manufactur-
ers in our association and, of course, they are all now part of the 
OPC Foundation. 
Within the companion specification, we defined fifteen device-type 
information models, describing the data for those devices which will 
be transported via OPC UA. For example, we have defined, fryer, 
combi-steamer, cooking kettle, dishwashing machines, and micro-
wave combination ovens. In those information models, we defined 
the data that will be transported with meta information, like the No-
deClass, BrowseName, the data type or the type definitions, as well 
as the modeling rule.
This companion specification serves as a basis, but it has room for 
individual data for each manufacturer. It is very important for us that 
this is the case.

CLARK: What does the implementation of OPC UA look like 
from the perspective of a manufacturer? Do any challenges 
remain?
BURGTORF: So, for Küppersbusch, we wanted to become a first-
implementer for this OPC UA standard. We successfully introduced 
an OPC UA interface with our new KCI controller. Since IoT is a new 
field for Küppersbusch, we took on a partner that has special skills in 
IoT. 
Another challenge for us is that we are pushing an open standard, 
unlike bigger competitors in the market who tried to push their own 
proprietary systems, pressuring us to get on board with their sys-
tems, which is not in our favor at all. 

CLARK: Have other manufacturers of commercial kitchen 
equipment, besides Küppersbusch, implemented OPC UA 
into their devices as a manufacturer-neutral communication 
standard?
BURGTORF: Starting out was not as easy as we thought; there 
were only a few brands, including Küppersbusch, who were the first 
to push this standard into the market. We presented our equipment 
at international trade fairs, making the concept of IoT integration 
more and more public. It was reassuring to see more and more cus-
tomers come to us welcoming the idea of easy IoT integration. Be-
cause of this push and pull effect, we now have many more manu-
facturers implementing the standard, and offering interfaces in 
accordance to the OPC UA standard. 
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ABOUT ABOUT THE INTERVIEW PARTNER – 
FABIAN ANZMANN:

Since 2018, Fabian Anzmann has been working as a Technical 
Advisor in the area of digitalization for the Industrial Association 
of House, Heating, and Kitchen Technology (HKI). He has a 
Master’s Degree in Food Technology from the University of 
Bonn and Bachelor of Food Technology from Hochschule Ful-
da.

CLARK: What can we expect to happen with regards to 
extending the OPC UA Companion Standard for Commercial 
Kitchen Equipment into the market? What are the next 
steps?
ANZMANN: With the companion specifi cation released, we are now 
promoting the standard and building awareness that such a standard 
exists. We are very happy to be highlighted in this article, allowing us 
to do some promotion. We are also speaking with other associa-
tions, including the American association, to promote this standard 
worldwide; we are pushing it strongly on an international level. 
There is more to add to the standard. We continue our work on an-
other chapter for cooling appliances, as they are not yet included in 
the companion specifi cation. We’re working on those information 
models for this device type, and we’re looking forward to having it 
integrated into this companion specifi cation very soon. We believe 
this companion specifi cation has high potential, especially since 
there is nothing comparable on the market. It’s our goal to produce 
an international standard in professional kitchens.

CLARK: In closing, are there any fi nal thoughts you would 
like to share with our readers?
ANZMANN: We want to say thank you to the OPC Foundation for all 
the support they have given. We’re very grateful for their help. •
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MICHAEL CLARK: Olaf, please introduce yourself to our 
readers and tell us about your company, and your involve-
ment with OPC technology and the OPC Foundation.
WILMSMEIER: My name is Olaf Wilmsmeier founder and owner of 
Wilmsmeier Solutions. I have 25 years of experience in the automa-
tion machinery market. For the last 10 years, I’ve been focusing on 
the AutoID and RFID business. 
I support digitization and AutoID solutions. At the SPS Exhibition 
2013 I set up the fi rst technical demonstration of an RFID device 
communicating via OPC UA.

CLARK: Peter, please introduce yourself and give our 
readers a quick introduction to AIM.
ALTES: My name is Peter Altes and I’ve been the managing director 
of AIM, Germany since 2016. AIM is the association for the AutoID 
industry, providing technical solutions, systems integration, and soft-
ware solutions for all AutoID technologies. This includes optical tech-
nologies like barcode and RFID products. Being in Germany, we are 
integrated into a global network of national chapters and organisa-
tions, like AIM global and AIM Europe, where we cooperate with 

several partners in different organizational or technical areas. One of 
our major partners is the OPC Foundation, whom we’re talking about 
today. We are involved in each other’s working groups, joint exhibi-
tions, speaker exchange, and joint marketing campaigns. 

CLARK: Since we will be talking about the OPC UA 
Companion Specifi cation for AutoID Devices, please tell us 
what AutoID devices are, and what they do.
ALTES: AutoID means automatic identifi cation. Identifi cation is a 
step in all industrial processes, whether it’s a physical process per-
formed by a person or an automatic process performed by ma-
chines. It means two objects have to identify each other, and this 
works with AutoID devices like readers, RFID gates, or barcode 
scanners, with which anybody who has ever gone to a supermarket 
is quite familiar. Additional systems may include sensors that detect 
parameters like pressure or other variables. 
In addition to identifi cation devices, there is a second group of de-
vices, like printers and technical defi nitions for interfaces. AutoID de-
vices collect and exchange data as part of the identifi cation pro-
cesses. This data is provided to the IT systems for either logistical 
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processes or production processes. The data can then be brought to 
the cloud, into a company’s manufacturing execution systems, or an 
ERP system.

CLARK: Since AIM has been one of the drivers behind 
the OPC UA Companion Specifi cation for AutoID Devic
es, can you tell us about their goals? 
ALTES: From AIM’s point of view, we believe that we are the driving 
force behind AutoID, since we are the association for this industry; 
however, without the OPC Foundation, we couldn’t succeed. In this 
relationship, we are the two organizations who are on top of develop-
ment. We are an association, driven by small and medium sized 
companies, but also by global players. To name just a few, Olaf 
Wilmsmeier’s company, is one of our major contributors, not only in 
our association, but also as a contributor to the OPC UA companion 
specifi cation. We have other well-known companies like Kampmann, 
medium size companies like Balluff and Turck, automation partners 
like Leuze and Sick, others like Logopak and ascolab. We also have 
research and development partners including Fraunhofer Institute, 
among several others. That’s a brief overview of a small list of part-
ners who are driving AIM and the OPC UA Companion Specifi cation.

CLARK: Is AIM typically involved in global standardization? 
ALTES: Yes, for sure. Standardization is a key focus for AIM. AIM 
(The Association for Automatic Identifi cation and Mobility) was 
founded in Pennsylvania about 40 years ago as an organization 
which was allowed to allocate number systems, you might know 
them from GS1. AIM is also providing input on ISO standards and is 
working with CEN and CENELEC. 

WILMSMEIER: One of the more important topics, where AIM is 
working with Brussels and other European countries, is the 
standardization of a common radio frequency range across the 
entire world.

CLARK: What is the role of AutoID in the context of 
Industrial IoT? 
ALTES: We here at AIM believe that AutoID technologies are the 
enabling technologies for all these processes, including industrial 
production processes or logistical processes, supply chain process-
es, machines, robots, containers, and even packaging systems. 
In general terms, all of the objects I just mentioned (and more) need 
to communicate with each other, and communication starts with 
identifi cation. In terms of the processes, the system might need to 
know, “is this object the right object for the next production pro-
cess?” Or “Is this package the right package to be turned into loop 
A instead of loop B in the logistical system?” 
This only works if there is proper identifi cation, and identifi cation is 
based on identifi cation technologies. These are the optical technolo-
gies and the electronic technologies I spoke about earlier. Therefore, 
in all soberness, we say that these are the enabling technologies; 
there is neither digitalization nor the possibility of autonomous pro-
cesses without AutoID technologies. 
Looking towards the future, we’re not only focused on object-to-
object communication within autonomous processes, but we must 

concern ourselves that these communication pathways provide se-
cure identifi cation. Therefore, this sets the foundation of the digital 
transformation of economic processes. That’s our perspective.

WILMSMEIER: So, to summarize this in a simple way, when we’re 
talking about the next level of automation – how to speak with an 
object, how to interact with a carton, how to interact with a palette, 
how to interact with a metal pipe – these kinds of items are totally 
passive, they don’t have an IP address, but that doesn’t stop people 
from longing for automated processes. We need to fi nd a way to 
communicate or, at a minimum, to identify, but maybe even hand 
over some data to such an object. This is what AutoID is about. 

CLARK: What was the motivation for AIM to consider a 
common interface for AutoID devices?
ALTES: We have many AutoID devices like printers, gates, hand-

OPC UA for AutoID devices vendor and technology independent
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helds and so on. These different devices are provided by many differ-
ent companies, and most of them have their own systems, which 
means software or “language systems”. 
To harmonize all these devices with each other, and to harmonize 
these devices to the processes in which they are used – like produc-
tion processes or logistical processes – they need a translator, they 
need a common language, and this means interoperability. 
This leads to the question, “how can we achieve this kind of transla-
tion system, how can we achieve interoperability?” The answer was 
simple; we need a common language. There was only one option 
and it was OPC UA. Our goal was faster, easier, and more secure 
processes. Once again, it’s a question of standardization. If we want 
to feed a global internet of things or, in a narrower sense, an indus-
trial internet of things, we need a common language. 

CLARK: So, I guess you started answering the next question; 
why did you choose OPC UA as the basis for the common 
AutoID devices interface?
WILMSMEIER: Since we agree that AutoID is one of the base tech-
nologies to fulfi ll the next level of automation, then we had to fi nd a 
method that is accessible for everybody and is common to all the 
different kinds of technologies, from an AutoID point of view. As is 
very common already, especially in the industrial world, AutoID and 
OPC UA mix together absolutely perfectly. OPC UA is the communi-
cation standard in the industrial automation world. The standard is 
already set; everybody is aware of it. Because of this, AIM was high-
ly motivated to adopt OPC UA as a common interface. 
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various fi rms and research institutes in the event industry for 
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CLARK: Please tell us a bit about the development of the 
OPC UA Companion Specifi cation for AutoID Devices. 
When did you start? Which companies have been involved? 
WILMSMEIER: We started in 2014, where, in one of our fi rst work-
ing group meetings, we discussed how to assure interoperability. 
We, again, came to the conclusion that OPC UA would be the ideal 
methodology. In 2015, we launched our fi rst demos at the Hannover 
Fair. 
The fi rst companies involved were ICS, Siemens, and Harting. We 
had now shown that we were able to communicate between different 
devices, between different kinds of software, and up to a back-end 
Azure cloud from Microsoft. This was very easy, without much effort 
expended to perform the integration. This is what we’re looking for, 
to make the base technologies fi t together for all the integrators and 
software programmers. 

CLARK: What is the status of the companion specifi cation? 
Are you still actively improving the specifi cation, or is it 
done?
WILMSMEIER: Of course, it’s not done; you have to improve it all 
the time. As mentioned before, 2016 was the fi rst release, but we 
have been working very actively since then, focusing on simplifying 
the companion specifi cation to make it as easy as possible to use. 
For instance, we are working on sensor integration; a topic which we 
are actively pursuing on our agenda. 

CLARK: What about wireless sensor networks and AutoID? 
Do any synergies exist between them? 
WILMSMEIER: Yes, indeed. Everybody seems to be interested in 
wireless sensor networks to avoid nested cabling. Even though my 
company’s history is a connector and cable assembly company, 
wireless technology is now in focus. 
It’s now possible to combine UHF RFID with existing sensor technol-
ogy so that wireless sensor values, like humidity or temperature, can 
be transmitted “battery free.” The energy to transmit is coming from 
the electromagnetic fi eld of RFID communication. This is very inter-
esting, especially for harsh environment industries. Battery free? 
Maintenance free? Of course, everybody loves it!
ALTES: I’d like to add to this point. You can see how important sen-
sor systems and wireless sensor networks are for us. We recently 
founded a new working group within AIM, which is mainly focused on 
the relationship between AutoID technologies like UHF RFID and 
sensors. We are discussing, not only the interaction between RFID 
and sensor systems, but also how these systems work in common 
with the sensor tags. 

CLARK: In closing, are there any fi nal thoughts that you 
would like to share with our readers?
ALTES: Well, we try to update the companion specifi cation as a kind 
of continuous improvement process; not day by day but month by 
month. We are planning new releases at least every two years. We 
also do interoperability workshops with automation partners. These 
workshops show us what works and what maybe does not work, so 
we have continuous input that help improve the companion specifi -
cation. 

WILMSMEIER: So, all the information for the new companion spec-
ifi cation is available; feel free to contact us if you are interested in a 
copy. Of course, you will also fi nd the information on the OPC Foun-
dation website. In addition, I want to highlight that the AIM working 
group is active and we are more than open to new participants. Ev-
erybody who is willing to spend the time and effort to improve the 
overall companion specifi cation is more than welcome to join us. •



CHAPTER 5

MICHAEL CLARK: Christopher, please introduce yourself to 
our readers. Tell us a bit about yourself, your company, 
Softing, and your involvement to date with OPC technology 
and the OPC Foundation.
ANHALT: Sure, let me begin with Softing the company. Softing has 
specialized in industrial communication and embedded technology 
for over 30 years. We are headquartered just outside of Munich, in the 
town of Haar, Germany. We have several business units, one of which 
is called Industrial Automation, which focuses on developing and 
marketing industrial automation solutions.
Regarding the OPC Foundation, Softing has been a member since 
the early days in the 90s. We have a close cooperation with the OPC 
Foundation and have been actively involved in several technical work-
ing groups. For the past three years, I’ve worked as the business 
development manager in the Industrial Automation business unit and 
I’m also the marketing representative for the OPC Foundation for this 
internal group. 

CLARK: Can you please give us an overview of the different 
markets in which OPC UA has been deployed successfully 
and comment on growth opportunities for the future?
ANHALT: Let me begin with vertical segments. The core vertical, 
where OPC is coming from, is industrial automation. This is the verti-
cal where OPC UA has been deployed successfully, and where we 
expect growth in the near future and beyond. Of course, it is possible 
to use and to deploy OPC UA in other verticals, including building 
automation, transportation, and many other segments.
From the beginning, OPC technologies have had a global presence, 
enhanced by collaborations with both international and regional stan-
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dards bodies. The very diverse membership of OPC Foundation adds 
to its global presence. 
It is remarkable how deeply OPC technologies have been adopted, 
especially in recent years, and we expect that growth to continue, 
especially in the Asian region. I mean, we see growth globally, but it 
has been particularly strong in Asia, where we now count China, Ja-
pan, South Korea, and Thailand as key markets; each are contribut-
ing to the rapid growth of OPC UA.
Regarding technology use cases, I will speak about vertical integra-
tion. This is the integration between OT devices and IT software ap-
plications, which count for the clear majority of deployments, driving 
additional growth in the future. 

MICHAEL CLARK: What have been the drivers for adoption of 
OPC UA in various market segments and will they change as 
OPC UA moves into new markets?
ANHALT: Well, to summarize, the primary driver is the need for in-
teroperability between devices, PLCs, and machines; interoperability 
between devices and software; and, fi nally, interoperability between 
software components. Interoperability throughout industrial solutions 
has been, and continues to be, the founding principle of the OPC 
Foundation. Users face questions about how to integrate these differ-
ent components (hardware and software) effi ciently; how to move 
data effi ciently or securely; how to keep solutions fl exible so they can 
be changed to take advantage of new solutions in the future. 
When we talk about new markets, we need to look at what we now 
call IoT or Industrie 4.0. It’s fundamentally the same need – the need 
for interoperability – but, what differs is scale and time-to-market 
pressures. Scale, with respect to hardware and the growing number 
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of devices. Innovation in IT is now happening with short development 
cycles and increasing time-to-market pressures. These new pres-
sures will only further increase the adoption of OPC UA because it’s 
designed to address exactly those needs. 

CLARK: What about other interoperability standards compet-
ing with OPC UA? Do they exist, on perhaps an architectural 
level or even on a protocol level? 
ANHALT: Well, that’s a good question. The short and simple answer 
is, no. 
First, there is no competing standard on the architecture level. When 
one looks at the combination of technologies or features that OPC UA 
integrates – information models, namespaces, semantic information, 
multiprotocol support, and security – the mixture of these, and other 
elements of OPC UA, is unique and there is just no other standard 
that combines and integrates all that. 
Secondly, when you mention protocol level, it’s true that OPC UA will 
sometimes be compared, and is often miscategorized, as a protocol. 
That’s not to say that there may be scenarios and use cases where 
our goal can be achieved easily by implementing a protocol. But that’s 
not really interoperability. A protocol is a different thing than an in-
teroperability standard. It’s not a correct comparison to liken OPC UA 
to a protocol. 

CLARK: Can you comment on adoption of OPC UA as the 
interoperability standard within the automation industry 
versus adoption within IT? Has it not been the case since the 
introduction of IoT, that folks working in either world have 
had a hard time understanding each other? Has OPC UA been 
able to bring these two worlds together?
ANHALT: Well, another good question and it’s certainly true that there 
is an adoption gap between IT and OT, including a cultural gap. I would 
also add that there is an administrative gap between OT and IT in some 
organizations. I certainly believe that OPC UA has helped to bring these 
two worlds together. For example, when we look at technology, there 
is a deep similarity between information models, which I’ve already 
mentioned, and object-oriented design, which is a well-known, estab-
lished concept in IT. So, the information modeling, based on the OPC 
UA standard, is not foreign to people experienced in IT. 
The same is true for security standards; OPC UA is using, or leverag-
ing, what has been implemented successfully in the IT industry for 
many years. Elements like TLS encryption or X509 certificates, to give 
a couple of examples. Within OPC UA, there are technological ele-
ments that help bring these two worlds together. 
Let’s observe what the big IT players are doing; those who have en-
tered the IoT market. Microsoft Azure and Amazon AWS for example; 
SAP with their Go to Market strategy and associated reference archi-
tectures; they all include OPC UA. 
There is a third element, which I’ve observed in several meetings re-
cently. I see that there’s increasing knowledge about OPC UA among 
the IT systems integrators. For example, historically, companies have 
engaged in enterprise IT system integration projects but, now, they 
are starting to expand their portfolios and move into the industrial IoT 
market. What I now realize is that they have knowledge about OPC 
UA and their position now is, “please give us an OT interface that sup-

ports OPC UA and we know how to integrate our solution using that 
interface”. So, the short answer is yes; OPC UA has been able to 
bring these worlds together.

CLARK: Let’s stay with the integration of IT and OT for a bit. 
Can you please share an overview of typical IT/OT use cases 
with our readers?
ANHALT: Yes, although, may I point out that the term “use case” is 
sometimes used broadly and can mean many different things. Per-
haps some readers would expect me to explain, in some detail, differ-
ent applications like OEE [overall equipment effectiveness], predictive 
maintenance, quality assurance or typical industrial IoT applications 
that require IT/ OT integration. These are interesting topics, but I don’t 
want to focus on them. Instead, I would prefer to briefly outline some 
ways that OPC UA can be used to handle the interoperability prob-
lem. You may prefer to categorize these as data integration use cas-
es; therefore, I’ll try to outline the benefits and the relevance of OPC 
UA regarding these particular use cases. 
The first group of use cases could be summarized as “implementing 
a basic interface”. Perhaps your company is a machine vendor or 
maybe a PLC vendor and you want to add an interface to your device 
that can be used for integration. Here is where OPC UA can be used. 
The same is true at the basic interface-to-software application – 
HMI’s, SCADA, or perhaps an MES system – A vendor may be look-
ing for an interface that can be used for integration. OPC UA is a 
perfect choice.
A second use case deals with “data aggregation”. You may want to 
add an OPC UA aggregation server to your solution. This means that 
an aggregation server is used to collect data from many different data 
sources, which could be OPC UA data sources or perhaps others. 
The aggregation server integrates those data into one OPC UA server. 
This application has quite a few benefits. It may make communication 
between OT and IT applications more efficient by reducing communi-
cation overhead and communication cost. It may make configuration 
simpler. Aggregation servers help users build better-performing and 
easier-to-maintain applications.
I call the third use case, “interface abstraction”. This is the most ab-
stract use case; by that I mean that OPC UA can be used to shield 
away differences in OT in order to provide a unified interface to IT. 
Using an interface abstraction strategy could help segregate various 
machines or perhaps, if we think about corporate level exchanges, it 
could be used to isolate locations. 

CLARK: What further details can you share with us regarding 
the three sub-categories you’ve just identified? Let’s start 
with vertical communication between OT and IT.
ANHALT: There are many details I could talk about, so let me pick just 
two. The first one is the feature I mentioned earlier regarding multipro-
tocol support. Users have a choice between different protocols that 
are supported by OPC UA. These fall into two broad categories. One 
is called the Pub-Sub [publisher/subscriber] model and the other is 
called Client-Server. Each model has its pros and cons and it’s helpful 
to be able to choose. For example, if you have a scenario where scal-
ability is key – a lot of data points which need to be communicated 
every time data changes – it is best handled by a Pub-Sub protocol. 
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Whereas, a use case where you want to read out a certain value only 
occasionally – perhaps based on interaction with a human-being dur-
ing confi guration – this type of scenario is where the Client-Server 
protocol comes in handy.
Another aspect, which I mentioned earlier, deals with security. We all 
agree, as soon as we start talking about cloud applications, security 
becomes a crucial element. By adopting proven standards and by 
making security confi gurable, OPC UA helps users set up secure OT 
and IT communications. For example, OPC UA makes it possible to 
implement roles and confi gure role-based access rights to OT data. 
Another example is preventing access to “secret” process data from 
a maintenance person, one who uses a certain application to access 
the system for maintenance purposes; this person may even be an 
external user. These are a few simple examples of something you can 
do with OPC UA; you confi gure security to model certain roles and 
give role-based access for IT applications to OT. 

CLARK: And how about horizontal communication between 
OT and IT… so, between devices?
ANHALT: Again, I’ll pick two examples. The fi rst, relevant scenario 
describes communication between sensors and supervisory control-
lers. OPC UA Pub-Sub can be implemented on devices with limited 
resources. For example, there are basic OPC UA server implementa-
tions that support Pub-Sub requiring only 200 kilobytes of code, or 
even less. When implementations are that small, they certainly do not 
include full-blown security. I mean, a cryptographic algorithm certainly 
requires more resources than that. However, in reality, security may 
not be needed at that level – it is certainly relevant for IT/ OT integration 
– but since this particular application is within the OT domain, it may 
be acceptable to relax some of these strict security requirements.
The second use case I want to mention, only briefl y, is PLC to PLC 
communication. Here, OPC UA can also help, in combination with 
deterministic IP communications, but I guess that’s a broader topic 
that potentially deserves separate treatment. 

CLARK: And last, but not least, what about use cases of OPC 
UA within IT… so, within the upper layers of IoT solutions? 
ANHALT: I guess one might ask a clarifying question, like, “what do 
you really mean by upper layers?” IT certainly is expanding; and it’s 
coming closer and closer to the machine. Let me begin to answer this 
question by addressing OT at the edge. 
When referring to the extension of on-prem, central platforms, or 
cloud platforms, designers are using OPC UA between various soft-
ware components running at the edge. This could include a compo-
nent for edge analytics and a separate gateway component that 
translates data from a central PLC into OPC UA. Then, these two 
components talk between each other, in terms of OPC UA data mod-
els within the IT realm. That’s what I mean by “edge”.
Now, when we think about the other “upper layers” such as MES 
systems or applications for predictive maintenance, OPC UA can cer-
tainly be used there. Having semantic information available can be 
very interesting for analytics, especially since the application is using 
OPC UA in its standardized data format. This is extremely attractive 
for end users. Think about not having a proprietary data format that 

requires a lot of migration effort, especially if the user ever decides to 
move to another platform. 

CLARK: So, as a fi nal question on the topic of use cases, is 
OPC UA only relevant for green-fi eld plants and factories? 
What about integrating OPC UA into my existing, brown-fi eld 
production line? 
ANHALT: Well, it’s probably true that OPC UA has a reputation that 
it’s only relevant for greenfi eld plants, especially where OPC UA has 
been integrated into the devices and the controllers that are deployed 
in a new plant. Indeed, if that’s the case, it’s easier to use OPC UA to 
integrate with IT.
However, when you look at solutions and products that have been 
available for many years, it’s amazingly easy to deploy gateways or 
data integration solutions into brown-fi eld applications that acquire 
data from non OPC UA data sources. You then simply add an OPC 
UA interface to these data sources and integrate these data sources 
into OPC UA-centric architectures and solutions. •
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