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Small Changes Lead to Big Results
Today’s factories already have the equipment and tools they need 
to operate, but operating at peak efficiency is another matter 
entirely. It’s easy to get overwhelmed by all that is becoming 
available to upgrade tools and components, gather and analyze 
data, and otherwise optimize a facility. But the best plan is 
the one that you will see through to the end, and that is why 
this edition of AUTOMATION 2022 focuses on seemingly small 
changes that can lead to big results.

Look inside for real-life examples and case studies that exemplify 
what a simple change can do. Combine existing SCADA systems 
with IIoT devices to empower newly smart manufacturing. Use 
Edge I/O with MQTT to create a flexible and low-cost solution 
for water monitoring. See how a change of batteries can enable 
smaller, less expensive wireless devices. You’ll find a plethora of 
useful technologies that take less time and money than a lot of 
other paths along the journey to becoming a smarter factory.  

Lynn DeRocco
Content Editor
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How to Use Apps to Improve Process 
Manufacturing 
By Ashley David, Endress+Hauser

Before implementing innovations, ensure the associated 
products will simply and safely improve productivity

Flexible, Low-Cost Water Monitoring with 
Edge I/O 
By Josh Eastburn, Opto 22

Remote I/O over MQTT helps Rust Automation deploy 
affordable remote monitoring in a challenging environment
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By Sol Jacobs, Tadiran Batteries

Advanced lithium batteries enable remote wireless devices 
to be smaller and less expensive

The Benefits of Edge Computing Make the 
Most of Smart Factories
By Charlie Norz, WAGO Corporation

Edge controllers are powerful tools for gathering multiple 
sources of data that can be culled for maximum value

Will Industrial IoT Platforms Replace SCADA 
for Smart Manufacturing?
By Vatsal Shah, Litmus

The answer lies in what is needed to make operations better 
and faster as factories continue to modernize
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“One single problem that may have lasted 
the entire workday now can be solved in a 
fraction of the time.”

AUTOMATION 2022 VOL 1

In today’s process manufacturing environments, end users must 
choose from a multitude of widgets and innovations to help their 
plants run more smoothly. But what makes a new technology useful, 
and not just another PowerPoint slide or webpage from a supplier 
detailing features and benefits? 

When developing new process instrumentation applications 
for level and other measurements, it is often too easy to get excited 
about something new and innovative, while perhaps overlooking 
that investing in new technology for an industrial plant or facility 
environment is typically a much more rigorous process than upgrading 
to the latest version of a smartphone. 

In this article, we will show how end users can evaluate and apply 
new products in their process manufacturing plants and facilities to 
deliver ongoing operational improvements.

By Ashley David, Endress+Hauser

How to Use Apps 
to Improve Process 
Manufacturing

Before implementing innovations, 
ensure the associated products will 
simply and safely improve productivity.
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Apps Safely Simplify Troubleshooting
End users have many concerns with respect to their manufacturing 
processes, but most can be boiled down to safely and simply improving 
productivity. These needs are interconnected with each other and 
provide a solid basis for product selection and deployment. 

For example, apps designed to run on smartphone and tablet 
mobile devices, such as the Endress+Hauser SmartBlue app for Android 
and iOS, can be used to monitor and verify calibration and status for 
level and other instruments, providing the functionality required for 
predictive maintenance to prevent downtime (Figure 1).  

Figure 1. Wireless 
connectivity provides 
technicians with plantwide 
mobile access to instrument 
information.

https://www.us.endress.com/en/field-instruments-overview/measurement-technologies/SmartBlue-App
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The flow chart in Figure 2 can be followed by a technician using 
hardwired connections to a level or other instrument, but it is safer 
and simpler to instead use an app because there is no need to open 
electrical panels or remove housing covers to access the instrument 
and connect for diagnostics, troubleshooting, or commissioning. 

By using the app’s Bluetooth connectivity to an instrument, 
technicians can access hard-to-reach devices up to 30 feet away, 
such as a level instrument mounted on the top of a tank. Visibility is 
clear on the mobile device even in low lighting, which is not always 
the case when trying to read an 
instrument’s nameplate, especially 
from a distance. This functionality 
eliminates the need for a manlift in 
certain cases, decreasing fall risks 
and job site accidents. 

Bluetooth communications also eliminate the need for handheld 
communicators, which require their own maintenance, along with 
downtime for firmware and software updates. Replacing communicators 
with mobile devices cuts costs and allows technicians to work with 
familiar technology.

Commissioning Made Easier
The app’s commissioning wizards walk a technician through the startup 
from beginning to end and ensure no part is missed, which is especially 
important for safety integrity level (SIL) startup and verification because 
completing every step of SIL activation is essential for devices in safety 
systems to function as intended. For example, overfill protection is often 
provided by a level instrument rated for SIL service.

Combined with an onboard monitoring and verification 
functionality, such as Endress+Hauser’s Heartbeat technology, 
technicians can see process data and diagnostics in real time and with 
no measurement interruption. This allows them to perform predictive 
maintenance—decreasing the possibility of incidents due to equipment 
failure or product contamination—while improving productivity. 

“One single problem that may have  
lasted the entire workday now can be  
solved in a fraction of the time.”
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In a food and beverage processing plant, for example, this means 
not having to deal with ramifications due to quality issues from failed 
instrumentation. Product loss is not only a financial burden but can 
also be a safety concern for consumers, depending on the type of 
contamination and how much product makes it out the door before 
the issue is noticed. The effects of contamination can be far reaching, 
including product recalls and even consumer health issues in the 
worst case. 

Onboard monitoring and verification reports, with information 
available both locally on a mobile device and remotely on a control and 
monitoring system, make it much easier to implement preventative 
maintenance measures, improving both plant and consumer safety.

The ability to access reports, such as those generated by 
Endress+Hauser’s Heartbeat Verification and monitoring capabilities, 
also makes it much easier to create required documentation. Rather 
than manually filling out a report every time a setting is changed, or an 
instrument is checked, end users can generate an “As Found” file before 
the change and an “As Left” file afterwards, eliminating any questions 
about who made the adjustment, and enforcing homogeneity among 
technicians. 

Figure 2. 
Endress+Hauser 
Heartbeat Technology 
provides mobile 
access to a wealth 
of information 
regarding instrument 
performance, like 
these trends.
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Saving Steps and Time
Imagine walking all the way across a plant to the shop, grabbing a 
communicator, walking back to the other side of the plant and then 
climbing up the side of a tank to access a level instrument—only to 
discover that the handheld you grabbed does not have the proper EDD 
or DTM file loaded to communicate with the instrument you are trying 
to troubleshoot. Wasted time and decreased personnel productivity 
from these types of issues can be significant, especially in plants 
spanning a wide area and requiring a lot of time to traverse from one 
side to the other. 

Once a technician has gone back and either updated the drivers 
or grabbed a different handheld with drivers preloaded, diagnostic 
information must be pulled from the device. Now that the diagnostic 
code has been retrieved, the technician will have to again return to the 
shop and look up the diagnostic information associated with the code. 
The technician will then have to make a decision about what to do with 
the level instrument, which could be very difficult unless the manual 
for the instrument is at hand. If part replacement or a call to technical 
support is required, a return trip to the shop must be made.

Loading all this information into an app that is easily accessed and 
updated by technicians via a mobile device eliminates this back and 
forth between the level instrument’s location and the maintenance 
shop, creating a more productive and less frustrating work process. 
The ability to access all technical information, manuals, and diagnostic 
codes through an app allows the technician to manage everything in a 
single trip to the instrument. 

Heartbeat Verification and Heartbeat Monitoring provide 
homogenous report generation, allowing technicians to document 
issues without having to type information on a separate device, such 
as a laptop. Everything a technician needs is at their fingertips, quite 
literally. One single problem that may have lasted the entire workday 
now can be solved in a fraction of the time.
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Evaluating Potential Innovations 
While the Endress+Hauser SmartBlue app and Heartbeat Verification 
were used to illustrate these examples for level instrumentation, the 
guidelines for safely and simply improving productivity can be used 
as a standard for selecting and implementing any new instrument 
or innovation. If a new product can meet this standard, it should be 
considered, and if it does not, it may be just an area to watch for further 
developments, but not yet ready for primetime.

Purchasing and installing the coolest widget or tool on the market 
only makes sense if it provides intrinsic value in the manufacturing 
process. Investment in new products requires a specific need to be met, 
along with justification for changing standard operating procedures 
that may have been in place for decades. Before this step is taken, end 
users must first make sure a pressing problem will be solved safely and 
simply, and only proceeding if that is the case.

For more information, visit Endress+Hauser.

ABOUT THE AUTHOR
Ashley David, Product Marketing Manager, Endress+Hauser

Ashely David provides strategic vision, leadership, and market-

ing direction for Endress+Hauser level + pressure products, as 

well as leads and manages the development of business port-
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Established in 1976, Rust Automation & Controls provides a wide range 
of process control and industrial solutions to customers throughout the 
western United States. Its skilled application engineers and technicians 
provide a comprehensive range of services and support solutions, 
including needs assessment, training, implementation, installation, 
diagnostic analysis, and repair.

Jared Bates leads the Rust A&C projects team and recently worked 
with Opto 22 to carry out a critical water management project for 
the Pinebrook Water District in Boulder, Colorado (Figure 1). Using a 
combination of groov edge controller and I/O devices, Jared’s team 
developed an affordable wireless control solution that adapted to the 
challenges of the local terrain. 

Flexible, Low-Cost Water 
Monitoring with Edge I/O

Remote I/O over MQTT helps Rust Automa-
tion deploy affordable remote monitoring 
in a challenging environment.

By Josh Eastburn, Opto 22

Figure 1. The 
Pinebrook Water 
District reservoir lies 
in the hills northwest 
of Boulder, Colorado.
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Problem
Pinebrook is an old rural water district, which at the time it contacted 
Rust A&C, managed its natural water supply completely manually. The 
Pinebrook staff dutifully conducted rounds across the more than 500-acre 
area to monitor tank and stream levels and verify pump station operation.

However, in recent years, the district had experienced a couple 
of water tank overflows and finally decided to automate monitoring. 
Pinebrook needed to track where water was going so it could detect 
potential leaks, and since there is a risk of flooding in the area, it wanted to 
create a high stream level alerting system to protect the local residents.

As a small district, Pinebrook’s project cost was a constraint, so 
Jared’s team needed to keep the solution affordable. And although 
there weren’t many assets to manage, they were widely distributed 
and lacked any existing power or communications infrastructure.

Rust’s initial survey also identified three sites that would have 
limited connectivity (Figure 2.). These sites were critical for flood 
water monitoring, but the local topology would block access to a 

Figure 2. Rust 
Automation & Controls 
connected three 
isolated sites, using 
the native MQTT 
support in groov RIO 
to transport I/O data 
securely over the 
internet.
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radio network. The typical option of installing radio towers and other 
infrastructure to strengthen the network was beyond the project’s 
budget.

Solution
Fortunately, Rust A&C has a long 
history of working with industrial 
instrumentation and networking, and 
designing the control network was 
mostly straightforward. The Rust team 
installed solar-powered monitoring 
stations at key locations throughout 
the district. The majority were connected by a 900 MHz wireless I/O 
mesh transceiver network. Stations included 4-20 mA radar level 
gauges and relays for controlling pumps and valves. 

At the three isolated sites, Jared’s team took a different approach. 
Instead of connecting to the mesh network, they opted to connect 
the sites to the internet. In two of the locations, they substituted Wi-
Fi adapters for the transceivers and connected the sites to a wireless 
network from a nearby fire station. In the third location, they installed a 
4G/LTE cell modem.

The only thing they needed was an easy way to transport sensor 
data over the internet, which led them to try edge I/O. Opto 22’s groov 
RIO MM1 (GRV-R7-MM1001-10) provides eight channels of universal I/O, 
plus two mechanical relays in a compact industrial housing paired with 
embedded Ethernet, storage, applications, and data services.

Jared’s team installed a groov RIO module at each of the isolated 
sites, connected them to Wi-Fi or cellular access, and configured 
I/O and Modbus/TCP connections to integrate data from local 
devices and transceiver network extensions. Each edge I/O module 
was secured with user authentication and SSL/TLS certificates and 
used the native certificate management built into the groov RIO 
management layer.

“Reliability was more important 
than performance. It gave us 
some wiggle room to slow down 
scan rates.
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Using the CODESYS control engine (Figure 3) on the network’s main 
controller, an Opto 22 groov EPIC, the team configured each station as a 
remote I/O point, wrote polling logic, and defined appropriate alarm limits. 
CODESYS is the team’s preferred control platform because it allows for the 
use of all the IEC languages where they are most appropriate. Typically, 
the team uses Structured Text (ST) for math and time calculations, 
Function Block (FB) for the main program routine, and Ladder (LD) when 
a specific sequence of actions needs to be orchestrated.

However, when trying to connect to the groov RIO modules 
through CODESYS, the team discovered the latency was too great 
for the connection to be maintained. Naturally, there were also some 
security concerns, since communication to two of the modules required 
opening up ports in the fire station’s firewall.

Jared’s team decided to flip its approach. Instead of scanning all 
the remote I/O at high resolution from the main controller, the three 
sites were connected to an MQTT broker using the modules’ native 

Figure 3. The CODESYS MQTT Client library allowed Rust to subscribe to MQTT data and integrate it directly 
into the control program.
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MQTT publishing capabilities. The team chose to use HiveMQ’s cloud-
native MQTT broker, which allows 100 MQTT clients to communicate for 
free, keeping maintenance costs down for the district.

MQTT clients publish data only on change, so Pinebrook wouldn’t 
need a high-speed, always-on connection to get accurate data. And 
because MQTT connections always originate from the edge device, 
Rust wouldn’t have to open firewall ports to allow inbound connection 
requests to the groov RIO modules.

Integrating MQTT data into the main control program was simple 
using the MQTT Client Library for CODESYS. The MQTT functions allowed 
the groov EPIC controller to subscribe to all the data in the MQTT broker 
and integrate it directly into the control program like native tags.

“Reliability was more important than performance,” says Jared. 
“Updates even every 10 minutes would have been acceptable in this 
case. It gave us some wiggle room to slow down scan rates, so we hit 
the broker probably only once a minute.”

To accommodate Pinebrook’s budget, Rust A&C had opted not to 
install a full SCADA system. Instead, Jared’s team built all the control, 
communication, and even visualization into the edge controller. 
Pinebrook was managed without automation prior to this project, so 
Rust designed a visual interface for the new control network (Figure 4) 
using EPIC’s embedded HMI server, groov View..

Figure 4. Rust built 
a low-cost, easy-to-
maintain operator 
interface using the 
embedded HMI 
server in the groov 
EPIC controller.
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In groov View, designers use a browser-based editor with drag-
and-drop components to build an HTML5-compliant display that 
runs on the EPIC’s touchscreen, an external display, connected 
mobile and desktop browsers, or the groov View app. groov View 
is included free with groov EPIC, so it didn’t add to the cost of 
Pinebrook’s project. Development with groov View was quick for 
Rust to complete and easy for Pinebrook to maintain.

groov EPIC also runs Node-RED, an IoT programming environment, 
which Rust used to format some of the data it pulled from CODESYS so 
that it displayed properly in the HMI.

“The groov View system… uses OPC UA, so we could connect 
CODESYS and groov View together pretty seamlessly, and just drag and 
drop a lot of [the controls] on there,” says Jared. 

The central edge controller was located within the Pinebrook 
water treatment plant, so Rust supplied it with additional I/O modules 
to connect to some of that equipment as well. The main HMI page 
displays field measurements like storage tank levels alongside raw water 
measurements from the treatment plant inlet. The middle of the display 
reflects analytical measurements of trace compounds like chlorine and 
manganese, along with the levels of the rivers in the community.

These river gauges are one of the most important things to 
monitor. The change in the level of water in those rivers acts as the 
community’s flood alert system. Pinebrook staff can monitor changes 

Figure 5. Pinebrook 
Water District now 
monitors tank and 
river levels with 
real-time trending, 
alarming, and 
notifications through 
groov View.
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over the previous week using the trend controls built into groov View 
(Figure 5), and the can send text message alarm alerts to staff.

The staff accesses the operator interface through web browsers 
on personal workstations and through a 42” touchscreen in the main 
control room that is connected to the EPIC’s HDMI port. After Rust 
developed the initial pages, Pinebrook caught on and started making 
its own changes, which are automatically pushed out to users.

Jared says, “It was really cool to see how easy it was for them to 
jump on this and make the changes they needed. We want to be able 
to hand off the system to the customer when the project is over. To do 
that, you need a way that they can manage it themselves.”

According to Jared, Pinebrook has been “extremely happy with the 
solution,” which incurs only minimal monthly cost to maintain a single 
cell modem and some management of the MQTT broker. They can 
monitor tanks and pumps across the territory to make sure they aren’t 
overflowing or to initiate control tasks, and staff has been able to make 
additional changes to the operator interface as needed.

With the exception of the HiveMQ broker, all of this functionality—
control engine, HMI server, Node-RED, MQTT publish-subscribe 
communication, device security—runs on the groov devices and does 
not require a Windows PC or external server for data or communication.

“We’ve made it our best practice,” says Jared, “even if we’re 
using a different PLC, to try to put a groov EPIC as an edge device for 
connectivity. It solves a lot of issues.”

For more information, visit Opto 22.
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Battery-powered solutions for industrial grade wireless devices need 
to be intelligently designed to minimize size and weight without 
compromising overall performance. This objective is especially 
important if the wireless device needs to operate for extended periods 
in remote locations or extreme environments. 

Choosing the incorrect battery can be problematic, as it can 
lead to an inefficient solution involving an unnecessarily large, heavy, 
expensive, and short-lived power supply. The resulting issues can 
include added logistical expenses to transport overly large batteries 
to hard-to-access locations, as well as more frequent battery 
replacements, thus raising the total cost of ownership.

Shrink Your Batteries…  
and Your Budget

By Sol Jacobs, Tadiran Batteries

Advanced lithium batteries enable remote wireless 
devices to be smaller and less expensive. 
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Specifying the right-sized battery starts by understanding 
the fundamental differences between competing primary (non-
rechargeable) battery chemistries (Table 1). 

When comparing these chemistries, it pays to focus on the 
following performance characteristics:

Operating voltage. Basic math indicates that it takes more than 
two 1.5v cells to deliver the same voltage as a single 3.6v cell. Selecting 
a higher voltage battery effectively reduces the size and weight of a 
device, leading to potentially greater savings if fewer cells are required. 

Primary Cell LiSOCL2

Bobbin-
type with 

Hybrid Layer 
Capacitor

LiSOCL2

Bobbin-
type

Li Metal 
Oxide

Modified 
for high 
capacity

Li Metal 
Oxide

Modified 
for high 
power

Alkaline LiFeS2

Lithium 
Iron 

Disulfate

(AA-size)

LiMnO2

Lithium 
Manganese 

Oxide

Energy Density 
(Wh/Kg)

700 730 370 185 90 335 330

Power Very High Low Very High Very High Low High Moderate

Voltage 3.6 to 3.9 V 3.6 V 4.1 V 4.1 V 1.5 V 1.5 V 3.0 V

Pulse 
Amplitude

Excellent Small High Very High Low Moderate Moderate

Passivation None High Very Low None N/A Fair Moderate

Performance 
at Elevated 
Temp.

Excellent Fair Excellent Excellent Low Moderate Fair

Performance 
at Low Temp.

Excellent Fair Moderate Excellent Low Moderate Poor

Operating life Excellent Excellent Excellent Excellent Moderate Moderate Fair

Self-Discharge 
Rate

Very Low Very Low Very Low Very Low Very High Moderate High

Operating 
Temp.

-55°C to 
85°C, can be 
extended to 
105°C for a 
short time

-80°C to 
125°C

-45°C to 
85°C

-45°C to 
85°C

-0°C to 
60°C

-20°C to 
60°C

0°C to 60°C

Table 1. Comparison of consumer versus industrial Li-ion rechargeable batteries.
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Temperature range. Exposure to extreme temperatures 
reduces battery voltage under pulsed load. Batteries with limited 
temperature ranges will perform less effectively in harsh environments, 
often resulting in the need to deploy oversized batteries in order to 
compensate for the expected drop in voltage under pulsed load. 

The expected performance losses caused by extreme temperatures 
can be minimized with the use of bobbin-type lithium thionyl chloride 
(LiSOCl2) batteries. These cells feature very high energy density along 
with the ability to handle high pulses across a wider temperature range, 
potentially eliminating the need for using cells carrying excess capacity 
and/or voltage just as a precaution (Figure 1). 

Self-discharge rate. Every battery suffers from self-discharge, 
including certain cells that can exhaust up to 8% of their capacity each 
month. Such losses may require the use of a larger battery in order to 
offset the expected energy losses. 

Most battery chemistries experience 
accelerated self-discharge when exposed to 
extreme temperatures. If extended battery 
life is essential, it is incumbent to select a 
battery with a very low annual self-
discharge rate. Choosing an ultra-
long-life battery could potentially 
enable the use of smaller 
cells and reduce or eliminate 
the need for future battery 
replacements.

For example, by carefully controlling the passivation effect, a 
superior quality bobbin-type LiSOCl2 battery can offer a self-discharge 
rate of just 0.7% per year, able to retain over 70% of its original capacity 
after 40 years. By contrast, a lower quality battery using essentially the 
same chemistry can experience a much higher self-discharge rate of 3% 
per year, losing 30% of its capacity every 10 years, reducing its operating 
life down to just 10-15 years. 

Figure 1. Bobbin-type 
LiSOCl2 batteries 
feature high energy 
density, high 
capacity, and very 
low annual self-
discharge, and a 
wide temperature 
range for remote 
applications. 
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Don’t Confuse Power with Energy 
Battery power is a measure of short-term energy 
consumed. This term should not be confused 
with the cell’s total amount of energy or nominal 
capacity. 

Certain types of devices require high 
amounts of power (high pulses) for short bursts 
without exhausting a large amount of total 
energy. These applications include surgical power 
tools that operate for minutes, cells that actuate 
an electro-mechanical device, and military 
applications that draw large amounts of energy 
for limited periods (i.e., guided munitions). 

These specialized applications are not well 
served by ordinary battery technologies that 
cannot deliver a high power-per-energy ratio. 
Such specialized requirements could demand 
the use of more and larger cells to compensate 
for their low pulse design. This often leads to a 
compromise solution involving the use of larger 
or more cells with unused energy capacity. One possible alternative is to 
utilize TLM Series lithium metal oxide batteries that feature a very high 
power-per-energy ratio (Figure 2). 

Do You Have High Pulse Requirements? 
The IIoT is increasingly reliant on remote wireless devices that require 
high pulses to power two-way wireless communications. Alkaline 
batteries are ideal for delivering high pulses due to their high-rate 
design. However, they have major limitations for use in industrial 
applications, including low voltage (1.5 V): a limited temperature range 
(0°C to 60°C); a very high self-discharge rate that shortens their life 
expectancy; and crimped seals that may leak. Alkaline batteries often 
need be replaced every few months, making them totally unsuited for 
long-term deployment in remote locations.

Figure 2. TLM Series lithium metal oxide 
batteries deliver the high-rate energy required 
to make surgical power tools smaller, lighter 
and ergonomic yet more powerful.
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Standard bobbin-type LiSOCl2 battery 
chemistry is overwhelmingly preferred for 
low-power remote wireless devices. The major 
drawback of this chemistry is its inability to 
deliver high pulses, as it can experience a 
temporary drop in voltage when first subjected 
to a pulsed load. a phenomenon 
known as transient 
minimum voltage (TMV). 

An ideal way to 
circumvent TMV is to 
use a PulsesPlus battery, which 
combines a standard bobbin-type LiSOCl2 cell 
with a patented hybrid layer capacitor (HLC). The battery and the 
HLC work in parallel—the battery supplies low-current background 
power in the 3.6 to 3.9 V nominal range, while the single-unit 
HLC delivers periodic high pulses to power two-way wireless 
communications. The HLC also delivers an added bonus: a unique 
end-of-life voltage curve plateau that can be interpreted to generate 
low battery status alerts (Figure 3). 

Supercapacitors are commonly used to minimize TMV in consumer 
electronics but are ill-suited for most industrial applications due to 
major drawbacks, including bulkiness, a high annual self-discharge 
rate, and an extremely limited temperature range. Moreover, when 
multiple supercapacitors are combined, it requires the use of expensive 
balancing circuits that draw additional current, adds expense, and 
draws greater current to further shorten battery life.

Industrial Grade Li-ion Rechargeable Cells 
If your low-power application draws enough energy to prematurely 
exhaust a primary (non-rechargeable) lithium battery, then it may 
require the use of an energy harvesting device in combination with a 
rechargeable Li-ion battery. 

Figure 3. PulsesPlus 
cells combine a 
standard bobbin-type 
LiSOCl2 battery with a 
hybrid layer capacitor 
(HLC) to deliver high 
pulses to power 
two-way wireless 
communications.
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Consumer grade rechargeable Lithium-ion (Li-ion) cells have 
limitations for industrial applications, including a maximum 
battery life of roughly 5 years and 500 full recharge cycles; a narrow 
temperature range with no ability to discharge or recharge at 
extremely cold temperatures; and the inability to generate the high 
pulses needed to power two-way wireless communications (Table 2). 
If more than 500 full recharge cycles are required, then additional 
consumer Li-ion cells may be needed to reduce the average depth of 
discharge per cell. 

By contrast, industrial grade rechargeable Li-ion batteries can 
operate up to 20 years and 5,000 full recharge cycles while also 

TLI-1550 (AA)
Industrial grade

Li-ion
18650

Diameter (max) [cm] 1.51 1.86

Length (max) [cm] 5.30 6.52

Volume [cc] 9.49 17.71

Nominal Voltage [V] 3.7 3.7

Max Discharge Rate [C] 15C 1.6C

Max Continuos Discharge  
Current

[A] 5 5

Capacity [mAh] Up to 1000 3000

Energy Density [Wh/l] 129 627

Power [RT] [W/liter] 1950 1045

Power [-20C] [W/liter] > 630 < 170

Operating Temp deg. C -40 to +90 -20 to +60

Charging Temp deg. C -40 to +85 0 to +45

Self Discharge rate [%/Year] <5 <20

Cycle Life [100% DOD] ~5000 ~300

Cycle Life [75% DOD] ~6250 ~400

Cycle Life [50% DOD] ~10000 ~650

Operating Life [Years] >20 <5

Table 2. Comparison of consumer versus industrial Li-ion rechargeable batteries
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delivering the high pulses (15 A pulses and 5 A continuous current) 
needed to power two-way wireless communications. These industrial 
grade Li-ion batteries also feature an extended temperature range 
(-40°C to 85°C) that allows them to be charged and discharged at 
extremely cold temperatures (Figure 4). 

Specialized solutions may be required in instances where the 
energy harvesting source is somewhat unreliable. One common 
example involves solar PV panels that need to be designed oversized 
to accommodate worst-case scenarios such as up to 5 continuous days 
without sun. Bobbin-type LiSOCl2 cells can be utilized as a back-up 
power source to keep Li-ion batteries charged during sunless periods, 
thus enabling the use of smaller and less expensive PV panels and/
or smaller Li-ion batteries. Use of a primary LiSOCl2 battery as back-
up enhances product reliability especially during periods of extended 
darkness (i.e., polar winters) or if the device remains in extended 
storage. 

Don’t be penny wise and pound foolish 
Certain applications permit design engineers to think short-term 
and choose a low-cost battery that reduces the initial purchase price. 
Conversely, if your remote application requires a long-term power 
source to reduce the total cost of ownership, then a far different 
calculus needs to be applied.

Figure 4. IPS solar-powered 
parking meters use TLI Series 
industrial grade Li-ion batteries 
to communicate billing 
information and to identify 
open parking spaces.
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If your wireless device is intended for long-term deployment in a 
highly remote and inaccessible location, then you will need to minimize 
or eliminate future battery replacements since the cost of labor, loss of 
data integrity, and downtime will invariably exceed any initial savings 
realized with a low-cost consumer grade battery. 

In addition, there are hidden costs associated with excessive 
battery size and weight, including higher transportation costs, as the 
shipping of lithium batteries has become far more expensive due to 
increasingly restrictive UN and IATA shipping regulations.

As a general rule, if your remote wireless device is easily accessible 
and operates at moderate temperatures, a consumer grade battery 
could suffice. However, if your application involves a highly remote 
location or extreme temperatures, then pay a little more for an 
industrial grade lithium battery that can operate for the entire life of 
your wireless device, reducing your total cost of ownership.

For more information, visit Tadiran Batteries.
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Networked, intelligent, self-controlling, self-optimizing, and resource-
efficient production is the aspiration for the Industrial Internet of 
Things (IIoT) related to smart factories. Despite the much-discussed 
advantages that IIoT appears to offer, questions remain for many 
companies, such as: Why is it even necessary? At what level of their own 
production must IIoT be implemented? What steps should be first on 
the path to attaining a smart factory?

It is undeniable that this production ideal is gaining significance 
against a background of increasing international competition. The 
advantages of IIoT are acknowledged based on results and will continue 
to drive factory and process plant improvement throughout North 
America. To be competitive in the global economy, it is essential for 
manufacturers to not only reinforce production operations, but to 
also utilize the maximum level of automation needed to reduce costs 

By Charlie Norz, 
WAGO Corporation

The Benefits of Edge The Benefits of Edge 
Computing Make the  Computing Make the  
Most of Smart FactoriesMost of Smart Factories

Edge controllers are powerful tools for 
gathering multiple sources of data that 
can be culled for maximum value.
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while increasing product quality. Along with modern infrastructure, 
IT expertise, and proximity to regional markets, the powerful tools of 
automation are encouraging manufacturers to relocate their production 
bases back to North America. In this context, there are those in industry 
who are already discussing a healthy trend toward reindustrialization.

Ideas for Tomorrow’s Production
In order for North America to remain an attractive location for 
manufacturing companies, corporations must be able to operate 
profitably, and to do so while manufacturing products according to 
variable lot sizes and networking along the entire value chain, right 
up to the end product. How this will be carried out depends largely 
on the existing conditions at each location. A smart factory is not 
a bolt-on solution. Instead, it is integrated as a smart version of an 
extant production line, with the added benefit of being unique to the 
company and its applications. 

Before considering how IIoT can be introduced, brainstorming 
about ideas and approaches for improvement should kick off the 
process. These improvements may lie in using resources more 
efficiently, preventing duplication of applications, or shortening system 
engineering times. Another example are the significant potential 
advantages for designers in observing their machines and systems 
once they are deployed and obtaining valuable data throughout the 
lifecycle. This analysis would allow designers to refine or enhance 
machines or systems, or simply provide recommendations to clients 
about how to more efficiently operate them.

“A smart factory is not a bolt-on solution. Instead, it should be 
thought of as being integrated as a smart version of an extant 
production line.…”
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Measure First, Then Manage
No matter which method is applied for transitioning from the merely 
extant to the smart factory, networking of existing processes and 
operations remains a prerequisite. This networking includes the 
vertical, namely from the control system to the field level, as well as the 
horizontal, which extends beyond the various steps in the value-added 
chain. The only opposition to this type of complete networking today 
is that the data cannot be consistently generated and used. Diverse 
media and system discontinuities, which also occur in the vertical 
but primarily in the horizontal integration, introduce difficulties in 
correlating data logically and sensibly across unique processes. 

As a rule, each IIoT approach consists of recording, digitizing, and 
linking data to one another in a profitable way. This step is precisely 
the central thought that drives IioT: collecting, networking, and 
evaluating data from the production process in order to exploit that 
data profitably such that a sustainable added value is generated for 
the corporation.

Data Transparency for the Smart Factory
The essential criteria that characterize a smart factory are those that 
enable the measuring, networking, and evaluation of data:

 ▶ Sensors at all levels, including down to the production level and for 
the end product itself

 ▶ Networking all components and internet connection

 ▶ Maximum IT security

“Only when the data has been brought into context with one 
another, suitably processed, and consolidated into information 
can measures be introduced to improve the production process.”
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The first step along this path is transparency across all production 
and system data. Only when the data has been brought into context 
with one another, suitably processed, and consolidated into information 
can measures be introduced to improve the production process. For 
this to succeed, sensors must record product- and production-relevant 
data at the field level. These sensors have to be considered in the 
system architecture or incorporated into the product itself, for example, 
in the form of RFID chips. 

With regard to production-relevant data, which is recorded via 
sensors on the machines and systems, the challenge consists less in the 
mere collection of data, but instead in bringing information securely 
and error-free from the field level into a higher level, for example, a 
manufacturing execution system (MES) or the cloud. With the relatively 
high expense of transferring and storing data in the cloud, it does 
not make sense to have raw sensor data sent directly to higher level 
systems So how does this work?

Automation edge controllers can provide a decisive contribution. 
Modular systems can offer a suitable solution for practically any sensor 
interface. Thus, signals can always be reliably collected from the 
field level and managed locally on the plant floor. Edge controllers 
with different communication interfaces and fieldbuses can be 
used to collect this data horizontally from devices independent of 
manufacturer via CANopen, PROFIBUS DP, EtherNet/IP, or Modbus-
TCP, and can also manage the vertical information via MQTT and 
OPCUA protocols.

 

Edge controllers, like this WAGO 
PFC200, enable data collection 
from various sources.
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Some advanced edge controllers, like the WAGO PFC200, can be 
incorporated into already existing automation systems as scalable nodes 
and gateways, which can be retrofitted without having to interfere with 
the actual automation process; the data can then be aggregated into 
abridged information that is transmitted to a higher level, an MES or the 
cloud. In this framework, the advantages connected with a cloud link 
initially appear quite promising: cloud solutions are flexible and scalable, 
are highly available, and provide the opportunity for centralized access. 

Creating Added Value
In order that one does not drown in all the resulting data flow, 
applications for local data analysis and control with edge controllers 
play decisive roles. If they are incorporated correctly and make use 
of individually relevant key performance indicators (KPIs), then the 
existing processes can be fundamentally improved, depending on 
where one places the focus; i.e., time, resources, or energy. Thus, more 
can be accomplished on the road to a smart factory than would be 
possible with a single-step solution.

For more information, visit: https://www.wago.com/us/edge-devices
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The answer lies in 
what is needed to 
make operations 
better and faster as 
factories continue 
to modernize.
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SCADA systems and Industrial IoT platforms were 
developed at different times and for two very different 
purposes. The term SCADA emerged in the mid-1970s, 
and SCADA systems have since been widely adopted to 
monitor and control industrial equipment. They generally 
work well for their intended purpose—to allow operators 
to see problems on the shop floor and fix them. 

Industrial IoT platforms, on the other hand, have 
matured over the past 10 years to connect to industrial 
equipment and harness data intelligence for learnings 
and predictions that improve operations. They go one critical step 
further than SCADA systems by not just revealing problems but 
analyzing operational data over time and using those learnings to make 
changes for productivity and efficiency gains. 

As manufacturers work to adopt smart manufacturing, they are 
making decisions about what technology to add or replace on the 
shop floor. The most common question we get from customers on this 

Will Industrial IoT 
Platforms Replace 
SCADA for Smart 
Manufacturing?

By Vatsal Shah, Litmus



38 

AUTOMATION 2022 VOL 1

A subsidiary of the International
Society of Automation

journey to data-driven decision making is centered around how (and if) 
a SCADA system fits into the picture and if Industrial IoT platforms will 
replace SCADA. 

SCADA in the Modern Factory
SCADA, or Supervisory Control and Data Acquisition systems, include 
hardware and software to monitor and control industrial processes 
locally or at remote locations. Over the past 50 years, SCADA systems 
have evolved, and their primary purpose is to collect, process, and 
display real-time production data. They interact directly with devices 
such as sensors, valves, and pumps through HMI software, and then 
record events into a log file. 

SCADA systems live and breathe on the plant floor and serve their 
intended purpose well, allowing manufacturers to monitor and react to 
real-time events to ensure that production systems and processes are 
running as planned (Figure 1). 

Figure 1. SCADA systems 
were designed to 
monitor and react to 
events as they happen 
on the shop floor.



39 

AUTOMATION 2022 VOL 1

A subsidiary of the International
Society of Automation

SCADA systems perform four primary functions:

 ▶ Data Acquisition. SCADA systems collect equipment data through 
devices and sensors connected to a PLC or RTU, and then route 
the data with SCADA software. The devices and sensors measure 
parameters such as temperature, speed, or pressure as raw data. 
The SCADA software processes, distributes, and displays the data.

 ▶ Data Communications. Many SCADA systems use a wired 
network on the plant floor to communicate with devices, while 
some modern systems use wireless communications to connect 
to devices and sensors spread over a wide geographical area. 
Common protocols include DNP3 and Modbus, and there are also 
numerous proprietary protocols specific to SCADA vendors. 

 ▶ Data Presentation. SCADA uses an HMI, or Human Machine 
Interface, to provide machine data to operators. The interface 
displays data visually and allows operators to track production time, 
trends, and tags, oversee KPIs, and monitor machines. The data 
presentation lives on the shop floor via HMI and is accessible for 
operators, system integrators, and engineers.

 ▶ Monitoring and Control. SCADA systems specialize in offering 
real-time monitoring and control of production processes. They 
use switches to operate devices, and they can be turned on, off, or 
modified based on an analog value through these switches. Most 
processes are automated based on user-defined parameters, while 
other critical tasks may require human action. 

Although the capabilities are robust, SCADA has some limitations 
when it comes to enabling smart manufacturing. Users can manually 
code additional functions, but SCADA simply can’t go far enough to 
allow for a free flow of data that rapidly feeds cloud and enterprise 
systems and applications, and runs machine learning models at the 
edge. Exposing production systems to the cloud is risky, and integrating 
SCADA and cloud systems requires a lot of effort and maintenance.

With a great deal of custom code and add-on solutions, SCADA 
can accomplish some basic smart manufacturing goals, but the result 
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will likely be time-intensive and expensive, and require a lot of SCADA 
expertise most companies just don’t have in-house anymore.

Industrial IoT Enables Smart Manufacturing
Enter Industrial IoT. Will it replace SCADA? No, because SCADA is 
critical for monitoring production. However, IIoT platforms bring new 
technology to the table to connect to any industrial asset and harness 
data intelligence for learnings and predictions that improve operations 
(Figure 2). IIoT platforms are built for smart manufacturing and 
normalize data, add analytics at the edge, send data to any cloud or 
enterprise system, feed machine learning models, and close the loop for 
advanced learning and predictions. 

Figure 2: Industrial IoT 
platforms are purpose-
built to not only monitor 
events but understand 
why they happen and 
predict future events 
so manufacturers can 
improve.
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Industrial IoT platforms perform four primary functions: 

 ▶ Device Connectivity. An IIoT platform handles device connectivity 
with drivers, data collection, data normalization, and data storage. 
IIoT platforms offer rapid data connectivity to all modern and 
legacy industrial systems with no coding required, then structure 
the data into a common format ready for use by edge and 
enterprise applications.

 ▶ Edge Analytics. IIoT platforms perform analytics at the edge 
for insights that transform the factory floor and show quick ROI, 
from condition-based monitoring to better understand how 
assets are performing, to overall equipment effectiveness (OEE) to 
improve manufacturing productivity. Prebuilt data visualizations 
and common KPIs like downtime and anomaly detection allow 
customers to realize rapid time-to-value.

 ▶ Data Integration. IIoT platforms include dozens of prebuilt 
integrations with leading cloud and enterprise systems. Instant 
and secure OT-IT connectivity enables rapid data sharing with 
applications, data lakes, and machine learning systems. Advanced 
data sharing use cases, such as sending select or change-only data, 
can dramatically reduce cloud computing costs.

 ▶ Application Deployment. An IIoT platform allows users to host 
and access public or private applications in a centralized repository, 
with the ability to deploy and run applications and machine 
learning models at the edge. IIoT platforms also stream normalized 
and structured data to any prebuilt or custom application and run 
those same applications as close to the data source as possible.

“Industrial IoT adds a layer on top of OT systems so 
users can easily experiment on the data with new use 
cases without ever disrupting production systems”
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Industrial IoT platforms were developed not only to monitor 
and react to real-time events, but also to understand and predict 
future events—the definition of true smart manufacturing. With no 
extra effort required, they automatically connect to any OT device or 
system and normalize data, so it is ready to use by third-party systems. 
They perform instant edge analytics for modern use cases like OEE, 
downtime, and more, and can be customized rapidly for additional KPIs 
or visualizations. 

Industrial IoT platforms bridge edge and cloud securely, leaving the 
shop floor isolated from outside threats. They provide for easy scaling 
with centralized management and orchestration, and containerized 
application deployment. With an Industrial IoT platform in place, 
manufacturers can accomplish their smart manufacturing goals 
rapidly, securely, and with future-proof features that ensure scalability 
and the addition of new use cases.

SCADA and Industrial IoT for Smart Manufacturing
The good news is these two systems can, and should, work together. 
Smart manufacturing use cases have evolved from simple equipment 
monitoring to using operational data to perform predictive 
maintenance or feed machine learning models that drive long-term 
operational improvement. Industrial companies can keep their SCADA 
system for supervisory control, but the fact is they need a flexible, 
secure, enterprise-grade Industrial IoT platform to enable these types of 
advanced use cases (Figure 3). 

A SCADA system should continue to be used to monitor production 
systems in a closed and secure environment on the shop floor with no 
way for the outside world to access or control those systems. SCADA 
provides a real-time view of machines and processes and is connected 
to critical operations, so additional use cases and data users should not 
be introduced, since they may affect production. 

An Industrial IoT platform should be used to collect complete data 
at the edge and then act as a flexible and secure bridge to share that 
data intelligence between OT and IT systems. Industrial IoT adds a layer 
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on top of OT systems so users can easily experiment on the data with 
new use cases without ever disrupting production systems, then act on 
the data to make continuous improvements.

Case Study: Bottled Water Manufacturer  
Chooses IIoT Over SCADA
A large bottled water manufacturer attempted to leverage SCADA for 
smart manufacturing. However, the skills to use the SCADA system 
were scarce—only a few older employees knew how to use it. The 
SCADA system didn’t have all the drivers they needed to connect to 
their assets unless they paid additional fees. They weren’t finding the 
SCADA to be scalable, and cloud integration was not native. Since the 
customer’s number one goal was to feed data to Azure, the clunky 
cloud integration made SCADA an unattractive option. 

The company continued to use their SCADA system to monitor 
and control equipment, but they added an Industrial IoT platform to 

Figure 3: A SCADA system and an Industrial IoT platform can work together seamlessly on the shop floor. 
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leverage ready-to-use analytics and visualizations for shop floor visibility. 
The flexibility of the Industrial IoT platform allowed them to integrate 
their data with their maintenance system to optimize scheduling. Most 
important, they were able to send data to Azure immediately, saved a 
lot of money in cloud costs as a result of sending data only on change, 
and also deployed machine learning models at the edge as they 
continued to add new use cases. 

Again, will Industrial IoT platforms replace SCADA systems? No, 
but they do the job of enabling smart manufacturing better and faster. 
With a SCADA system already in place, it is easy for any industrial 
company to add an IIoT platform that is flexible, scalable, and future 
proof for advanced use cases to take the shop floor to the next level. 
Manufacturers can continue to use a SCADA system to monitor critical 
systems and deploy an IIoT platform to unify, analyze and share OT data 
with the people, processes, and tools that need it to drive operational 
improvement.

For more information, visit Litmus.
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