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Introduction
IIoT and Industry 4.0 

Despite pandemic-related disruptions to work processes and supply chains, advances and use 
cases for a variety of smart manufacturing technologies continue to evolve. Digitalization is 
happening, allowing the benefits to reveal themselves and best practices to emerge. Industrial 
Internet of Things (IIoT) ecosystems and tools are emerging that make building these data-
gathering systems easier. Data analytic techniques and digital twin technologies are being 
refined and applied—all in support of greater efficiencies. In this edition of AUTOMATION 2020, 
you’ll discover how to leverage standardized IIoT ecosystems, as well as how to design fault-
tolerant IIoT. You’ll learn how dynamic digital twins can be even more beneficial than static 
digital twins, and discover how smart instruments feed data analytics. You’ll even discover 
alternatives to optical character recognition for automatic print inspection. 

The AUTOMATION 2020 Ebook series from Automation.com delivers sponsored and curated 
articles featuring best practices and cutting-edge insight from a variety of subject-matter 
experts. Subscribe online to not miss a single issue.

https://discover.honeywell.com/control_performance_analytics.html?utm_source=automationcom&utm_medium=paid-publication&utm_campaign=202008-hcp-hce-article&utm_content=ebook&utm_term=apc-digital-twin-ebook
https://isaautomation.isa.org/cybersecurity-alliance/
https://www.opto22.com/
http://www.automation.com
https://www.automation.com/newslettersubscription
https://www.hms-networks.com/
https://www.beckhoffautomation.com/
https://www.chatsworth.com/en-us/industrial
http://www.us.endress.com/
https://www.fdtgroup.org/
https://www.miinet.com/
https://www.sick.com/us/en/
http://www.tadiranbat.com/
https://www.yokogawa.com/special/ia2ia/outlook


www.beckhoff.us/TwinCAT-3-Scope
With TwinCAT Scope, measuring applications are as simple as could be, even 
for “Big Data” applications: support for multi-core processing also enables 
the acquisition and display of very large data volumes. The software oscillo-
scope is fully integrated within the TwinCAT control architecture and enables 
the simple graphical display of signal curves using the charting tool.
 High performance through multi-core support
 Simple, intuitive engineering
 Seamless integration into Visual Studio®

 High sampling rate up to the µs range
 Trigger-controlled recordings
 Analysis possible at runtime
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The Open Road to Autonomy
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offering myriad choices for operational excellence. 

Whether your company is at the start of its journey or 
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industrial automation to industrial autonomy—IA2IA. 
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everything from business management to operations. 
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Heartbeat Technology takes the pulse of your measurement to save costs:

• Permanent diagnostics of processes and devices guarantee
an economical maintenance and safe plant operations.

• Verifi cation of devices happens without process interruptions.
It ensures high plant availability.

• Monitoring of all information enables predictive maintenance
and process optimizations.

We understand you need insightful process 
information to help you run your plant e�  ciently.

You make confi dent decisions backed by process data and 
a complete portfolio of services and solutions to support you.

Do you want to learn more?
www.us.endress.com/heartbeat-technology

MEASURED VALUE
+ ADDED VALUE
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By Keith Riley,  
Endress+Hauser

Industrial Internet of Things (IIoT), the use of smart instruments 
to enhance industrial processes through real-time analytics, 
requires the generation of massive amounts of big data, 
which is collected and stored in host systems for evaluation. 
Main sources of this data are the smart instruments installed 
throughout plants and facilities.

These instruments transmit basic process variables—
along with extended data, such as calibration parameters and 
diagnostics—over digital networks. This data becomes valuable 
when end users analyze it in the context of a specific process, 
permitting them to perform predictive maintenance, reduce 
downtime, and make other operational improvements.

This description assumes every smart instrument is 
connected via a digital network, but in many instances the 
information present in the instruments is unavailable due to 
communication protocol limitations. Bridging the gap between smart 
instruments and data repositories is where industrial Ethernet protocols 
such as EtherNet/IP® and PROFINET® enter the picture.

Data Analytics Starts with

Smart 
Instruments Industrial Ethernet 

protocols are the 
leading method 
for gathering 
smart instrument 
data, and pending 
developments will 
allow improved 
implementation of 
this technique with 
two-wire instruments
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This data-gathering aspect of analytics will be the focus of this 
article, which will show why industrial Ethernet protocols are so popular. 
It will also explain why two-wire instruments with Power over Ethernet 
(PoE) are not yet available, and then discuss developments with two-
wire instruments to enable connectivity.

Industrial Ethernet leads the way
Most end users prefer industrial Ethernet protocols over other 
traditional industrial fieldbus protocols for three main reasons:

1. Facilitate unification of an Ethernet infrastructure throughout a plant 
or facility. There is a single network from field to enterprise level.

2. Provide extensive bandwidth, enabling access to more information 
at a faster speed

3. Support ease and economy of setup and use due to widespread 
familiarity with and availability of Ethernet.

Will a plant be able to unify 
its operational technology (OT) 
and information technology 
(IT) networks using industrial 
Ethernet? Yes, but only with the 
proper network architecture. 
Smart switches or routers 
expressly designed to manage 
the information traffic from both 
networks are essential.

One example is the Stratix® 
family of industrial managed 
Ethernet switches from Rockwell 
Automation. These switches 
separate office Ethernet TCP/IP 
traffic from industrial EtherNet/IP 
traffic by using freely assignable 
ports (figure 1).

Figure 1. Ethernet switches can connect to a wide variety 

of industrial and commercial components.
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Ethernet TCP/IP is a common IT network protocol, and there are 
several industrial Ethernet OT network protocols. All these protocols 
follow the same OSI layer architecture model and comply with the IEEE 
802.3 communications specifications.

However, industrial Ethernet protocols modify the application layer. 
For example, with the EtherNet/IP protocol, the application layer in the 
OSI model is slightly different from IT protocols, because it includes the 
Common Industrial Protocol (CIP). CIP improves access to data used 
for control of network devices by separating it into implicit and explicit 
data packets, or messages (figure 2).

Explicit messages are for node-to-node communication and use 
TCP delivery. They move large amounts of data, with variable payload 
sizes, only as needed. Implicit messages are for compact, high-speed 
communication and use UDP delivery. They are most commonly used 
for preconfigured, high-speed input/output (I/O) messaging. EtherNet/
IP adds this explicit or implicit distinction to the information packets to 
optimize performance for these types of transmitted data.

A standard IT Ethernet TCP/IP network communicates information 
upon request. Managing this traffic without negatively affecting the speed 
of the network or causing significant delays is relatively easy through the 
strategic use of the switches and routers commonly applied in IT networks.

L7 – Application

L4 – Transport

L3 – Network

L2 – Data Link

Modbus             HTTP               OPC                 CIP                SNMP            BOOTP

                          TCP       UDP

  OSPF                                                 ICMP 

     QoS   IEEE 802.3 Ethernet                RSTP

IGMP
IGRP

IP

Figure 2. The Common Industrial Protocol (CIP) improves access to data by separating packets 
into implicit and explicit messages.
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However, OT industrial Ethernet networks are used for both I/O and 
control, with information broadcast continually. If a system is attempting 
to transmit both Ethernet TCP/IP and industrial Ethernet messages 
on the same network, it would quickly become overwhelmed and the 
speed would degrade to an unacceptable level.

Therefore, proper management of the available bandwidth through 
the use of special managed switches or routers is crucial. Routers can 
be used to segment networks, and managed switches can be used to 
manage traffic on each segment.

Plug and play: Not yet
Industrial Ethernet protocols such as EtherNet/IP are very useful for 
transmitting large amounts of data quickly, making them a good fit for 
smart instruments. While an EtherNet/IP network is user friendly, it has 
not yet reached the same level of functionality most people have come 
to expect from a standard home or office Ethernet TCP/IP network.

Compared to the maturity of Ethernet TCP/IP, industrial Ethernet 
networks are still relatively young, meaning the critical mass necessary for 
the market to provide true “plug and play” functionality has not yet arrived.

If a plant has an EtherNet/IP network installed, the physical 
connection of four-wire smart instruments into the network is much 
like any other Ethernet device. The host system is also connected to this 
network and is capable of obtaining process data from the instruments. 
Hosts can include control systems, asset management systems, process 
historians, and others.

Integration of smart instruments directly into a host system 
requires coordination among the smart instrument, the host system, 
and the smart switches. For example, three main tools are needed 
to easily integrate smart instruments into a Rockwell Automation 
PlantPAx® control system based on a ControlLogix® hardware platform:

1. An Add-On Profile (AOP) Level 3 is required for data integration. 
AOPs are software packages loaded into the control system and are:

 ▶ specific to individual instruments
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 ▶ developed in coordination with the control system manufacturer
 ▶ supplied to the end user or system integrator by the smart 

instrument manufacturer.

2. Add-On Instructions (AOIs) are supplied as preengineered function 
blocks, and each must be configured by the end user. AOIs are 
used to define data, arguments, parameters, algorithms, and other 
functions required for processing data from the instruments.

3. Instrument faceplates and Global Objects are supplied to provide 
human-machine interface (HMI) visualization of instrument data, 
transparency of extended field instrument information, and 
assistance with diagnostics. These are typically supplied by the 
control system manufacturer.

If multiple instruments from more than one instrument 
manufacturer are connected, then AOPs, AOIs, and faceplate 
software will need to be loaded and configured for each type of smart 
instrument. In addition to the software requirements listed above, 
hardware connectivity considerations arise with two-wire instruments.

Connecting two-wire instruments with industrial Ethernet
Most users have heard of PoE, and many question why manufacturers 
have not implemented this functionality into their smart two-wire 
instruments. A PoE standard exists in the form of IEEE 802.3 AF/AT, 
and there are also commercially available switches on the market to 
manage and distribute PoE.

The main issue is that IEEE 802.3 AF/AT–compliant switches are 
rated for up to 52 VDC at 2.5 A. This relatively high level of power makes 
it very difficult to use these switches in the hazardous areas commonly 
found throughout process plants and facilities. This is true regardless 
of whether the installation is designed using an intrinsically safe or 
explosion-proof concept.

Therefore, only areas classified as nonhazardous are viable for PoE 
installations, but even here challenges exist. Per National Electrical 
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Code (NEC) 500, working on live energized parts operating with a 
voltage greater than or equal to 50 V is a safety issue and requires the 
use of personal protective equipment. In many instances, the benefits 
of PoE implemented in compliance with IEEE 802.3 AF/AT simply do 
not provide sufficient value to justify the effort or expense required for 
design, installation, and maintenance.

Addressing the two-wire instrument issue
The problem of not being able to directly use two-wire smart 
instruments in industrial Ethernet networks has been recognized. A 
consortium of organizations including FieldComm Group, ODVA™, 
PROFIBUS®, PROFINET International, and manufacturers of process 
instrumentation and control systems have joined to build upon the 
work of the IEEE P802.3cg 10 Mb/s Single Pair Ethernet standard. This 
consortium is referred to as the Ethernet Advanced Physical Layer 
(Ethernet-APL) Project. IEEE P802.3cg 10 Mb/s Single Pair Ethernet is 
a physical layer specification and management parameter for 10 Mb/s 
operation and associated power delivery over a single balanced pair 
of conductors (figure 3). Implementation of this standard will make 
industrial Ethernet protocols suitable for use in hazardous area locations.

5–7:  Session/presentation/
 Application layer

4: Transport layer

3: Network layer

2: Data link layer

1: Physical layer

TCP/UDP

IP

 Ethernet (real-time, non-real-time, TSN)

Ethernet PHY 
(according to IEEE 802.3 cg)

Frontend for advanced physical layer

APL 
ONLY 

modifies 
PHYSICAL layer

Figure 3. IEEE P802.3cg 10 Mb/s single-pair Ethernet is a physical layer specification and management pa-
rameter for 10 Mb/s operation and associated power delivery over a single balanced pair of conductors.
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Ethernet-APL is exactly what the name implies: a new physical 
architecture designed to work in conjunction with industrial Ethernet 
technology (figure 4). Ethernet-APL will not impact the protocol stack, 
so it will be suitable for use with PROFINET, HART-IP, or EtherNet/
IP industrial Ethernet protocols, and open their use to two-wire 
topologies. 

Together, Ethernet-APL and IEEE P802.3cg 10 Mb/s single-pair Ethernet 
will enable industrial Ethernet-based communication protocols for two-
wire field instrumentation by:

 ▶ allowing power and data to be carried on the same two-wire 
shielded cable

 ▶ permitting installation in plant areas classified as hazardous

 ▶ providing high bandwidth of 10 Mb/s.

DCS

Control network

PAM

Standard Ethernet 100BASE-TX

IIoT ecosystems
optimization and 

monitoring

Safe area: 
Zone 2/Div. 2

10BASE-T1L

APL power switch

Hazardous area: 
Zone 1,2/Div. 1,2

Powered trunk

Ex-e
Spurs (e.g., Ex-I intrinsically safe)

Hazardous area: 
Zone 0,1,2/Div. 1,2

Two-wire instrumentation
Use of well-known trunk/spur topology

Removing technological 
obstacle of using Ethernet 

in hazardous areas

Figure 4. The advanced physical layer will allow two-wire instruments to directly 
connect to the industrial Ethernet.
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The work being conducted by the Ethernet-APL project is ongoing 
and expected to be finalized soon. Once this work is completed, 
instrument manufacturers and component suppliers can respond with 
the equipment necessary for a complete network.

Until this solution is available, the alternate method for integrating 
legacy two-wire instruments to an industrial Ethernet control system is 
through a gateway. While highly functional, this method does limit the 
data available from each instrument to typical primary or HART values. 
One example of a device with industrial Ethernet gateway capability is 
the RSG45 from Endress+Hauser (figure 5).

The RSG45 is available with either EtherNet/IP or PROFINET slave 
functionality. This allows a user to easily incorporate up to 20 traditional 
two-wire HART, analog, thermocouple, or RTD instruments into an 
industrial Ethernet system.

Ethernet TCP/IP, Modbus (TCP)

DIP switches for device settings

USB-B (webserver, etc.)

USB-A (USB stick, data storage, barcode 
reader, printer, etc.)
SD-Card for data storage

PROFINET, EtherNet/IP, PROFIBUS DP

RS232/RS485 (Modbus RTY)

Five optional input cards for up to 20 measuring channels 
(HART or universal)
Slot 5 optional: 8 x digital input/6 x relays/2 x analog out

Digital signals: 6 relays/6 digital inputs

24V DC or 230V AC power supply

Figure 5. The RSG45 industrial Ethernet gateway from Endress+Hauser allows two-wire instruments to con-
nect using the EtherNet/IP or PROFINET protocol.
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The existence of a second industrial Ethernet port, separate 
Ethernet TCP/IP port, and integral web server means a user can also 
access individual HART-capable instruments directly over the network 
for additional diagnostics or setting adjustments.

Improved operations
Smart instruments are a vital component for process owners to 
implement IIoT strategies. However, users can only realize the full value 
of these devices and the subsequent potential of IIoT analytics when 
their systems can quickly and easily access the growing amount of 
available data.

Industrial Ethernet enables this digital transformation by providing 
simple and fast access to the required real-time instrument and 
process data. Today, four-wire instruments can easily connect to 
industrial Ethernet networks, and traditional two-wire instruments can 
be integrated with gateways.

In the future, two-wire instruments will be able to connect more 
directly as a result of Ethernet-APL and IEEE P802.3cg 10 Mb/s single-
pair Ethernet. This will enable improved operations through the use of 
analytics applied to data gathered using industrial Ethernet networks.
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I/O for the IIoT™

Need field device data on premises or in the cloud? 
You’ve got it!

Collect and securely publish I/O data—no PLC or PC needed—to multiple 
destinations, simultaneously:

Learn more about groov RIO: info.opto22.com/introducingRIO
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Designing 
Fault-tolerant 
IIoT Systems

IIoT is a nice concept, but is this 
technology ready to handle your critical 
data and control? Can these systems 
scale quickly and affordably while also 
operating reliably? Consider Message 
Queuing Telemetry Transport (MQTT) 
with Sparkplug B as the backbone of 
your Industrial Internet of Things (IIoT) 
infrastructure.

At its heart, MQTT was designed 
for unreliable networks. In the late ’90s, 
Phillips 66 needed a way to improve 
telemetry reporting over supervisory 
control and data acquisition (SCADA) 
networks based on low-bandwidth, dial-up, 
and expensive VSAT (very-small-aperture 
terminal, a small satellite dish). IBM 

Combine MQTT with industrial broker software 
and Sparkplug B – compatible devices to create 
a foundation for mission-critical IT/OT systems

By Josh Eastburn, Opto 22
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partnered with system integrator Arcom Control Systems (now Cirrus 
Link Solutions) to develop a minimalist communication protocol 
that could gracefully handle intermittent network outages and high 
latency among many distributed devices over TCP/IP.

Twenty years later, MQTT had caught on in the IT world as a 
flexible, efficient transport for IoT data, but these applications did not 
necessarily take advantage of MQTT’s rigorous state management 
and data integrity features. Cirrus Link knew that for MQTT to thrive in 
an industrial environment, reliability was critical, so it developed the 
Sparkplug B (or SpB) companion specification to address that need.

SpB-compatible devices and applications 
follow a standard MQTT topic format, a data-
rich but efficient payload format, and most 
importantly, enforced state management. These 
adjustments guarantee that an MQTT network 
is interoperable and state-aware, ready for 
demanding industrial applications.

By combining an industrial MQTT broker with industrially 
hardened SpB-compatible equipment like Opto 22’s groov EPIC and 
groov RIO, you can create scalable, efficient IIoT systems that resist 
cyberattack and provide high data integrity and availability. Let’s see 
how these pieces come together.

Cybersecurity
The brokered publish-subscribe communication model of MQTT 
improves security by design, since each network client can initiate 
bidirectional communication with many end points using only one 
outgoing connection and no open firewall ports. The MQTT server 
(called the broker) fully manages data delivery, allowing the details of 
each client to remain private.

Industrial-grade broker software, like Cirrus Link’s Chariot 
MQTT Server or Inductive Automation’s Ignition MQTT Distributor, 
provides additional security features, like access control lists (ACLs) 

Figure 1. Cirrus Link’s 
open-source Sparkplug 
specification defines an 
MQTT implementation 
that ensures the rigor-
ous control required for 
mission-critical systems.
Source: Opto 22
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and SSL/TLS encryption. TCP port 8883 is registered for MQTT TLS 
communication.

Opto 22’s groov devices, the final piece of the solution, let you 
configure encrypted broker communication for your clients in the field 
and upload corresponding certificates of trust for identity verification 
and key generation.

Data integrity
Sparkplug B enhances MQTT messages with metadata, allowing for 
interesting new applications, like store-and-forward historization. This 
feature enables groov devices to queue outgoing 
messages in volatile or nonvolatile storage if they 
lose connection with an MQTT server, then flag 
them as historical records and forward them 
to the broker when the connection is restored. 
Nonvolatile groov device storage uses a power-
fail-safe file system, providing additional fault 
tolerance.

On the other side of the network, 
SpB-compatible MQTT subscribers, such 
as Inductive Automation’s Ignition MQTT 
Engine or Canary Labs’s MQTT Sparkplug 
B Data Collector, can recognize and 
archive these historical records.

Availability
Industrial MQTT clients and brokers also support 
automatic failover for high availability, either by 
using multiple MQTT brokers or true redundant servers 
like Ignition MQTT Distributor. These brokers 
can be installed on premises or in the cloud, 
and groov devices can be configured with 
connections to as many as needed, whether 
over wired Ethernet, Wi-Fi, or cellular radio.

Figure 2. Opto 22’s Sparkplug B–compatible 
groov EPIC edge programmable industrial con-
troller and groov RIO edge I/O module.
Source: Opto 22
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Additionally, groov devices take advantage of a Sparkplug B feature 
that allows them to maintain connectivity with a designated back-end 
client, like a SCADA, historian, or IoT platform. If either the groov device 
or back-end client loses its connection to the current broker, the groov 
device rotates through available connections until it finds the back-end 
client again. If the store-and-forward history queue is in use, the groov 
device begins storing records as soon as that connection is interrupted 
and continues until it can deliver its records to the target application.

Building Industrial IoT
MQTT with Sparkplug B is an efficient, interoperable, and reliable 
communications protocol for industrial automation and IoT. It is 
the backbone of scalable, many-to-many data sharing across the 
organization. For mission-critical systems, the combination of 
Sparkplug B–compatible devices and an industrial MQTT broker offers 
security, data integrity, and high availability.

Industrial-strength reliability in software is complemented by 
industrially hardened hardware like Opto 22’s groov EPIC and groov RIO. 
They provide a fault-tolerant file system, wide operating temperature 
range, and UL Hazardous Locations and ATEX approvals, creating a 
reliable foundation for your MQTT/Sparkplug B system.
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Digitalization of automation strategies offers many benefits to the 
worldwide industrial community. For control system and device 
suppliers, it is the key to a data-centric Industrial Internet of Things (IIoT) 
platform, which expands secure access to device and network data in 

Figure 1. The 
modernized FDT 3.0 
architecture.

By Glenn Schulz, FDT Group

Leveraging a standardized IIoT ecosystem empowering 
innovative business models
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order to increase productivity and create a safer workplace. The trend 
toward digitalization is particularly important for mobilizing real-time 
remote operations in response to global health concerns affecting the 
industrial workforce.

The newly released version of the FDT Group standard, FDT® 3.0, 
speeds up the evolutionary journey to the Fourth Industrial Revolution, 
enabling a robust and diverse ecosystem for digital transformation 
supporting IIoT and Industry 4.0 applications. Suppliers can deploy the 
standard to create customizable, data-centric, cross-platform IIoT solutions.

The following article describes how the new FDT 3.0 standard 
makes it easier for automation companies to empower innovative, 
IIoT business models with its modernized development environment. 
Together, the new FDT standard and enhanced tool kits greatly reduce 
the burden of development work saving time and money for suppliers 
seeking to migrate or produce new solutions based on the FDT IIoT 
platform.

Key enhancements with FDT 3.0
FDT Group, founded by a group of automation manufacturers during 
the Third Industrial Revolution, developed FDT technology as an open, 
integrated, standards-based solution to fix interoperability issues for 
control system and device end users. Today, the standard is widely 
deployed as the de facto integration platform, giving end users the 
freedom to choose systems/devices that best fit their application and 
seamlessly connect and communicate independently of the chosen 
vendor or network.

For the global industrial community, implementation of the 
FDT Group standard is a forward-looking strategy for the new era 
of automation. FDT technology is supporting digital transformation 
for manufacturers with an open, enterprise-wide, IIoT data-centric 
integration platform.

The recently released FDT 3.0 standard has evolved from a single-
user, desktop environment to a distributed, multi-user client/server 
approach for enterprise-wide integration and asset management. The 
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updated standard delivers a feature-rich FDT IIoT Ecosystem, including 
an FDT Server integrated with an OPC Unified Architecture (UA) server 
and web server, as well as new FDT Device Type Managers™ (FDT/
DTMs™) utilizing a web user interface (UI) to mobilize remote operations.

FDT 3.0 was specifically developed to employ OPC UA as 
a mechanism to ensure secure and versatile data access on an 
enterprise-wide basis. All device DTMs automatically make their data 
and health information available through an OPC UA Information 
Model that works equally with all industrial control networks across 
factory and process automation. This rich dataset is then exposed 
through the OPC UA Server built into the FDT Server. This means any 
OPC UA client that has authenticated access to the Server can acquire 
real-time data and health information from any connected device. This 
data is automatically available for enterprise-level applications such as 
manufacturing resource planning (MRP), enterprise resource planning 
(ERP), dashboards, and computerized maintenance and management 
system (CMMS) applications.

The FDT Server was specifically developed to unlock universal 
device integration with a platform-independent, data-centric 
environment offering diversified deployment opportunities, including 
cloud, enterprise, edge, on-premise, and single-user desktop options.

FDT provides a standardized approach to moving from bilateral 
to multilateral network communication through heterogenous 
networked architectures. The technology was founded to be IT/OT 
agnostic and integrates any communication networking protocol. With 
this capability, device vendors and service providers can use an edge 
gateway or cloud instance to push data from multiple facilities to a 
centralized location for enterprise monitoring and asset management.

The DTM environment inherent in FDT 3.0 is essential to the 
visualization of the automation device within the FDT Server. DTMs 
contain the business logic software that defines all the parameters and 
capabilities included in each device and network. They encapsulate all 
device-specific data, functions, and business rules. These standardized 
“drivers” are enabled with a customizable web UI focused on displaying 
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a graphical representation of parameterization, health, diagnostics, and 
prognostics across mobile devices and/or browsers.

With the new generation of FDT 3.0 DTMs providing platform 
independence, and through utilization of the Web Server, it is now 
possible to deploy mobile applications on different platforms and 
classes of devices. For example, the developer can write a DTM and then 
provide the same UI on a laptop, tablet, desktop, or phone—no matter 
the operating system. Because DTM UIs are now portable and can also 
be displayed in browsers on modern handheld devices, developers can 
create user interfaces that are completely responsive to the needs of 
different devices and screen sizes.

Since FDT 3.0-based DTMs automatically make device data and 
health information available via the OPC UA Server embedded in 
the FDT Server, asset management and enterprise-wide data access 
are now deployable as a cloud service as part of an IIoT initiative. The 
architecture flattens the automation pyramid, so that any application 
requiring data from devices can retrieve it directly through OPC UA 
from the DTM without changing incumbent programmable logic 
controllers (PLC) or distributed control systems (DCS).

In addition, the FDT 3.0 solution scales from simple to the most 
complex devices while automatically enabling compatibility with 
OPC UA without the need for additional coding. All FDT 3.0 DTMs 
are compliant with the NAMUR NE 107 status recommendations for 
predictive maintenance.

FDT Group has long recognized the critical importance of industrial 
cybersecurity, and with the help of its team of leading security experts, 
developed a comprehensive security approach with the FDT 3.0 
standard. Its end-to-end security features meet both connected and 
air-gapped requirements, support virtually any automation architecture, 
and comply with contemporary security policies in a typical industrial 
operation.

The new FDThub™ repository, which is hosted by FDT Group in the 
cloud or on premise for air-gapped requirements, is where the vendor 
community can easily store and manage certified FDT 3.0 DTMs. This 
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solution eliminates the need for end users to visit all the different 
vendor websites to find the DTMs they need for their facility.

Modernized solutions make development easier
The new FDT 3.0 IIoT Ecosystem is fully supported with a modernized 
development environment. Automation stakeholders can use the FDT 
Server with native OPC UA and web services capabilities right out of the 
box with no additional coding required. Development of a proprietary 
server solution can often require years of work by a dedicated team of 
specialists, and often results in another automation island rather than a 
multivendor, integrated solution.

Within the FDT IIoT Ecosystem development environment, 
system and device suppliers can take a well-established standard 
and create customized, data-centric, cross-platform FDT IIoT 
solutions. Each solution auto-enables OPC UA integration and allows 
developers to focus on value-added features that differentiate their 
products.

One of the most important changes for developers with FDT 3.0 
involves the user interface. In FDT 1.2, DTM user interfaces employed 
ActiveX controls, which has become an outdated technology. FDT 2.0 
user interfaces were developed with .NET/WPF, which is a more recent 
technology compared to ActiveX. However, FDT 3.0 DTM user interfaces 
with web technologies are currently state of the art for allowing 
remote and mobile access. The use of HTML 5.0 and JavaScript greatly 
enhances the user’s visualization experience while employing a more 
contemporary technology.

FDT 3.0–based Common Components tool kits (Server and DTM) 
have been engineered to deliver platform-agnostic solutions out 
of the box. This means the resulting components can be deployed 
on Windows, Linux, or Apple operating systems. In fact, the Server 
Common Components can even be compiled and employed as a 
working FDT Server without the need for any additional engineering.
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For example, the FDT Server Common Components has a built-in, 
platform-independent OPC UA Server, which is prewired, pretested, and 
ready for immediate deployment. This solution alleviates headaches for 
developers by eliminating the learning curve for implementing an OPC 
UA Server and integrating it with an FDT application.

The FDT Server Common Components also integrates the 
necessary Web Server to support all the browser-based clients 
authorized to access the FDT architecture. The tool kit includes a 
prebuilt Web Server, eliminating web service development.

The FDT 3.0 DTM Common Components supports development 
of any type of FDT/DTM, including device, interpreter, universal, 
communication, and gateway DTMs. While the DTM webUIs may be 
developed with any tool of choice (e.g., the Angular web application 
framework), the DTM Common Components focuses on development 
of the DTM business logic and integration of all parts (e.g., business logic, 
documentation, and web UI) to a deployable package. The resulting 
DTM may be executed in an operation system–agnostic environment 
to provide device data and a web-based graphical user interface (GUI) 
to present asset-related information. This approach eliminates the 
constraints imposed by a traditional Windows environment.

Figure 2. FDT Server Common Components natively integrates an OPC UA Server and Web Server.
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Putting innovative business models to work
Industry-driven feedback indicates there are unlimited possibilities 
with the FDT 3.0 standard and its new, modernized development 
environment. Automation suppliers are jump-starting development 
efforts to enhance their product offerings with standards-based, 
platform-independent, information-driven business models.

FDT 3.0 enables open, secure, and scalable skid-to-cloud 
architectures and sensor-to-cloud integration. At the same time, it 
includes inherent security features that do away with the need for 
suppliers to create their own detailed security models.

For device suppliers, the FDT Server platform improves their 
business model by allowing for the creation of a new generation of 
DTMs that will seamlessly integrate with any FDT Server or Desktop 
hosting environment. This approach holds the key to unlocking 
universal device integration and bridging the current FDT installed base 
with next-generation technology, while creating an excellent starting 
point for new applications.

Figure 3. The FDT/DTM 
web user interface.
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For service providers, the new generation of FDT technology 
enables them to provide custom apps to support the customer’s 
standard operating procedures. The service provider can leverage web 
services and the OPC UA Information Model within the FDT Server to 
process and present data in a unique fashion to support the customer. 
An example is an app installed on a smart device that geo-locates 
where engineers or technicians are within a facility, so they can address 
any equipment that may need attention in that area.

For host suppliers, FDT 3.0 provides a standardized, yet universal 
IIoT server platform enabling open integration of any network, device, 
etc. The standard also optimizes a system supplier’s general diagnostic 
features as a first point of notification when further analysis is required 
by specialist device vendors.

Finally, the enhanced FDT solution offers a wide range of benefits 
for automation end users. It helps them take control of their critical 
operational data and obtain the information they need from different 
networks and devices—regardless of any protocol constraints. FDT can 
bridge current automation assets and support any proprietary network. 
The technology provides expanded access to data from a single, 
centralized location, so analysts can make better use of the information 
to improve plant or factory operations.

With the release of the FDT 3.0 standard, all device FDT 3.0 DTMs 
are now immediately available from the online FDThub DTM repository, 
meaning end users no longer have to search for the right DTMs for 
their project. The FDThub is designed for cloud-based, on-premise or 
air-gapped deployment, and as part of the DTM certification process, 
eliminates several DTM management headaches.

Critical technology
Recognized as a critical technology for the new era of automation—
providing built-in mobility, native OPC UA integration, robust security, 
and platform independence—FDT 3.0 paves the way to IIoT and 
Industry 4.0 in both greenfield and brownfield applications in the 
process, hybrid, and discrete manufacturing markets.
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FDT Group’s new white paper explains how the essential, data-
centric FDT 3.0 IIoT integration platform is transforming the outlook 
for automation suppliers and the customers they serve around the 
world. To explore the innovative business models empowered by FDT 
3.0 technology, please download the white paper at www.fdtgroup.org/
innovation.

ABOUT THE AUTHOR
Glenn Schulz is the managing director of FDT Group. More information is available 

at www.fdtgroup.org.

http://www.fdtgroup.org/innovation
http://www.fdtgroup.org/innovation
http://www.fdtgroup.org


A subsidiary of the International
Society of Automation

AUTOMATION 2020 VOL 5

Powering Wireless

Wireless sensors and devices deployed in remote 
locations and extreme environments demand rugged, 

long-life, industrial-grade lithium batteries

33 

By Sol Jacobs, Tadiran Batteries

LiSOCl2 cells reduced the size and weight of Southwire’s line/connector sensors used 
to monitor the status of electric power transmission lines. Bobbin-type LiSOCl2 cells 
enable the line/connector sensors to be compact and lightweight (3.5 lb.), and the 
cells can survive extreme temperatures (-40 to 50°C) while delivering the capacity 
and energy density required for 45 days of maintenance-free back-up power.
Courtesy of Southwire
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All types of remotely located Industrial Internet of Things–connected 
devices are demanding long-life battery-powered solutions. These 
applications range from asset tracking to system control and data 
automation (SCADA), environmental monitoring, artificial intelligence (AI), 
and machine learning.

Applications that are easily accessible and involve relatively 
moderate temperatures can often be served by inexpensive alkaline and 
consumer-grade lithium-ion (Li-ion) rechargeable batteries. However, 
in remote locations and extreme environments, such as scorching 
deserts, the frigid Artic, undersea, or hard-to-access locations, the choice 
of power source is limited to industrial-grade lithium batteries. This is 
especially true in situations where the higher initial cost of an industrial-
grade battery is marginal relative to the added value received, such as 
greater product reliability and a lower cost of ownership.

Low-power wireless devices demand specialized power
There are two main types of industrial-grade low-power devices: those 
that draw an average current in micro-amps, which are primarily 
powered by industrial-grade primary (nonrechargeable) lithium 
batteries; and those that draw an average current in milli-amps, enough 
to prematurely exhaust a primary battery, thus demanding the use 
of an energy-harvesting device combined with an industrial-grade 
rechargeable Li-ion cell to store the harvested energy.

Numerous variables must to be considered when specifying an 
industrial-grade battery, including the amount of current consumed 
during active mode (including the size, duration, and frequency of pulses); 
energy consumed during “stand-by” mode (the base current); storage 
time (as normal self-discharge during storage diminishes capacity); 
thermal environments (including storage and in-field operation); and 
equipment cut-off voltage, which drops as cell capacity is exhausted or 
during prolonged exposure to extreme temperatures. Perhaps most 
critical is the battery’s self-discharge rate, which can exceed the actual 
amount of energy consumed by the device while in operation.
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Choosing among primary batteries
Primary (nonrechargeable) battery chemistries include iron disulfate 
(LiFeS2), lithium manganese dioxide (LiMNO2), lithium thionyl chloride 
(LiSOCl2), alkaline, and lithium metal oxide chemistry. Lithium batteries 
are best suited for industrial-grade applications. As the lightest 
nongaseous metal, with a high intrinsic negative potential that 
exceeds all others, lithium offers the highest specific energy (energy 
per unit weight) and energy density (energy per unit volume) of all 
commercially available chemistries. Lithium cells operate within a 
normal operating current voltage (OCV) range of 2.7 to 3.6V. They are 
also nonaqueous, making them less likely to freeze in extremely cold 
temperatures.

Where extended battery life is required, the preferred choice is a 
lithium thionyl chloride (LiSOCl2) battery, which can be constructed 
two ways: bobbin-type or spiral wound. Spiral wound cells provide 
higher energy flow. Bobbin-type LiSOCl2 batteries deliver higher 
capacity, higher energy density, a wider temperature range (–80°C 
to 125°C), and a glass-to-metal hermetic seal to help prevent leakage. 
Bobbin-type LiSOCl2 batteries also feature an exceptionally low annual 
self-discharge rate (under 1 percent per year for certain cells) for up to 
40-year battery life.

Bobbin-type LiSOCl2 
batteries feature the 
highest capacity and 
energy density, with 
annual self-discharge 
as low as 0.7% per year, 
along with the widest 
possible temp. range of 
-80 to 125°C. Extremely 
low self-discharge 
permits low-power 
devices to operate up to 
40 years.
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Understanding battery self-discharge
Self-discharge is common to all batteries, as chemical reactions occur 
even when the battery is unused or in storage: a phenomenon that is 
highly influenced by the passivation effect. Passivation occurs when a 
thin film of lithium chloride (LiCl) forms on the surface of the lithium 
anode, creating a separation layer between the anode and the cathode, 
thus limiting the chemical reactions that cause self-discharge. When 
a load is placed on the cell, the passivation layer causes initial high 
resistance, causing a temporary voltage dip until the discharge reaction 
slowly dissipates the passivation layer: a process that keeps repeating 
each time the load is removed.

Different factors can influence the level of passivation, including 
the current discharge capacity, the length of storage, storage 
temperature, discharge temperature, and prior discharge conditions, 
as partially discharging a cell and then removing the load increases 
the amount of passivation relative to when the cell was new. While 
passivation is useful for minimizing battery self-discharge, too much of 
it can restrict energy flow.

Self-discharge rates also vary based on the type of chemistry, the 
current discharge potential of the cell, its method of manufacturing, 
and the quality of the raw materials, but most importantly by the ability 
of the battery manufacturer to control passivation so as to minimize 
the chemical reactions that cause self-discharge. As a result, a superior 
quality bobbin-type LiSOCl2 cell can achieve a self-discharge rate of 0.7 
percent per year, retaining 70 percent of its original capacity after 40 
years. By contrast, a lower quality bobbin-type LiSOCl2 cell can have a 
self-discharge rate as high as 3 percent per year, losing 30 percent of its 
capacity every 10 years, making a 40-year battery life unachievable. 

Unfortunately, it can take years for the true extent of battery self-
discharge to become fully apparent, and theoretical test data is far 
less reliable than actual historic data from in-field use. Thorough due 
diligence is required when evaluating potential battery suppliers.
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Two-way wireless connectivity demands high pulses
Remote wireless devices often require periodic high pulses to power 
two-way wireless communications. To satisfy this demand without 
compromising battery life, intelligently designed devices incorporate 
a low-power communications protocol (i.e., WirelessHART, ZigBee, or 
LoRa) along with a low-power chipset and energy-saving components, 
as well as proprietary techniques that serve to minimize energy 
consumption.

Standard bobbin-type LiSOCl2 cells are not designed to deliver 
high pulses: a challenge that can be overcome with the addition of 
a patented hybrid layer capacitor (HLC). In essence, the bobbin-type 
LiSOCl2 cell is used to deliver low levels of background current, while the 
HLC is used like a rechargeable battery to stores pulses of up to 15A. As 
an added bonus, the HLC features a unique end-of-life voltage plateau 
that can be interpreted to deliver “low battery” status alerts.

Supercapacitors are 
generally ill-suited for 
industrial applications due 
to inherent limitations, 
including short-duration 
power, linear discharge 
qualities that do not permit 
full discharge of available 
energy, low capacity, low 
energy density, and a 
very high self-discharge 
rate of up to 60 percent 
per year. Supercapacitors 
linked in series also require 
bulky and expensive cell-
balancing circuits that 
draw additional energy 
to further shorten their 
operating life.

Remote wireless 
devices often require 
periodic high pulses to 
power two-way wireless 
communications. To 
satisfy this demand 
without compromising 
battery life, intelligently 
designed devices 
incorporate a low-
power communications 
protocol such as 
WirelessHART, ZigBee, 
or LoRa.
Courtesy of Resensys



38 

AUTOMATION 2020 VOL 5

A subsidiary of the International
Society of Automation

Real-life examples using bobbin-type LiSOCl2 chemistry
Below are some representative examples of applications that can 
benefit from the use of a long-life bobbin-type LiSOCl2 battery:

Cryoegg

Researchers studying water channels up to 2.5 km deep beneath 
glaciers in Greenland and Antarctica use wirelessly connected sensors 
to better understand climate change and rising sea levels. This research 
effort relies on the Cryoegg, which was developed by Cardiff University.

The Cryoegg transmits data wirelessly via radio signals transmitted 
underwater, thus eliminating the need for bulky and expensive cables 

Researchers studying water 
channels beneath glaciers 
developed the Cryoegg to transmit 
data long distances underwater. 
Designers chose bobbin-type 
LiSOCl2 cells for their high capacity, 
high energy density, ability to 
withstand -30°C temperatures, and 
high pulse capabilities.

Courtesy of Cardiff University
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that are susceptible to damage caused by glacial movement. The 
design specification called for a bobbin-type LiSOCl2 cell due to its 
high capacity and energy density, unrivaled temperature range, and 
ability to deliver periodic high pulses to transmit data twice each day for 
approximately two years, enabling continuous monitoring of changes in 
temperature, pressure, and electrical connectivity.

The Cryoegg utilizes the same 169 MHz Wireless M-Bus radio 
technology found in AMR/AMI utility meter transmitter units (MTUs) 
for water and gas utilities. For nearly 40 years, virtually all MTUs have 
been powered by ultra-long-life bobbin-type LiSOCL2 batteries that 
enable two-way wireless communications while also delivering ultra-
long battery life to reduce the risk of large-scale battery failures that 
can overwhelm normal operations by disrupting billing systems and 
disabling remote startup/shut-off capabilities.

Mike Prior-Jones 
prepares Cryoegg for 
deployment. It uses 
the same 169 MHz 
Wireless M-Bus radio 
technology found in 
AMR/AMI utility meter 
transmitter units 
(MTUs). 
Source: Mauro Werder
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Oceantronics

Transporting large, bulky scientific equipment across the Artic can 
be physically and economically challenging. To solve this problem, 
Oceantronics redesigned the battery pack that powers its GPS/ice buoy, 
replacing an oversized pack made with 380 alkaline D cells with a far 
smaller, lighter, and more cost-efficient solution using 32 bobbin-type 
LiSOCl2 cells and four HLCs.

Achieving over a 90 percent reduction in size and weight (54 kg 
down to 3.2 kg) enabled Oceantronics’ battery packs to become far 
easier to transport via helicopter to remote icebergs located near the 
North Pole. Converting from alkaline to LiSOCl2 chemistry also extended 
the operating life of the device manyfold.

Oceantronics in Hawaii redesigned the battery pack for its GPS/ice buoy, 
replacing 380 alkaline D cells with a far smaller, lighter, and more economical 
battery pack using 32 bobbin-type LiSOCl2 cells and four HLCs. 
Courtesy Sigrid Salo NOAA/PMEL

Courtesy of Oceantronics
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Southwire

Reducing size and weight is also a major concern of utility 
line crews who spend long days climbing tall and hazardous 
towers to install line/connector sensors that monitor the 
status of electric power transmission lines. Southwire line/
connector sensors use bobbin-type LiSOCl2 batteries to 
power the collection, aggregation, and transmission of data 
via a cellular network, monitoring temperature, catenary, and 
line current to warn the utility if transmission lines go down.

Use of a bobbin-type LiSOCl2 battery enables these line/connector 
sensors to be compact and lightweight (3.5 lbs.), providing easier 
portability in extreme temperatures ranging from –40°C to 50°C. 
These batteries also provide high energy density to ensure 45+ days of 
back-up power if no line current is detected.

Higher energy demand may require energy harvesting
For applications that draw milli-amps of current, energy harvesting 
may be necessary, as higher energy demand can prematurely exhaust 
a primary lithium battery. Photovoltaic (PV) panels are the most 
common form of energy harvesting, with certain niche applications 
drawing small amounts of energy from equipment movement, 
vibration, temperature variances, and ambient RF/EM signals.

A prime example involves the 
use of a small solar (PV) panel along 
with industrial-grade Li-ion batteries 
to create reasonably lightweight 
collars to power a mesh network 
that tracks the health, location, and 
safety of animal herds. Solar/Li-ion 
hybrid systems also power parking 
meter fee collection systems 
equipped with AI-enabled sensors 
that identify open parking spots.

Southwire’s line/
connector sensors are 
used to monitor the 
status of electric power 
transmission lines.

Courtesy of Cattlewatch
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TLI-1550 (AA)
Industrial grade

Li-ion
18650

Diameter (max) [cm] 1.51 1.86

Length (max) [cm] 5.30 6.52

Volume [cc] 9.49 17.71

Nominal Voltage [V] 3.7 3.7

Max Discharge Rate [C] 15C 1.6C

Max Continuous Discharge Current [A] 5 5

Capacity [mAh] Up to 1000 3000

Energy Density [Wh/l] 129 627

Power [RT] [W/liter] 1950 1045

Power [-20C] [W/liter] > 630 < 170

Operating Temp deg. C -40 to +90 -20 to +60

Charging Temp deg. C -40 to +85 0 to +45

Self Discharge rate [%/Year] <5 <20

Cycle Life [100% DOD] ~5000 ~300

Cycle Life [75% DOD] ~6250 ~400

Cycle Life [50% DOD] ~10000 ~650

Operating Life [Years] >20 <5

Consumer-grade rechargeable Li-ion cells have a maximum 
operating life of five years and 500 recharge cycles, and operate within 
a moderate temperature range (0–40°C), with no ability to deliver 
high pulses. By contrast, industrial-grade Li-ion batteries can operate 
for up to 20 years and 10,000 full recharge cycles, with an expanded 
temperature range (–40° to 85°C), along with the ability to deliver the 
high pulses necessary to power two-way wireless communications 
(see table below).

Each remote wireless application is unique, creating opportunities 
for both industrial-grade, long-life primary lithium batteries and 
rechargeable Li-ion batteries. Generally, these applications are better 
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served by ultra-long-life lithium batteries that increase product 
reliability while reducing the total cost of ownership.

If your application requires a battery that can last as long as your 
device, then do your due diligence and challenge potential battery 
suppliers to deliver well-documented long-term test results, along with 
in-field performance data under similar environmental conditions and 
numerous customer references.

ABOUT THE AUTHOR
Sol Jacobs, VP and general manager of Tadiran, has more 

than 30 years of experience in powering remote devices. 

His educational background includes a BS in engineering 

and an MBA.
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PROVEN

40
YEAR
OPERATING

LIFE*

Remote wireless devices connected to the 
Industrial Internet of Things (IIoT) run on 
Tadiran bobbin-type LiSOCl

2
 batteries.

Our batteries offer a winning combination: 
a patented hybrid layer capacitor (HLC) 
that delivers the high pulses required for 
two-way wireless communications; the 
widest temperature range of all; and the 
lowest self-discharge rate (0.7% per year), 
enabling our cells to last up to 4 times 
longer than the competition.

Looking to have your remote wireless device complete a 40-year 

marathon? Then team up with Tadiran batteries that last a lifetime.

* Tadiran LiSOCL2 batteries feature the lowest annual self-discharge rate of any competitive battery, less than 1% per year, enabling these 
batteries to operate over 40 years depending on device operating usage. However, this is not an expressed or implied warranty, as each 
application differs in terms of annual energy consumption and/or operating environment.

IIoT devices run longer  
on Tadiran batteries.

ANNUAL SELF-DISCHARGE

TADIRAN

0.7%

Up to 3%

COMPETITORS

http://www.tadiranbat.com/


45 A subsidiary of the International
Society of Automation

AUTOMATION 2020 VOL 5

Demystifying IoT – 
Simplifying Your Digital 
Transformation Journey

By Jason Sprayberry, HMS Networks

In the scope of Internet of Things (IoT) as a change agent for industrial 
manufacturing companies, every business is on its own digital 
transformation (DX) journey. Unfortunately, for many companies 
the promise of value has still not lived up to the hype. The path to 
true positive disruption has proven risky and unclear, cluttered with 
unfulfilled promises and failed experiments—ultimately to have only 
created costly business distractions.

Fortunately, many top-performing companies have cracked the 
code and are well on their way toward their Industry 4.0 goals by first 
uncovering elusive “critical insights” used to transform their businesses—
and leverage those insights to build new disruptive business models. This 
“secret path to success” is achieved through a “Simpler Path to Success” 
method (figure 1) and the discipline of clearly defining a crawl before you 
walk mentality, building on successes—rather than rushing to do it all too 
quickly. This stepwise transformation process is rooted in layering on low-
risk “microprojects,” which can quickly prove value—creating a foundation 
of achievable outcomes on which to build the business revolution.

This simpler, lower-risk route to DX begins at the industrial edge—
the gateway used to unlock the potential value promised at the top of 
the DX mountain.
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Stepwise transformation
Where are you in your digital transformation journey? The path to 
transformation begins with a single step (figure 2).

Figure 1. Demystifying digital transformation – a simpler path to success

Figure 2. Digital trans-
formation journey 
starts at the industrial 
edge

HMS IT/OT integration differentiator



47 

AUTOMATION 2020 VOL 5

A subsidiary of the International
Society of Automation

Step 1 – Computerize
Step 1 is simply to computerize (or digitize) your assets. The amount 
of information still gathered via operator rounds with a clipboard, or 
simply just communicated via word of mouth, is incredible. Why is 
this highly manual means of information gathering so prevalent when 
the cost to digitize continues to decline? Simply put, businesses at the 
beginning of their digital transformation remain in a highly reactive 
cycle of operation. Just in time, run to fail, and good-enough practices 
seem most practical for the short term—because “that is the way we 
have always done it.”

But by looking closely, top-performing manufacturers have found 
that with even just a modest investment to get their assets properly 
digitized and instrumented, business operations become more reliable, 
safer, and more energy efficient.

Fortunately, much of the building blocks for DX are already in 
place! Most modern manufacturing companies have automated 
critical functions with programmable logic controllers (PLCs) and 
controllers used for hyper-focused tasks. The latent value of the data 
on these “islands of information” can be easily realized through simply 
connecting them to the broader infrastructure.

Step 2 – Connect your assets
After computerization, connectivity is by far the most critical enabler. A 
PLC/controller that stands alone is only valuable to its local function—
but once networked—the possibilities of realizing insights in the 
overall context of the business are limitless! Many PLCs may not have 
native networking capabilities onboard—or their communications 
are restricted to the proprietary automation system. Fortunately, 
modern industrial edge gateways and remote access VPN appliances 
act as a safe and secure way to access the device as if you were locally 
connected! Here are a couple of simple but extremely effective ways to 
leverage your connected asset.

https://www.hms-networks.com/news-and-insights/blog/iot-blog/2018/01/26/how-is-iot-data-being-leveraged-today-to-improve-quality-in-the-commercial-or-industrial-market
https://www.hms-networks.com/news-and-insights/blog/iot-blog/2018/01/26/how-is-iot-data-being-leveraged-today-to-improve-quality-in-the-commercial-or-industrial-market
https://www.hms-networks.com/news-and-insights/blog/iot-blog/2018/01/26/how-is-iot-data-being-leveraged-today-to-improve-quality-in-the-commercial-or-industrial-market
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Best bang for your buck applications to start your DX journey

1. Network PLCs for safe, secure remote access 
What can companies do when they are restricted from sending 
service personnel to service remote equipment? Any company 
facing the difficult decision of sending service technicians to 
service remote equipment should consider whether an industrial 
remote access solution might solve the problem for them instead.

 Customers should seek out a secure, IT-friendly solution for 
easily accessing remote industrial machines—as if the tech were 
directly connected. Rather than sending a service technician to 
troubleshoot a problem, intelligent remote access edge gateways 
(figure 3) provide a simple device that can be plugged into 
industrial equipment and can be quickly accessed via a secure 
connection directly to the asset. “Direct access” means that almost 
any function that can be done locally can be done from virtually 
anywhere—without ever needing a boarding pass.

Figure 3. Easy, secure remote-access solutions

https://ewon.biz/cloud-services/security
https://www.ewon.biz/products
https://ewon.biz/cloud-services/security
https://ewon.biz/cloud-services/security
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2. Remote asset monitoring (wired and wireless) 
Monitoring remote equipment in hazardous or difficult-to-reach 
locations is nothing new, but many changes in the world of 
industrial communications have enabled easy, secure, and cost-
effective connectivity like never before. Remote monitoring (figure 
4) was born out of a need to increase visibility to machines outside 
the four walls of the factory, in order to reduce unplanned downtime 
and allow virtual service calls to maintain healthy equipment.

 Top-tier manufacturing companies are realizing that orphaned 
assets represent a huge blind spot to a comprehensive digitization 
strategy. Operational technology (OT) is more closely following 
the lead of information technology (IT) by ensuring that there 
is “no data left behind.” By leveraging modern communication 
infrastructures and IoT strategies, virtually any organization can 
now more effectively centralize these islands of information.

 Given that the goal is to focus on a basic set of data points from 
which to derive key insights, an easy best practice is to monitor the 
key performance indicators (KPIs) of remote equipment. The need 
to simply check machine status and performance is a key next step 

Figure 4. Remote asset monitoring solutions
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in the digitalization journey. However, the complexity of cloud-
based dashboards, alarms, and reports from machines across 
various production sites around the world is quite daunting for the 
average manufacturer.

 Fortunately, there are advanced industrial edge gateways that not 
only provide easy remote access, but also include functions such a 
local data logging, simple calculations, notifications, and even on-
prem as well as cloud-based and app-based KPI dashboards. A few 
clicks are all that are required to set up invaluable transparency of 
critical asset details—which if properly leveraged, can make huge 
differences in operational and maintenance efficiencies.

Step 3 – Enable insights through visibility and transparency

Advanced application enablers

1. Smart maintenance “crystal ball” starts at the industrial edge

  Of course, monitoring basic machine KPIs is extremely valuable, 
but the opportunity to discover even more critical business 

Figure 5. Smart maintenance solutions

https://ewon.biz/products/ewon-flexy
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insights is just as attainable by taking the next step with more 
advanced asset analytics. Take machine health for example. 
Still looking for that crystal ball to predict problems before they 
happen? Believe it or not, it takes very little information to provide 
actionable insights. 

  Although there are certainly complex IoT systems with myriad 
new battery-powered wireless sensors designed to detect virtually 
any anomaly—most machines have existing data available. When 
properly measured and monitored, this data can be paramount 
for providing early warning indicators to avoid most impending 
problems. Assets will always tell you when they are about to fail, if 
you just listen.

 Virtually every digital transformation program has reliability and 
smart maintenance (figure 5) as a key focus, given it is typically 
the primary area with the largest opportunity to eliminate 
waste, reduce unplanned downtime, and create a safer work 
environment.

 But if so, why have so few manufacturers implemented even the 
most basic condition-based maintenance (CBM) (table 1) program 
versus “old school” operator rounds and reactive maintenance 
strategies? Well, there are untold numbers of reasons why people 
and organizations continue to do what they have always done—
but the fact of the matter is that much of the building blocks for 
intelligent maintenance already is possible on equipment today.

Car maintenance Preventive 
(time based)

Predictive
(condition based)Condition-based maintenance

Change oil 5000 miles
Oil life 66%

Health info None Warning Urgent Critical Overall life %

Overheating Low level Overheating 
and low level Actionable information

Table 1. Condition-based maintenance (CBM) – early warning indicators vehicle maintenance analogy
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 By simply capturing existing data from equipment at the edge—
along with some basic analytics, businesses can quickly unleash 
valuable insights—and begin their transformation from “fix and 
replace” to “predict and prevent” today!

What to look for in an industrial edge gateway for smart 
maintenance data enabling

 ▶ Integrated support for dozens of different protocols and fieldbuses, 
making connectivity to OT equipment easy and secure.

 ▶ Onboard data logging, monitoring, and visualization for important 
variables to be stored and utilized to enable key machine health 
insights required for equipment reliability.

 ▶ Easy integration into virtually any application including 
manufacturing execution systems and enterprise resource 
planning systems, data historians and enterprise asset 
management systems, and even IoT cloud platforms like Microsoft 
Azure and AWS IoT systems. 

2. OT/IT integration

Figure 6. Edge solutions for IT/OT integration
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 Even with the security challenges over the past several years, the 
value proposition of integrating OT data with IT systems (figure 6) is 
undeniable. Obvious advantages of cloud-based solutions include 
cost savings, data sharing, digital twins, machine learning, AI 
enablement, and the ability to recover and scale quickly. Microsoft 
Azure and AWS IoT platforms are leading the way for the IoT data 
revolution, but there is still a barrier to entry into the industrial 
systems that have prevented this from happening as quickly as 
they would like. Nevertheless, this arms race is strengthening and 
will be certain to change the landscape of industrial digitization 
quickly.

 Manufacturers can break down functional silos and deliver 
actionable insights by transparently connecting traditionally 
proprietary equipment into IT/enterprise/cloud systems through 
industry-standard technologies like MQTT, OPC UA, and REST 
web services APIs. Smart edge gateways take the guesswork out 
of integration with standard connectors to the broader industrial 
ecosystem like OSIsoft PI System, Microsoft Azure IoT, AWS IoT, PTC 
ThingWorx, Siemens Mindsphere, Inductive Automation’s Ignition, 
and more.

 But is this IoT integration a requirement for digital transformation? 
Is there a simple way to dip your toe in the cloud side of the 
DX strategy? Is there a way to easily abstract the complexity of 
connecting to proprietary and remote equipment—and seamlessly 
integrate from dozens, hundreds, even thousands of devices?

 Fortunately, the answer is yes, but is likely only possible with a 
rare breed of truly unique edge solutions with built-in third-party 
enterprise application integration and cloud-enabled technologies 
for scalable IoT deployments.

 Integrating to IT and cloud-based systems has much higher 
demands on data security, ownership, management, and scalability. 
A solution that works on a small group of devices is likely irrelevant 
when migrating the solution to thousands of sites. Another often 
underestimated consideration is data costs. Where you store the 
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data, for how long, at what resolution, with what additional value-
add services are all considerations. Even more critical for OT/IT 
integrations is the guiding principal “keep it simple stupid” (KISS). A 
well-designed pilot ensures a minimal viable approach to prove out 
the solution—toward its technical AND business goals—while also 
ensuring the rigor of massive scale is considered as well. 

Step 4 – Leverage new insights for true business disruption, 
including prediction, adaptation, and innovation
“To infinity and beyond!” – Buzz Lightyear

Step 4 is the most exciting and never-ending stage of the 
DX journey: artificial intelligence, machine learning, digital twins, 
blockchain, augmented reality, self-optimizing systems, and more. Each 
requires advanced integration with specialized application providers, 
complex architectures, and crossovers to new ecosystems. However, 
given the solid foundation built through the stepwise process, any 
company can confidently begin to exponentially expand into new 
horizons enabled through insights from the industrial edge.

Figure 7. Any asset as a service (XaaS) solutions
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One important paradigm shift through this digital transformation 
is the rise of new outcome-based services, also known as X (anything) 
as a service (XaaS) (figure 7). Solution providers are capitalizing on the 
growing requests for new revenue streams that leverage new outcomes 
built on OpEx versus CapEx solution models. Rather than budgeting for 
large capital expenses, customers are now starting to expect fully baked 
systems that are custom designed to solve specific problems—versus 
a bag full of equipment and a system integrator for execution. XaaS is 
likely to show up in many forms, depending on the provider. Machine 
builders, for example, will start to offer machine as a service (MaaS) 
with specific service level agreements (SLAs) around availability—but 
with the added benefit of rolling in their consumables, ensuring higher 
margin total sales, and increased customer loyalty. Virtual technician 
as a service, reliability as a service, or remote access as a service are 
other examples of new approaches companies are using to separate 
themselves from the competition by creating customized solutions to 
drive happier customers.

ONE-stop shopping partner who will own end-to-end 
success
Ultimately the most assured path to success hinges on choosing the right 
partner. With dozens (or hundreds) of potential edge solutions in the 
marketplace, it is more critical than ever to choose wisely. By far the most 
important criterion for choosing an edge solution provider should be:

 ▶ Does it have a proven track record of success?

 ▶ Is all technology required “built-in” (or will you be forced to 
piecemeal critical components)?

 ▶ Is it truly easy to use—or is that just slick marketing?

 ▶ Does it have custom engineering services to ensure ownership of 
the entire solution from end to end, edge to cloud, soup to nuts?

 ▶ Can you easily purchase through established distribution channels 
and get support you need from anywhere in the world?
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HMS Networks has more than 30 years pioneering IoT and has the 
broadest portfolio of edge solutions helping customers large and small 
achieve their digital transformation goals.
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THIS IS THE EDGE,
protected.

Adapt accordingly.
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By Steve Winski, SICK USA, and 
Barrie Fallon, AutoCoding Systems

The safety, origin, and traceability 
of the food we eat has become 
an area of great focus for 
consumers and those who work 
in the consumer goods industry. 
The accuracy of the packaging 
and date coding information is 
a key part of that problem. And 
yet, it remains an area where 
manufacturers consistently make 
errors, resulting in products being 
supplied that cannot be sold or 
have to be withdrawn from the 
retailer’s shelves to protect the public. 

On top of the potential safety effect these errors have on the 
general public, they also come with exponential costs in terms of 
time, resources, and product and/or packaging waste that cannot 
be ignored. The cost of a full product recall can be huge, not only in 
financial terms, but also in brand reputation. 

A recent survey stated that 70 percent of coding mistakes are 
caused by human error, with the most common mistakes consisting 
of incorrect data entry and job selection at the coding machine. One 
simple mistake on packaging lines can result in huge commercial 
damage to your business: both in financial loss and damage to brand 
and customer confidence. This is where an automatic coding and 
packaging verification system can come in handy.

AUTOMATION 2020 VOL 5

So You Think You Need to Use OCR

An alternative to using OCR for 
automatic print inspection
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Why automate your coding and packaging verification 
system
Though traceability is a primary end goal for many food and beverage 
companies, accomplishing it is not always easy. Many companies have 
track and trace systems in place that monitor and control packages and 
products, but they are often incomplete. The solution to this is finding 
a more comprehensive software and sensor solution to provide a 
complete package and product monitoring and control system to track 
and trace products throughout the facility. 

To keep up with a changing business environment, new 
technology, and demanding consumers, food and beverage 
manufacturers are acknowledging that automation must play a 
significant role in their factories to improve efficiency and reduce costs. 
As such, the need for equipment connectivity on the factory floor has 
never been more prominent. For equipment and applications to work 
together with minimal human intervention, they need to be able to 
communicate, share data, and report back on performance and quality. 

A modular sensor and software package is very effective at helping 
to meet a retailer’s code of practice related to coding and packaging 
verification. However, there are additional capabilities that can be rolled 
into packaging lines for process improvement reasons, not just for 
compliance reasons. 

By comparison, a packaging line without an automatic coding and 
packaging verification system is much more dependent on human setup 
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and monitoring activities and, therefore, at higher risk of human error. 
With no automation in this area, packaging line supervisors or operators 
are often responsible for setting up devices before the production run, 
which involves entering new data—often via a variety of user interfaces—
every time a new job starts. There is the opportunity for errors to creep in, 
such as incorrect data entry or even incorrect job selection at the device. 

Perhaps the most compelling reason to use an automatic coding 
and packaging verification system is that it can play an important 
role in product recall prevention. An emergency product recall can be 
catastrophic for a food and beverage manufacturer, involving both 
direct and indirect costs (such as reputational damage) and, in the 
most serious cases, a genuine threat to public health.

What is optical character recognition (OCR)?
For decades, optical character recognition was the cutting-edge 
technology to distinguish printed or handwritten text characters inside 
digital images. The technology traces its roots back to telegraphy, 
when physicist Emanuel Goldberg invented a machine that could read 
characters and convert them into telegraph code during the first World 
War. In the 1920s, he went a step further and created the first electronic 
document retrieval system.
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Since then, the technology has advanced and is often used in 
many machine learning and computer vision tasks associated with 
optimization and automation. For example, it is often used by Google 
Street View to recognize street signs. In the food and beverage industry, 
OCR is used commonly to read any text on a product label—from date 
codes to packaging artwork to bar codes. 

A vision system and a high-powered PC that takes an image 
of the product is typically set up on the packaging line. Prior to any 
production, the system has been taught any possible alphanumeric 
characters to ensure it can detect and read the labels properly. This 
is done primarily through segmentation, a process that breaks down 
the image by line level, word level, and character level until it has 
distinguished each character.

OCR isolates individual alphanumerical characters and recognizes 
the characters based on a comparison to a database of character 
patterns. In other words, the pattern of the alphanumeric character 
being recognized is compared to the pattern of every character in the 
database. The pattern that is the best match is selected as the character 
currently being recognized. Though OCR may seem powerful, it does 
have its limitations.

Cost of ownership

Implementing deep learning capabilities with 
OCR requires in-depth vision knowledge—
something many manufacturers do not have. 
Teaching the system to recognize the multitude 
of characters needed on a packaging line takes 
great computational power. Without expensive 
and high-powered equipment, the OCR system 
cannot operate at a fast enough pace for the 
packaging line to meet efficiency demands. To 
operate effectively, OCR needs a font library to 
match with the code it is inspecting. Therefore, 
it needs to learn every single letter from every 
single font used by the printers.
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Large margin of error

However, once the font library has been established, there is still a large 
margin for error in the detection of characters. OCR technology does 
not cope well with natural variations in print. Even a slight variation in a 
character’s position can cause a nuisance stop. The printed character may 
be completely legible, but simply not recognized by the OCR system.

Misreads and false rejects

A number of misreads can also occur with similar-looking characters. For 
example, confusion pairs often occur regardless of how well the system is 
programmed. The system often confuses the letter “B” with the numbers 
“3” or “8,” the letter “I” with the number “1,” the letter “G” with the number 
“6,” or the letter “O” with the number “0.” In addition, the numbers “6” 
and “9” are often confused with one another when using OCR. Some of 
these errors could be caused by the system itself; others may be caused 
by improper printing or obliteration due to handling. 

False rejects can also occur, even if the OCR operates with 99 
percent accuracy. For example, if an 18-character code is running at 300 
ppm, it has 5,400 character inspections per minute. With 99 percent 
accuracy, this equates to up to 54 false rejects per minute or 3,243 per 
hour. The manufacturer has to find and pick all the false rejects off the 
line—a significant waste of time and money that causes unnecessary 
rework and waste.

Frequently changing thresholds

In addition, using a traditional vision system with OCR requires 
manufacturers to frequently change thresholds whenever there is a 
changeover on the line. The values must be set by the manufacturer 
and changed manually per product. If the matched characters 
recognized by the OCR is greater than the user-defined threshold, 
it passes through. If an item does not match the threshold, the 
manufacturer often has to track back when the initial error occurred, 
resulting in a lot of rework and waste.
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Why 4Sight and inspection depth is the better choice
OCR comes with a number of limitations that can cause a significant 
amount of rework and waste on your packaging line, but there is 
another option. With AutoCoding’s extensive knowledge of coders, 
combined with the latest vision technology from SICK with the 
InspectorP series of cameras, 4Sight was developed. 4Sight is an 
automatic print inspection solution that uses a concept called 
Inspection Depth.

This is a unique feature that allows users to decide what degree of 
inspection they require, based on a specific application. As previously 
mentioned, OCR requires a vision system to be taught alphanumerical 
characters in order to recognize what it is seeing on the label. The 
4Sight methodology does not follow the usual OCR route of teaching 
fonts and fixturing within the image. It achieves much more reliable 
results, at a faster pace, and without the usual nuisance stops 
associated with OCR.
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How inspection depth works

Inspection Depth is a unique feature 
within the 4Sight application that allows 
users to decide what level of inspection 
they require, from basic code presence 
to a strict inspection of the whole 
message, including the location.

By offering users different levels 
of inspection, from simple “message 
present” to precise inspection of the 
actual code quality, users can decide 
what they will accept as a good 
quality code. The application can 
accommodate varying levels of quality 
and enables users to choose specific 
thresholds for good reads, bad reads, 
and poor reads.

During configuration, users can 
stipulate how many poor reads can 
be accepted before the message is 
deemed a bad read and rejected. This 
allows for an acceptable degradation 
of code quality in the printed message, 
while making sure the message is 
still legible through actual character 
inspection. This control of actual print 
quality is unique to the 4Sight method.

OCR is available as an option within 
Inspection Depth should a specific 
application require it, but for standard 
print inspection where line speed and 
natural variations are factors, it is not 
deemed necessary.
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Eliminating misreads and false rejects

With this solution, the frequency of misreads and false rejects 
can all but be eliminated. The flexibility of the system enables the 
manufacturer to define what is a “good read,” “bad read,” or “poor 
read” on a per product basis. Users can also specify the relevant 
action to be taken for a predetermined number of bad reads or 
poor reads, solving a problem that OCR often struggles with.

There are three different options for use: standalone, 
printer-led, or integrated. This makes it a versatile solution 
for all users. It works with any printer, irrespective of brand or 
technology, including continuous inkjet. The 4Sight software 
resides on the SICK camera and, when using printer-led 
and integrated mode, it automatically adjusts to the correct 
camera settings required when the printer’s message 
changes.

When integrated with a code deployment solution, such 
as AutoCoding, users can be confident that the message to be 
inspected is not only legible and in the correct location, but also 
accurate in its content. This gives the consumer goods industry 
a way to greatly reduce date-coding errors and downtime 
related to product changeovers.

Direct assessment
Conventional OCR solutions rely upon the ability to decode 
print through comparison to a pretaught font library or pattern. 
The decision to accept or reject is based upon whether the 
image taken by the camera matches against the pretaught 
reference—and not on a direct assessment of the code quality 
itself. These solutions suffer greatly from nuisance stops 
simply because the OCR method could not read an acceptable 
“imperfect code.”

4Sight inspects the code 
for accuracy, legibility, and 
location

Good Read: all characters 
have been located, are 
correct and legible

Poor Read: some characters 
have been identified but 
part of the code is illegible

Bad Read: most of the code 
is illegible
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4Sight offers actual inspection of code quality, using Inspection 
Depth methodology, allowing for acceptable levels of print 
degradation. The user specifies whether print will be accepted and not 
inappropriately rejected, thereby avoiding the usual nuisance stops 
associated with OCR techniques.

For more information about AutoCoding Systems and 4Sight, 
contact SICK at info@sick.com or visit our website at www.sick.com.
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Use dynamic simulation for real-time 
process and equipment monitoring

By John Roffel, Honeywell

Rigorous process simulation tools are extensively used in engineering 
projects. These tools support analysis and decision making through the 
initial project phases of opportunity identification, preliminary design, 
and detailed design.

Dynamic simulations are less frequently applied in engineering 
projects and, if used, are often specified solely to support operator 
training simulations (OTS) for process unit startup. Although the 
benefits of deploying a dynamic digital twin simulation model for 
engineering projects are well documented, it is not widely practiced, 
primarily due to upfront costs, incompatibility of steady-state and 
dynamic simulation tools, and the specialized skills set required. In this 
article, we review the requirements, value, and benefits of deploying 
a dynamic digital twin model for project analysis, decision making, 
design validation, and operational readiness to support safe and 
effective commissioning and startup, as well as ongoing applications 
for process performance management.

Practical 
Applications 
of a Dynamic 
Digital Twin
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The development of 
viable products and processes 
is often depicted as a series 
of phases ranging from the 
initial “opportunity analysis” 
to “operate and improve.” 
Individual activities during 
each phase can be highly 
iterative and, in the early 
stages, a phase gate decision 
is made to either proceed, 
revert, or abandon prior to 
progression to the next phase.

There is no one standard process for the design and execution 
of major projects, but for this discussion, we will consider the project 
development process generally applied in process industries (figure 
1). Process simulation has been a key tool in the process industries 
for decades. Historically, steady-state process simulation technology 
was utilized during the initial opportunity analysis and selection phase 
to review varying process design and configuration options to select 
a favorable design basis. During the preliminary design and detailed 
design phases, steady-state models support engineering, selection, and 
sizing of important process equipment.

Steady-state simulation results are a snapshot of the start 
and end conditions and cannot provide a realistic and credible 
indication of process behavior during transients. On the other hand, 
dynamic process simulation can predict stability, controllability, and 
intermediate process conditions during transients such as startup, 
shutdown, transitions, and disturbances, all of which can influence 
important design decisions that improve process stability, safety, and 
performance. However, inherent value aside, the widespread use and 
application of dynamic simulation within the project engineering 
discipline is still more of an exception than the rule.

https://www.honeywellprocess.com/en-us/online_campaigns/connected_plant/pages/process-simulation.html?utm_source=automationcom&utm_medium=paid-publication&utm_campaign=202010-hcp-hce-unisim-whitepaper&utm_content=whitepaper&utm_term=null
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The first applications of large-scale, rigorous, high-fidelity dynamic 
simulations have been fit-for-purpose simulators primarily focused on 
console operator startup training. These dynamic models were based 
on unique proprietary software technology that was often incompatible 
with the steady-state simulation tools used by the process design and 
engineering teams. The value of these customized training simulators 
was their replication of the detailed process control and safety system 
configurations and human-machine interface (HMI). The integration 
of the training simulator dynamic model with the operating console, 
process control system, and safety systems provided a credible and 
realistic real-world replication and experience for console operator 
trainees analogous to a pilot’s flight simulator.

The precise replication of the automation and safety system 
configuration proved extremely useful. It consistently exposed latent 
defects, opportunities for improvement, and corrective actions in the 
control and safety system performance. Dynamic simulation models 
were quickly recognized by the automation team as a valuable tool for 
control and safety system validation. As the fidelity and performance 
of operator training simulators improved, other project engineering 
disciplines also took notice, discovering the added value that rigorous, 
high-fidelity dynamic simulation can deliver through new analysis, 
design, and decision-making capabilities. Coincidentally, commercial 
simulation vendors recognized this value too, and dynamic simulation 
tools began the evolution toward a single platform, thermodynamics 
solution engine and user interface to create a suite of simulation 
capabilities applicable throughout the life cycle of the project.

With the unification of the simulation platform and the exposure 
of the dynamic simulation capabilities to a broader base of both 
users and consumers, the terms life cycle simulator (LCS) and multi-
purpose dynamic simulator (MPDS) were born. LCS recognizes the full 
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https://www.honeywellprocess.com/en-us/online_campaigns/connected_plant/pages/process-simulation.html?utm_source=automationcom&utm_medium=paid-publication&utm_campaign=202010-hcp-hce-unisim-whitepaper&utm_content=whitepaper&utm_term=null
https://www.honeywellprocess.com/en-us/online_campaigns/connected_plant/pages/process-simulation.html?utm_source=automationcom&utm_medium=paid-publication&utm_campaign=202010-hcp-hce-unisim-whitepaper&utm_content=whitepaper&utm_term=null
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spectrum of simulation capabilities, extending the steady-state design 
simulation to include dynamic simulation throughout the project, while 
MPDS focuses on the use of an evolving integrated dynamic process 
model throughout the design, development, and operational phases 
of a project to improve the entire development and deliver a flawless 
startup and commissioning outcome.

Shell’s Pearl GTL project in Qatar was a pioneer in the application of 
MPDS, or dynamic digital twin, and formerly acknowledged a complete 
suite of realized benefits to deliver:

 ▶ engineering studies during the engineering, procurement, and 
construction phase for detailed verification of engineering design

 ▶ flawless startup test of complex process control schemes, 
instrument safeguarding, and operations (trip) scenarios

 ▶ testing/verification of commissioning and startup procedures 
using simulator

 ▶ predesign of all aspects of plant operation, including operation 
under advanced process control

 ▶ periodic refresher training and testing

 ▶ certifying operators for competence

 ▶ project-related HMI training

 ▶ APC development

As the flawless startup and commissioning experiences and 
value became more widespread, many process industry companies, 
particularly those making large-scale capital investments in greenfield 
sites, took notice and accepted the challenge of how to apply dynamic 
digital twin models within the engineering project as an evolving best 
practice. Herein, we will focus on the applications and benefits of the 
dynamic digital twin throughout the project and during the continuous 
improvement activities that are prevalent during the operate and 
improve phase.
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The digital twin
In the context of MPDS it is important to understand the term digital 
twin. Digital twin terminology has been revitalized as part of recent 
Industrial Internet of Things (IIoT) trends. Modern digital twins are 
accurate digital replications of physical objects or processes that 
provide new insights into behavior and performance.

For engineering project applications, the digital twin begins 
as a future representation of the physical process, which enables 
insights, decisions, and actions that will lead to the desired 
capabilities and performance. When the digital twin is synchronized 
with its real-world counterpart, it can provide a near real-time 
replication of current conditions, providing insights applicable to 
current conditions that may be otherwise unknown. Extending 
the application to the past, a digital twin that accurately reflects 
the state of an asset at a prior point in time can provide useful 
information to understand decisions and actions which led to the 
current state. MPDS, as a tool to provide new insights, is a digital twin 
application that, when used effectively, will improve overall asset 
behavior and performance.
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Rigorous digital twins in engineering design
During engineering design and execution, rigorous, steady-state 
process simulation is a well-proven tool. It is first used during 
opportunity analysis and selection and then used heavily throughout 
subsequent phases as the simulation models are continually updated 
when engineering decisions are confirmed, and engineering data is 
defined in more detail.

Comprehensive digital twin process models give engineers a 
complete view of heat and material balances for evaluating limiting 
design cases and other operating conditions. Additionally, simulation 
is used to perform feasibility studies, assess alternative process 
configurations, and identify risks. Engineers leverage this information to 
ensure designs are safe, meet environmental regulations, and maximize 
the operational and business performance of the asset.

A steady-state digital twin 
can only provide a snapshot of 
the start and end conditions, 
while a dynamic model can 
accurately predict intermediate 
process conditions during the 
transition. With the capability 
to replicate startup, shutdown, 
the impact of equipment 
failures, and other abnormal 
conditions, a dynamic 
digital twin can better serve 
engineering design analysis, 
decisions, and outcomes that 
otherwise may not be known or 
will be discovered far too late in 
the project life cycle.

https://www.honeywellprocess.com/en-us/online_campaigns/connected_plant/pages/process-simulation.html?utm_source=automationcom&utm_medium=paid-publication&utm_campaign=202010-hcp-hce-unisim-whitepaper&utm_content=whitepaper&utm_term=null
https://www.honeywellprocess.com/en-us/online_campaigns/connected_plant/pages/process-simulation.html?utm_source=automationcom&utm_medium=paid-publication&utm_campaign=202010-hcp-hce-unisim-whitepaper&utm_content=whitepaper&utm_term=null
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The application of the dynamic digital twin can therefore support 
robust planning and design early in a project’s life cycle, at a time when 
the ability to influence changes in design is relatively high and the cost 
to make those changes is relatively low. Early use of dynamic simulation 
tools is particularly valuable for highly capital-intensive, long life-cycle 
projects. Although it may add time and cost to the early stages of a 
project, the incremental investment is minor when compared to the 
costs and effort required to make changes during later stages or, in the 
worst case, during commissioning and startup.

To best apply and deploy dynamic digital twins, it is important to 
select and deploy simulation tools that can best enable a common 
simulation platform for both steady-state and dynamic simulation 
applications throughout all phases of the engineering project. With 
the right simulation tools and end-user experience, the application 
and deployment of process digital twin models are no longer limited 
to narrow use cases but can now be extended to analysis, deployment, 
and validation activities that unlock significant incremental value 
across the complete project life cycle.

Today, most of the broad-based applications of the dynamic digital 
twin in engineering projects continue to leverage a planned delivery of an 
OTS; however, compared to the past, the engineering and development 
of dynamic models begin much sooner in the project, and as early as 
the preliminary design phase. These same models evolve into the OTS 
deliverable and, as such, much of the model development contributes to 
high-fidelity, credible, and realistic training simulation experiences that are 
so important for flawless startup and commissioning.

There are many documented successes for the application of the 
MPDS or dynamic digital twin in an engineering project. In practice, the 
applications of the dynamic digital twin recur throughout the project 
phases as the increasing level of information feeds higher fidelity and 
complexity to help refine and/or confirm the analysis and decisions that 
deliver cost savings, improve the schedule, and contribute to process 
safety, reliability, and performance. In the following section, we will 
review typical applications, their outcomes, and the value created.

https://www.honeywellprocess.com/en-us/online_campaigns/connected_plant/pages/process-simulation.html?utm_source=automationcom&utm_medium=paid-publication&utm_campaign=202010-hcp-hce-unisim-whitepaper&utm_content=whitepaper&utm_term=null
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Sizing flare and blowdown 
facilities
Effective flaring and blowdown is 
required for safe plant operation. 
During process upsets, the 
safety relief system functionality 
is vital to prevent equipment 
damage, fires, explosions, and 
injuries to personnel. The design 
of these facilities is centered 
on confidence—confidence 
that the system can handle 
the maximum design flow suitable for the entire range of possible 
operations. Dynamic simulation enables the confident study of 
controlled blowdown procedures to avoid unnecessary flow-rate peaks. 
The dynamic simulation models help improve the design of relief 
and blowdown systems through more precise calculations of relief 
loads. Often a confident reduction in the flare loads can reduce the 
capital expenditure (CapEx) for the flare and blowdown facilities while 
increased accuracy improves intrinsic safety.

Process equipment sizing
Equipment sizing is an important consideration that affects capital costs, 
controllability, turndown, and unit performance. During early phase 
analysis, it is common to specify oversized equipment, particularly when 
exact process conditions and potential transients are unknown.

As equipment size grew, so did the costs, and the need to specify 
the “right” sized equipment. During the development of large liquefied 
natural gas (LNG) trains, high-fidelity dynamic digital twins were 
introduced to study turbomachinery applications and to validate the 
size and performance of large LNG compressor train equipment. Many 
projects realized a significant reduction in CapEx, by investigating 
process transients, controllability, and stability to reduce “opinion 
engineering” of plant design, and provide “twenty-twenty hindsight 
before startup.”

https://www.honeywellprocess.com/en-us/online_campaigns/connected_plant/pages/process-simulation.html?utm_source=automationcom&utm_medium=paid-publication&utm_campaign=202010-hcp-hce-unisim-whitepaper&utm_content=whitepaper&utm_term=null
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Hazard and operability studies
A hazard and operability study (HAZOP) is a systematic procedure 
for critically examining the operability of a process. Whether 
applied during design or on an operating plant, it identif ies 
potential hazards that may arise from deviations from the intended 
design conditions.

Typically, the standard HAZOP process is completed with subject-
matter experts (SMEs) who hypothesize what can happen for each 
scenario of interest. Dynamic digital twins can enhance the HAZOP 
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process by providing a 
better understanding of 
the transient responses 
and their consequences. 
Dynamic modeling can 
also establish threshold 
values that lead to a high-
risk probability, examining 
and reexamining designs 
for safe range of operation, 
and to select and test 
risk mitigation strategies. 
Dynamic simulation results 
improve the HAZOP process 
and operational safety by 
supplementing the SME 
discussion with a rigorous 
and credible engineering 
evaluation of the dynamic 
process response.

Process stability
Complex, innovative process designs often have inherent instabilities 
that must be addressed during control and safety system deployment. 
Although instability can be managed well through the application of 
specialized advanced control schemes, these same applications are 
impractical to apply to routine nonnormal operating conditions, such as 
startup and shutdown.

A better approach is using dynamic digital twins to understand 
and address process stability during design by influencing both the 
design decisions and the understanding of process control and safety 
system requirements. Improving process stability throughout a range 
of potential process conditions can greatly reduce operational risks 
and reduce the quantity and severity of potential incidents, all while 
improving overall performance.
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Safety systems design
The validation and design of safety systems is a vital part in the 
commissioning of any new facility. Leading health, safety, and 
environmental performance are the goals of all reputable companies; 
however, since as-built safety systems are exercised so infrequently, it 
may take years to recognize, understand, and address flawed designs.

A dynamic digital twin can provide realistic real-time process 
responses across a wide range of events to help scrutinize and dissect 
safety schemes. Using defined operating scenarios, the process can be 
repeatedly operated through various upsets, such as compressor surge, 
depressurization/flaring events, and total plant shutdown.

This allows for an iterative process wherein the proposed safety 
system is tested and improved to account for all possible outcomes. 
Furthermore, the proposed changes can be reviewed by the HAZOP 
team to further investigate the operational integrity.
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Process control and safety system validation
Although early-phase design decisions facilitated by the application of 
the dynamic model will have a positive effect on automation and safety 
systems operability, the real work of process control and safety system 
engineering begins in earnest during the engineering and construction 
phase. During this phase, the process control strategies may pass 
simple loopback testing, but complex behavior and interactions are 
only experienced once connected to the process.

A dynamic digital twin can realistically exercise the control 
schemes and HMI to help identify and resolve latent issues and their 
corrective actions. Conveniently, at this stage the OTS dynamic digital 
twin application will also need to integrate the control and safety 
system into the end-user training 
simulator. This activity is often the 
first realistic testing and validation 
activity for the control and safety 
systems. Furthermore, OTS testing 
always includes a full startup 
and shutdown, as well as other 
dynamic training scenarios, such as 
equipment failures. The control and 
safety system is therefore exposed 
to rigorous testing scenarios 
that are closely aligned with the 
actual plant response, enabling 
identification and resolution of 
potential problems before they 
become expensive and time-
consuming distractions during the 
startup and commissioning phase. 
Furthermore, the tuning of controls within 
the OTS to ensure a safe and stable simulated 
startup have proven to also be directly 
applicable as the initial controller tuning for 
startup and commissioning.
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Multivariable predictive controls
The design and development of multivariable 
predictive controller (MPC) strategies are 
often left as an end-user responsibility to 
develop and deploy following startup and 
commissioning. Having MPC configured, 
tuned, and available before startup can 
incrementally drive immediate performance 
improvements. Before startup, the dynamic 
digital twin is a best representation of the 
physical asset and can be successfully used to 
support the initial MPC design and deployment. Having MPC ready and 
available immediately following commissioning can drive the earlier 
realization of important, predictable, and expected MPC benefits.

Operating procedures development
It is a difficult task to develop accurate, realistic, and credible operating 
procedures prior to startup and commissioning. The task is even more 
difficult for critical emergency procedures.

Procedures available for startup and commissioning are often vague, 
missing critical steps, or in the worst case, include errors and omissions that 
lead to unplanned incidents. As procedures are put into practice for the first 
time, the startup and commissioning teams must learn to adapt on the fly.

Experienced startup and commissioning 
teams quickly realized the OTS digital twin 
could be used as an effective and efficient 
tool for creating accurate, clear, and complete 
procedures. These same procedures could 
also be fully exercised and improved during 
simulator testing and operator training. 
Users who developed accurate operator 
procedures using the OTS acknowledged 
the contribution from the same procedures 
toward their startup benefits.
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Engineer and operator training
The MPDS digital twin evolved from the use of dynamic simulation for 
OTS systems to provide a credible and rich training experience. Some OTS 
systems are justified and used solely to support startup training of the new 
facility. Having delivered or exceeded the expected return on investment, 
these systems are abandoned in their entirety following startup.

In other uses, 
organizations understand 
the long-term value and 
maintain the OTS against 
a rigorous management of 
change process to ensure 
it continues to accurately 
reflect the real-world process 
for refresher and new-hire 
training. Lessons learned 
from process incidents 

and evolving industry best practices are then applied in new evolving 
training scenarios to ensure ongoing safe and reliable operation. The 
same OTS can also be used to safely train operations support staff, such 
as process engineers and leadership, to provide them with operational 
experiences and a better understanding of the process operations and 
its constraints and challenges. Both new and experienced employees 
benefit from ongoing and regular exposure to the OTS as the only safe 
means to develop a broad collection of experiences operating the unit 
under a variety of conditions.

The value from using dynamic simulation models for training 
is well established and contributes to a suite of safety, reliability and 
operator effectiveness, productivity, and performance benefits. Best-
run facilities have learned to extract even more value from such training 
tools by integrating OTS training interventions into their competency 
management system. By connecting competency management to 
the capabilities of simulation-based learning scenarios, the company’s 
training investments can be optimized, targeted, and deployed to 
address specific competency gaps.
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Operational excellence
During the operate and improve phase, the MPDS digital twin can 
be extended for purposes other than training. Process engineers can 
confidently use the dynamic model to evaluate the impact and benefits 
of various process changes or upgrades, such as debottlenecking studies, 
fine-tuning operating procedures, and resolving equipment constraints.

Application engineers can use the digital twin to improve control 
and optimization strategies, test the impact of proposed changes to the 
automation systems, and develop operator guidance and procedural 
automation applications. Maintenance staff can monitor equipment 
performance, comparing the simulator equipment performance with 
that of the real world.

Both dynamic and steady-state digital twins used in the engineering 
project can also be deployed for autonomous control applications, which 
can monitor and improve process and asset performance. The steady-
state digital twin is applicable to process units or unit operations where 
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propagation of unmeasured disturbances can impact the performance 
over the course of hours or days. Dynamic digital twins, on the other 
hand, are well suited to monitor performance and deliver insights for 
assets where the effects of process disturbances are quick, such as 
pumps, compressors, fired heaters, and heat exchangers.

The combination of digital twins, data, machine learning, and 
powerful analytics can support business and operational decisions 
that deliver incremental performance. Dynamic digital twins have 
been successfully used in real-time, on-line process and equipment 
monitoring. Various techniques have been deployed, from comparing 
actual and simulated performance to tracking and accumulating the 
effect of slow process transients, such as coking and fouling. Using 
dynamic digital twins in these applications provides awareness and 
details of equipment issues, the impact of current processing conditions 
on current and future performance, and actionable insights for intelligent 
operations. Ultimately, on-line digital twins reveal opportunities for 
performance improvement that otherwise go unnoticed.

The future
Although the application of dynamic digital twins has been extremely 
beneficial, there remains untapped continuous improvement 
opportunities in project execution and day-to-day operations, namely:

 ▶ the integration of automation and simulation workflow and

 ▶ dynamic digital twins for analysis and decision making

When applying dynamic simulation for control and safety system 
validation, a best practice, which for many teams remains elusive, 
is effective integration of automation and simulation modeling 
workflows. As most of their work is on the critical path, the schedule 
distraction and unfamiliarity of each other’s methodology becomes 
a barrier to effectively working together. The established practice 
maintains a separation between simulation and automation sequential 
execution plans. The simulation team continues to identify and share 
automation issues, but these are incidental and not their primary focus. 

https://www.honeywellprocess.com/en-us/online_campaigns/connected_plant/pages/process-simulation.html?utm_source=automationcom&utm_medium=paid-publication&utm_campaign=202010-hcp-hce-unisim-whitepaper&utm_content=whitepaper&utm_term=null
https://www.honeywellprocess.com/en-us/online_campaigns/connected_plant/pages/process-simulation.html?utm_source=automationcom&utm_medium=paid-publication&utm_campaign=202010-hcp-hce-unisim-whitepaper&utm_content=whitepaper&utm_term=null
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The simulation team falls back on immediate fixes, workarounds, or 
other compromises to maintain schedule and on-time delivery. What 
happens then, in practice, is incomplete process control and safety 
system testing, leading to avoidable commissioning and startup issues. 
Furthermore, the operator training simulation experience may be 
compromised, as the experience may not be a completely accurate 
replication of the automation, safety system, and HMI configuration.

The solution requires a closer look at the use of dynamic digital 
twins in the development and delivery of a high-quality automation and 
safety system configuration. The key to delivering the value and benefits 
of the digital twin requires automation and engineering contractors to 
accept the role of dynamic simulation within their project workflows and 
for the simulation team to support an efficient iterative integration of the 
same. The benefit of doing so will contribute to reducing project costs 
and improving project quality, both critically important requirements 
for the end user. The most important benefit accrued will be a high-
quality control and safety system with well-trained process operators for 
a safe and flawless startup. The application of the dynamic digital twin 
as an essential part of the automation workflow will generate project 
cost, startup, and commissioning savings that far exceed the 
complete investment in the OTS system.
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Innovative vendors, partners, and their end-user customers are 
applying dynamic digital twins as a key component of real-time digital 
transformation applications. The secure combination of data, analytics, 
and digital twins for timely and relevant decision making provides 
business, operations, and maintenance teams with new insights. 
When the digital twin is synchronized with its real-world counterpart, 
it provides a replication of the current conditions to compare current 
process performance to optimal performance. Integrated process 
and asset data, when combined with predictive analytics, can identify 
new levels of untapped productivity and insights to impending issues. 
Economic impact analysis of the opportunity helps prioritize actions to 
improve plant performance, operational efficiency, yield, and uptime.

Dynamic digital twin is a key enabler
Use of steady-state simulation in the project life cycle is an established 
best practice. Dynamic simulation has also found acceptance and value 
by end users who have experienced high performance startup and 
commissioning outcomes when an OTS was part of the project scope.

The OTS was credited with the combination of well-trained 
operators and a fully vetted and exercised control and safety system in 
delivering flawless startup and commissioning. Those who immediately 
recognized the value of the dynamic digital twin expanded their 
use to serve a multitude of applications during the project and have 
acknowledged the incremental value delivered. They have specified 
the application of dynamic digital twins in capital projects as a firm 
requirement, strongly influencing various engineering teams’ workflow 
to accommodate the use.

Successfully using dynamic digital twin applications in project 
development is dependent on using simulation technology and related 
tools with the following key attributes:

 ▶ robust, high-fidelity, first principals–based, steady-state, and real-
time dynamic simulation models within the same simulation 
platform and a common user experience

 ▶ dynamic simulation tools that have a credible and realistic capability 
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to connect to or simulate the 
actual real-world control and 
safety systems using native 
system configuration files without 
modification

 ▶ OTS control and safety system integration activities, tools, and work 
processes are amenable to efficient integration with the iterative 
automation integration, testing, and validation workflow

 ▶ simulation technology with a track record and clear vision of 
applying both a consistent set of tools and capabilities for both 
steady-state and dynamic digital twin models throughout the 
project, including autonomous analysis and decision making 
during the operate and improve phase

The benefits of dynamic digital twin applications are realized by:

 ▶ right and fast capital expense savings through optimized equipment 
sizing and schedule improvement due to minimizing rework

 ▶ higher-quality project execution that delivers flawless startup and 
on-target operational performance capabilities with a competent 

AUTOMATION 2020 VOL 5
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operations staff and few latent design defects during startup and 
commissioning

 ▶ better day-to-day performance of the asset through a reduction 
in the frequency and severity of abnormal situations via safer and 
more stable processes, an effective operating procedure, and a 
trained and competent workforce

 ▶ operational excellence that drives a culture of continuous 
improvements to proactively improve in real-time reliability, 
productivity, and performance

The dynamic digital twin is a key enabler in delivering high-
performing process assets. The benefits are immediately realized 
via a safe and flawless startup and continue to accrue during the 
operate and improve phase. With the current focus on IIoT and digital 
transformation initiatives, the application of dynamic digital twins 
can substantially improve performance and the return on investment 
through efficient and realistic analysis and decision making for 
engineering, operations, and maintenance.
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