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IIoT and Smart 
Manufacturing Revealed
Smart manufacturing can have many facets. How technology is applied 
depends on the needs of the user. One manufacturer may rely heavily 
on vision and artificial intelligence (AI) coupled with machine learning 
(ML), while others use tools to maximize overall equipment effectiveness 
(OEE). However, these solutions should not be considered as siloed 
technologies. Many solutions can—and should—be brought together to 
craft a holistic smart manufacturing landscape. 

ISA–International Society of Automation debuted the IIoT & Smart 
Manufacturing Conference in May 2021 as part of ISA’s Virtual Event 
series. The day-long virtual event brought together end users and 
experts from around the world to exchange advice and insights on 
smart manufacturing implementation, digital transformation, and 
manufacturing intelligence across multiple vertical industries. Select 
sessions from that event are captured here. 

Introduction

https://isaautomation.isa.org/virtual-events-program/
https://isaautomation.isa.org/virtual-events-program/
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Transform Your Operational 
Data Into Actionable Insight 
with ICONICS Smart 
Manufacturing Solutions 

HYBRID EVENT
iconics.com/connect2021

INSPIRING INNOVATION FOR A NEW ERA
ICONICS Connect 2021 Hybrid Event will ensure you stay connected to the 
latest and greatest digital transformation technology. Our guest speakers 
will highlight new advances and emerging technologies in automation 
software that businesses need to be aware of and implement to stay 
relevant and profitable.

ICONICS delivers Azure-based software solutions for operational 
excellence and Industry 4.0 initiatives. Listen to your factory 
like never before, with these solutions to increase efficiency 
and productivity:

Improve asset utilization by identifying 
production bottlenecks more quickly 

Increase the capacity of your existing assets by 
pinpointing the causes of unplanned downtime 
and improving operational efficiency

Leverage best practices by comparing line-to-line 
and plant-to-plant performance, including 
real-time OEE measures

Lower the total cost of ownership                                    

https://iconics.com/Events/Featured/Connect2021
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TREND 4. Digital Manufacturing Architecture Provides Visibility

Smart manufacturing and manufacturing intelligence start with taking best practices from 
different industries, in different applications, and discovering how they can be applied 
in new situations. There’s a lot of good intelligence and thought leadership about how 
to efficiently and effectively optimize systems in these different places. We try to utilize 
those best practices across a wide variety of applications.

Manufacturing intelligence begins with a discussion around overall equipment 
effectiveness (OEE), and what it means to you and your business. It is the gold 
standard for measuring manufacturing productivity, as it identifies the percentage 
of truly productive manufacturing time. An OEE score of 100% means a company is 
manufacturing only good parts as fast as possible with no stop time. In the language of 
OEE, that means 100% quality (only good parts), 100% performance (as fast as possible), 
and 100% availability (no stop time).

The importance and usefulness of OEE comes from its aggregate benefits. Consider an 
example from the hypothetical company, for example:

• Universal Widgets Inc. manufactures and sells widgets in boxes of 10 @ $2.50 per 
box (each widget delivers $0.03 net profit).

• The manufacturing line has a nominal throughput of 200 widgets per minute.

• The line runs a five-day, three-shift, 24-hour operation with three hours of 
scheduled breaks per day.

• Based on the above, at 100% OEE, the line would generate $6.00 profit per minute, 
$360 per hour, and $7,560 per day.

Manufacturing Intelligence Manufacturing Intelligence 
Begins with OEEBegins with OEE

A CONTEXTUALIZED VIEW OF GLOBAL PLANT 
OPERATIONS ENABLES OPERATIONAL EXCELLENCE.

By Jotham Kildea, ICONICS
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Given that most lines run at an OEE significantly below 100%, every 1% improvement is 
substantial. In the above scenario, 1% improvement will result in a $75.60 increase in net 
profit per day, $378 per five-day week, and $18,144 per year (48 weeks). Suddenly, if you 
can improve by 1%, why not by 2%, 5%, 10%, or 15%?  There’s serious money to be made 
and serious opportunities to be had in focusing on OEE and really drilling down into those 
availability, performance, and quality metrics, which is why it is so critical to understand 
what’s going on in your processes and drive the opportunities for savings.

Asset utilizationAsset utilization
When ICONICS deploys software solutions, one of the things it likes to focus on is asset 
utilization—understanding and getting a good grasp on what the machine is supposed 
to be doing and how it is performing. How is it meant to be used optimally? What are the 
detractors from that? What’s causing bottlenecks? What’s causing loss of opportunity in 
that utilization? That’s the key to understanding asset utilization.

ICONICS also looks at the existing infrastructure and pinpoints where various downtime 
events come from. What changes might be possible to reduce those stoppages and 
improve the utilization of the equipment you already have? What can you optimize out of 
that equipment?

That leads to a lot of cross-equipment and crossline correlations: Looking at the 
performance in similar pieces of equipment across different lines, different facilities, 
and the cross-sectional analysis that goes with it. The goal is lowering the total cost of 
ownership while driving up the productivity and capability from your equipment.

Insights from process dataInsights from process data
ICONICS software typically receives process data from programmable logic controllers 
(PLCs), usually via an OPC UA or a Modbus interface. In addition, manufacturing execution 
system (MES) layer data is brought in, which usually comes via a representational state 
transfer (REST) application programming interface (API) or an open database connectivity 
(ODBC) connection. Although different protocols may be used, the end goal is the same: 
Bring data together so you can start driving insights from that data.

A typical software deployment is a cloud-based system, although it works with on-
premises applications as well. It depends on what’s appropriate for a particular project. 
Whether it’s on-premises or cloud, data is accessed and read from the system through 
a browser-type interface. It’s flexible in that you can put whatever you want in the user 
interface (UI), and in how you navigate. It runs in a thin client, so you don’t have to think 
about how to deploy new versions and updates to users. They just connect to that URL, 
and all information comes from the server automatically.

“The wide variety of open protocols “The wide variety of open protocols 
out there is why it’s so important to out there is why it’s so important to 
anchor your deployment on such a anchor your deployment on such a 
flexible platform.”flexible platform.”
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Layers of visualization Layers of visualization 
Application flow. A flow diagram of a roller chain manufacturing line is shown in Figure 
1. This is an example of an amalgamation of projects that were picked because they 
represent aspects of a nonlinear process. There’s sharing of utilizations between the 
presses and the heat treatment furnaces. It will not always be a step-by-step process, but 
it makes it more interesting for how you analyze the data.

Multi-site analysis. Something that plays perfectly into the higher level, multi-site 
analysis is deriving insight from the data across multiple facilities, trying to determine why 
one site is performing better than another site in certain circumstances (see Figure 2). 
Sometimes, these might be legitimately attributable to different problems. Otherwise, it’s 
something you can drill into to find interesting trends or patterns.

There won’t be a consistent protocol in use across all sites. Different sites have different 
MES, PLCs, and different hardware manufacturers and vendors. The wide variety of open 
protocols out there is why it’s so important to anchor your deployment on such a flexible 
platform. That’s going to be key to being able to derive insight and being able to get into 
the data.

High-level understanding. What we’re striving toward is normalizing the data and 
abstracting away the nuances of what original data source it came from. This where you 
can gain a high-level understanding of what equipment is running, what’s the status, 
what’s the downtime, what’s the performance of all these pieces of equipment, regardless 
of their manufacturer or their data protocol (see Figure 3).

Visualization optimization – manager. A top-down plant floor view and real-time 
visualization of the data is shown in Figure 4. This is something that might be seen from 
a more supervisory level, but it can be useful in these projects because it has some 
interesting insights. Users don’t necessarily need to see all the data all the time. That’s 
why certain elements are only shown or made available within a specific visual context, 
which provides a good opportunity for decluttering, or optimization.

Typically, visualization would be filtered according to the security of who’s logged in. 
Maybe the quality assurance users will see certain sets of data. The maintenance team 
will see different pieces of equipment. Depending on what your responsibility or role is 
within the organization, you might have a filtered look at that view.

Visualization optimization – operator. Drilling a bit further down, what an individual 
operator might see at a process cell, as shown in Figure 5. This view was chosen because 
it provides more understanding about how you can capture the raw data needed for 
proper OEE analysis.
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Figure 1: Flow diagram of a roller chain manufacturing line. Courtesy: ICONICS

Figure 2: Multi-site view. Courtesy: ICONICS
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Figure 3: High-level overview screen. Courtesy: ICONICS

Figure 4: Top-down plant floor view and data visualization. Courtesy: ICONICS
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Capturing data automatically or manuallyCapturing data automatically or manually
Coming from the software perspective, in an ideal scenario, all the availability, 
performance, and quality events should ideally be captured automatically from the PLC—
something that requires no manual input, no man-hours to adjust the data. However, 
ideal is not always the case. Frequently, there will be a scenario where some data can be 
captured automatically. For example, most manufacturers can capture downtime events 
for certain machine-related failures.

Manual input is still required in many situations, however, where the operator must 
provide information into the system to explain a downtime event. They might partition 
that time to indicate a certain amount of time was used waiting for maintenance to fix 
the problem. A certain amount of time was spent waiting for the actual repair to occur. 
More time was used on the startup cycle before the equipment is ready to run again. With 
these downtime issues, you need to track them and do so delicately; it’s important to 
have all those different slices of information attributed properly.

The user interface in Figure 5 also shows historical downtime events that have not yet 
been attributed to a cause. The machine doesn’t know why the downtime occurred, but 
the operator does. This UI allows the operator to click on events and annotate them. That 
could be happening immediately, or it could also be something that happens after the 
fact, when they have a spare moment or at the end of the shift. This form of manual data 
input is extremely valuable and helps to ensure that the result—the dataset that goes into 
the final OEE calculation—is accurate and complete.

Figure 5: Line operator interface, process cell. Courtesy: ICONICS
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Quality control and SPCQuality control and SPC
In addition to availability and OEE, another important metric is statistical process 
control (SPC). SPC involves taking measurements of equipment performance over time, 
distributing them into subgroups and samples, and analyzing them to determine the 
standard deviation and range of values from a trend, as well as the specification and 
control limits for them (see Figure 6). Noisy data has been deliberately introduced in this 
example to indicate what happens when there is poor performance data.

Rather than analyzing the data at the end of a shift or at the end of the day, SPC is about 
being able to capture it when something goes wrong and correct and report quickly. 
Because you get immediate events when something is outside of control limits, such 
alarms can notify people immediately to take corrective action. You don’t have to wait until 
the aggregate data is tabulated much later in the shift to realize something went wrong.

Figure 6: SPC analysis view. Courtesy: ICONICS
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Real-time visualization vs. reportingReal-time visualization vs. reporting
Alarm visualization can be important from a maintenance perspective. Often, you can 
capture data coming from PLCs and remote terminal units (RTUs) and take action on it. 
Sometimes, failures can be corrected entirely from the visualization; you don’t actually 
need to go to the equipment. You can correct the performance metrics from the UI. Other 
times, the visualization might tell you what needs to be corrected and what tools or what 
parts you need to take with you to that equipment.

The interface is helpful when drilling into the real-time data for the equipment and seeing 
what’s going on leading up to a failure. That information might be instructive to the 
maintenance person who will fix that issue, which is another great way to extract useful 
insight from the information.

In a line overview visualization or dashboard view (Figure 7), you can drill in further and 
see the detailed data. This is the result of combining data from the automated systems 
and the manual user input. But it’s also a scenario where you could bring in data from a 
third-party manufacturing execution system (MES).

Maybe there’s a dedicated scheduling service or a batch management system you work 
with. How do you get that data? How do you normalize it in such a way that we can merge 
it with your real-time process data along with your manual input data from operators and 
users, so you can have a complete picture of the application? Behind the scenes is a tool 
we call AnalytiX-BI. It does a lot of cross-sectional data analysis so you can query from 
dataset A to dataset B to dataset C and it meshes well.

Many times, when projects are deployed, people are predominantly looking at Figure 7 
as a real-time dataset. If, while in a morning meeting, someone says, “What happened 
yesterday? What do we need to do to do better today?” the traditional answer is, “Let’s 
run a report and get that.” However, if you have this dashboard, you have the capability to 
see the data live. If you need the raw data, the dashboard offers direct export capability. 
(By right-clicking on the chart, users can export data to various formats such as CSV, 
TXT, HTML, or Excel.) This is ideal for an ad hoc report. The software also has a tool 
for pre-configured reports that accommodate a structured data format. Data can be 
parameterized from the reporting engine based on batch, machine, or other relevant 
criteria. 
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Figure 7: Line overview visualization. Courtesy: ICONICS

https://iconics.com/
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By Thomas J. Burke and Rob Ruber, Mitsubishi Electric

IIoT is a disruption that’s coming faster than you think,  
but there’s never been a better time to make your data  

work for you.

Real-time monitoring and analysis of production data. Predictive maintenance. Insights 
into efficiency and process improvements. Remote troubleshooting and collaborative 
repairs. Unattended “lights out” production. Whether you call it Smart Factory, Industry 
4.0, the Industrial Internet of Things (IIoT) or e-Factory, the reality is, “digital is do or die.” 
According to the 2019 Annual Manufacturing Report by KPMG:

• 91% of manufacturers feel positively that data from connected machines will 
inform decision-making and reduce costs

• 74% feel Smart Factory Technology will streamline internal company processes 
from the shop floor to the top floor, but…

• 27% of manufacturers have no plans for adopting Smart Factory Technology

“Industrial communications networks are the basis of an 
efficient factory.”

Leveraging Live  Leveraging Live  
Production Data Production Data 
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According to Impact, digital transformation in manufacturing is falling behind other 
industries. Only one in five small and mid-sized manufacturers (SMBs) consider 
themselves highly prepared to address the emerging business models the Fourth 
Industrial Revolution bring. They say, “SMBs, which comprise 98.43% of all manufacturing 
firms in the US, need to take a good look at their digital maturity and assess whether they 
have what it takes to grow and succeed in the future.”

Forbes says, “Many companies have started digital transformation initiatives, but still 
don’t have a fully connected shop floor for sending useful data across the enterprise.” 
Data is already available, but these companies haven’t put the technology in place to use 
that data effectively.

What technology is required to leverage data? Forbes says this list likely includes:

• The need for connected assets

• All the technology in one platform to easily collect that data, process and analyze it 
and

• The ability to share the data with stakeholders

McKinsey says an agile (or smart) manufacturing plant can improve operational 
performance by 30-50%. With so much to gain, why are so many manufacturers dragging 
their feet?

Figure 1: Embracing Industry 4.0 is all about converging the data from the shop floor 
with the data from the top floor. However, neither OT nor IT are set up to translate and 
interpret data in real-time. As a result, companies have enormous volumes of unfiltered 
data instead of knowledge that drives action.
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SEPARATING DATA FACT FROM DATA FICTION

One reason manufacturers are falling behind other industries in digital adoption is the 
perception that leveraging live production data is too difficult, too time-consuming and 
too costly. Many manufacturers also feel “it’s only for the big guys” and…“it can wait.”

While these perceptions may have been true at one time, none of them are true today 
— especially the last one. PwC says, “IIoT is a disruption that’s coming faster than most 
companies think. Those that fail to act now risk being left behind — and will face a real 
struggle to catch up.”

The good news is there’s never been a better time to make your data work for you.

Data collection sensors are cheaper and are now being embedded in devices

OEM devices are smarter — some are no- or low-code and offer plug-and-play 
interoperability

Wireless networks make it easier to collect and analyze data at the edge of the network

Cloud computing is safer and more accepted by manufacturers

Analytics are better thanks to advances in artificial intelligence and machine learning

Data visualization platforms make data accessible and meaningful for different 
stakeholders

But the great enabler of Industry 4.0 is CC-Link IE TSN, the first open industrial network 
gigabit Ethernet bandwidth.

The CC-Link Partner Association (CLPA) says, “Industrial communications networks are the 
basis of an efficient factory. They allow different devices to share data, regulate processes 
and operations and gain actionable insights on productivity and other key performance 
indicators (KPIs).” CLPA says CC-Link IE TSN technology provides the highest network 
performance currently available. It outperforms other networks in terms of bandwidth, 
transient data transfer, response time and network data capabilities.

Mitsubishi Electric was the first in the industry to adopt CC-Link IE TSN enabled devices 
that are ready for this new technology. A recent technology report by Smart Industry 
found that the majority of users say they are on the look-out for new networking 
infrastructure that can boost performance. In addition to enabling Industry 4.0, CC-
Link IE TSN gives manufacturers freedom of choice in using devices and machines from 
different vendors. The technology also offers backward compatibility with existing CC-
Link IE networks. That’s why many industries are embracing it and many automotive 
manufacturers are standardizing on it. CC-Link IE TSN enables seamless connectivity from 
the smallest sensor all the way up to enterprise-level systems.

CC-Link IE TSN provides universal connectivity for integrating operational technology (OT) 
and information technology (IT). Embracing Industry 4.0 is all about converging the data 
from the shop floor with the data from the top floor. However, neither OT nor IT are set 
up to translate and interpret data in real-time. As a result, companies have enormous 
volumes of unfiltered data instead of knowledge that drives action.

Industrial PCs (IPCs) for edge computing bring the benefits of IIoT by enabling companies 
to collect data and control devices in real-time.

https://www.pwc.com/gx/en/technology/pdf/industrial-internet-of-things.pdf
http://am.cc-link.org/en/downloads/CLPA-A/Documents/Gigabit%20Debate%20Whitepaper.pdf
https://www.putmanmedia.com/wp-content/assets/si_pandebook.pdf?utm_medium=email&_hsmi=95496219&_hsenc=p2ANqtz-8HbWbfT_Z7pjWbA8J25GwSRJIs8JyG5wpAzXoAVijFNRvf0KJfYQNbwE02X4Mr1iCWB8n5Kohndg8PU4TVZIfJfVMSEdZDv8fBzh3vgtn17HQjdT4&utm_content=95496219&utm_source=hs_automation
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IT’S TIME TO GET A LITTLE EDGY

“Edge computing holds the key to IT/OT integration.” So says Christian Nomine of 
Mitsubishi Electric Europe B.V. Christian says you need to do more than simply connect 
the operational technology of the plant floor to the information technology of the 
enterprise. Edge computing is the essential middle layer between devices and business 
applications.

Edge computing is located on the edge of the manufacturing floor. It operates between 
the cloud and data collection points such as sensors, drives, PLCs and robots. Edge 
computing is complementary to cloud computing. Manufacturers need both. With edge 
computing, manufacturers can easily monitor data across the entire production floor, 
enable real-time diagnostics and remotely monitor connected devices.

When data is sent to the cloud, manufacturers can get the bigger IIoT picture needed to 
improve plant productivity and enterprise profitability.

Industrial PCs (IPCs) were created specifically for edge computing. New state-of-the-art 
IPCs combine real-time equipment control with high-speed data collection, processing, 
diagnosis and feedback in a single system. With IPCs for edge computing, OEMs and 
manufacturers can:

Connect operational technology (devices, machines, systems and networks) and 
information technology (MES, ERP, etc.)

Collect real-time data from new and legacy systems (CNCs, PLCs, Robots, Sensors, DCSs)

Visualize data with dashboards that feed HMI screens for local and remote monitoring

Analyze data on the edge and in the cloud and feed advanced enterprise platforms with 
relevant machine data

Optimize performance through overall equipment efficiency (OEE,) KPIs and preventive 
maintenance.

Ultimately, IPCs let manufacturers bring intelligence to the factory floor and the business, 
so they can make better and more informed decisions.

Figure 2: Mitsubishi Electric industrial PC MELIPC Series offers new value in  
edge computing.
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LIGHTS OUT PRODUCTION FOR CNC MACHINES

Machine monitoring is the quickest way to improve performance of CNC machines 
and free your operators to do other work. With CNC data collection and monitoring, 
manufacturers can find the bottlenecks, eliminate inefficiencies, improve product 
development and build competitive advantage. A new Integrated Machine Analytics (IMA) 
mobile app allows users to monitor multiple CNC machines simultaneously through 
MTConnect, an open standard that enables universal connectivity. The app is designed 
for Mitsubishi Electric CNC control machines, but it will work with any MTConnect-
compliant CNC.

Now business owners, maintenance managers and operations supervisors can remotely 
monitor CNC machines. Essentially, data is taken from MTConnect compliant controls 
and sent to a server. The server takes data from machines, translates the data into the 
MTConnect standard form and then pushes information to the cloud where data can be 
accessed by users in an easy-to-understand format with SMS text push notifications.

Real-time CNC machine monitoring on control mode, control state, program and 
overrides also enables:

24/7 manufacturing or “lights out” production

Rapid response to alarms

Improve overall equipment efficiency

Many industrial organizations are still capturing data on paper or in spreadsheets. The 
ability to collect, aggregate, translate and visualize data is the key to success over the 
next 5-10 years. Think of all the companies that waited too long to get on the digital 
bandwagon. (Kodak and Blockbuster come to mind.) Don’t delay. 

“Industrial communications networks 
are the basis of an efficient factory.”
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WEBINAR: HOW MANUFACTURERS ARE MAKING THEIR 
FACTORIES SMART

Are you a supplier who’s confused about all the technical innovations 
necessary to deliver the right products for smart factories and your customers’ 
digital transformation? Are you an end-user that wants to use products from 
a multitude of vendors and have them interoperate so you can more easily 
achieve your automation goals? Are you or your customers struggling to share 
and use data among separate OT and IT systems?

Get the insights and information you need by viewing real-world examples of 
digital transformation in “How to Automate and Make Your Factory Smart!,” 
a new webinar sponsored by Mitsubishi Electric and Automation.com, a 
subsidiary of the International Society of Automation. 

This webinar reveals practical implementations of digital transformation and 
data integration so industrial users can realize the value proposition of a 
smart factory. Real-world examples include CNC machine monitoring at Siam 
Kobuta, data collection from conveyors and crushers at rock quarry, system 
integration of a robotic palletizing system and more. Speakers include Rick 
Caldwell of SCADAware Inc., Dr. Habib Rehman of Iconics Inc., Mariana 
Alvarado of CC-Link Partner Association (CLPA-Mexico) and Tom Burke of 
Mitsubishi Electric Automation. 

ABOUT THE AUTHORS

Thomas J. Burke is the Global Director of Industry Standards for Mitsubishi Electric. He 
leads the strategic development and adoption of networking standards, including the 
adoption of Mitsubishi Electric’s open networks solutions. 

Rob Ruber serves as a senior product manager at Mitsubishi Electric Automation, 
responsible for the control & visualization product offerings. 

https://www.automation.com/en-us/assets/webinars/webinar-leveraging-innovation-digital-transform
https://us.mitsubishielectric.com/en/
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Artificial Intelligence in 
Manufacturing is a Reality

Trained from real-world examples, AI just needs 
data. A camera powered by AI software can 
achieve a 100% visual quality inspection without 
having to train people in either traditional or deep 
learning machine vision.

By Dr. Max Versace, Neurala

Artificial intelligence (AI) is transitioning toward real-world applications. One of the sectors 
having the biggest impact is manufacturing. The manufacturing cycle doesn’t move 
quickly all the time. But that has changed in the past few years. AI is starting to make its 
way into manufacturing—AI that pertains to the subset called “deep learning,” which is 
another term for neural networks.

The global AI market has skyrocketed in terms of compound annual growth rate (CAGR). 
Deep learning is the technology driving this massive increase. Among the deep learning 
technologies you can build and deploy is one you can leave on premise, on a small piece 
of hardware inside your manufacturing environment, without having to rely on cloud 
computing capabilities. That’s the kind of AI leading the charge in manufacturing.

In the long path from the beginning to the lights-out manufacturing scenario, today we 
are in the so-called “visibility” stage (see Figure 1). We can collect data and view it. We 
can collect a lot of data from sensors, cameras, and other edge devices deployed on 
the manufacturing floor, and we can begin to make sense of it. Going from visibility to 
understanding or transparency, the key is having a process that makes sense of the data. 
Unless you want a human to be devoted 24/7 to making sense of this data, the natural 
candidate for this is AI.

Computerisation
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Industrie 4.0 Maturity Index (Achatech Study)
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TransparencyConnectivity

Industrie 4.0DigitalisationFigure 1: We are currently 
in the visibility stage. 
Courtesy: Neurala



 IIoT & SMART MANUFACTURING INSIGHTS 22

In the backdrop of this revolution, there are many other trends everybody knows have 
been going on for a long time. Pressure has been on manufacturing for many years to 
rely on fewer humans, increase efficiency and productivity, and maintain or improve 
quality while reducing waste. In AI, and especially in automation, this general framework 
is important because there is less availability of qualified workers. Up to 2.1 million 
manufacturing jobs will be unfilled through 2030, according to Deloitte. As these jobs 
remain unfilled, the output of existing manufacturers needs to increase, and there is an 
opportunity for automation and AI to make up for the deficiencies.

Thankfully, AI can be injected virtually everywhere in the production line. From the  
intake of raw materials and the production of goods, to their packaging, palletization  
and shipping.

Figure 2: AI can be injected 
everywhere from the 
intake of raw materials to 
the production of goods, 
to their packaging, and 
to their palletization and 
shipping. Courtesy: Neurala

UNDERSTANDING AI
AI has been around for many years, but there are essentially two distinct ways of building 
and deploying it. Historically, traditional approaches to AI—also called good old-fashioned 
AI—have been difficult to implement and deploy due to complexity and cost. However, 
deep neural network AI is being applied more recently and is seeing a tremendous 
applicability and success.

Figure 3: Bottle cap inspection. Courtesy: Neurala
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How do the two types differ? Consider the idea of inspecting a bottle cap (see Figure 3). 
You want to know if a cap is defective or not. On the left, notice a traditional AI decision 
tree, which is one of the algorithms used in AI for many years. Is the object a cap? Is it 
roundish or not? Does it have a dent? If so, is the dent horizontal or vertical, and so forth. 
You can go up and down this decision tree and understand where in this branch you 
are. Depending on what you do, you end up with an answer and you can get a result of a 
defective or healthy cap. Radically different is the approach of neural networks, which is 
like the way humans or animals learn—through example, through data.

The intelligence of the programmer or the design of the AI system is not building these 
decision trees, but it’s designing an algorithm with the power to learn from example. All 
you need to do as an AI user is collect a fairly large number of data points or pictures of 
a healthy cap or unhealthy cap and teach it to the system. You don’t have to handcraft 
anything in terms of rules. The system learns in an unsupervised fashion, how to 
distinguish between a healthy and an unhealthy cap.

There is a big difference in the amount of programming or reprogramming needed 
between traditional AI or traditional machine vision and deep learning, which makes the 
two solutions different in terms of expenses. Traditional AI requires a lot of time and 
money to program. Deep learning is simple, it’s cheap, and it works really well. Traditional 
AI and machine vision work well in predictable environments, but they fail in more 
unpredictable environments, which tend to be more the norm than the exception in the 
manufacturing space.

TRAINING AI
Deep learning can be trained with large amounts of data and excel at tasks—such as 
subjective quality assessment—which are typically hard for traditional machine vision. Is 
this surface healthy or unhealthy? Are all the parts in place?

AI can be injected virtually 
everywhere in the long 
path from the intake of raw 
materials to the production 
of goods, to their packaging, 
and to their palletization 
and shipping. Additional 
automation and AI can be 
sprinkled in all these stages.
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You can train a vision inspection automation (VIA) system, with little data. You can present 
a few thousand images and begin your AI journey, and you don’t have to know anything 
about AI. It’s easier to use than Photoshop—load some images, press a few clicks on the 
screen, and you’re all set.

Fortunately, deep learning neural networks can be trained from data. They tend to be 
more robust. As long as you collect a certain amount of data, the AI system can apply to 
many different scenarios, even if there is variability, because it’s trained from real-world 
examples. You can get to work with your AI system in three simple steps:

• Choose a 3-D camera, or any TV camera.

• Acquire a few images and tests.

• Refine and deploy your solution in the field.

AI USE CASES
We have either deployed solutions or are in pilots to deploy in multiple industries. 
Applications range from electronic components, consumer packaged goods (CPG) 
packaging, to material and logistics automation. Here are some actual applications. 

Surface inspection. A surface inspection is almost a paradigmatic qualitative 
assessment. Is this object a piece of wood? Is this bread surface good enough or not? 
These determinations are hard to define with traditional machine vision because there is 
a large variation of hard-to-quantify defects. Vision AI can quantify these subjective quality 
assumptions and avoid the issue of new personnel coming in at shift change—the quality 
assessment changes with the person. This means you can have a consistent answer to 
your quality assurance questions. You can also reduce reliance on human inspections.

PCBA inspection. In other use cases such as electronics and hard-to-program 
automated optical inspection (AOI) machines, especially in low-mix, high-volume 
environments, AI can ensure all components are correct, in the right place, and in the 
right orientation. If you have a low mix, high volume use case, you can use one of these 
machines. But what happens in the opposite case in low-volume and high-mix?

In this instance, vision AI can be used to set up multiple regions of interest quickly and 
inexpensively in the printed circuit board assembly (PCBA) within the same image. You 
can create a mini brain or a mini eye that looks at specific components on the PCBA and 
be able to quickly configure and reduce the overall inspection costs. This is much simpler 
and easier to use than the AOI machine. It’s less expensive and can be used in the high-
mix and low-volume situation where traditional AOI machines are prohibited.

In use cases such as hard-to-program 
automated optical inspection machines, 
especially in low-mix, high-volume 
environments, AI can ensure all 
components are correct, in the right place, 
and in the right orientation.
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Food packaging information. Another use case is food packaging information 
management to make sure everything is properly labeled. Perishable items come into 
the warehouse with production and expiration dates. The traditional solution is to give 
a human a handheld optical character recognition (OCR) device to scan the box. From 
there, they are able to determine whether or not each package is correctly labeled. But if 
something were to go awry, downtime could last for four hours with costs adding up to 
as much as $260,000 per hour. This means that preventing downtime is imperative. The 
good news is industrial machines come with a variety of sensors that can be used to set 
up an AI brain that monitors machine operation.

We are currently piloting machines that build coffee pods for a company in Europe. We 
learn from the machine what a physiological environment is, or what a physiological 
parameter range is for that product for that production run in just a few seconds. Then 
the machine can alert the operator if it is derailing based on the temperature reading, 
pressure, humidity, and so forth.

What our customers have found is AI is more efficient than even humans or cameras in 
capturing defects. The camera might not catch a defect in a coffee pod, but the AI will be 
able to catch it and communicate it to a human, even before visual inspection occurs.

Figure 5: Advantages of vision AI. Courtesy: Neurala
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FINAL THOUGHTS
In manufacturing, AI is a reality today (see Figure 5). With the help of AI, manufacturers 
can achieve a 100% visual quality inspection rate. What’s more, AI is easy to deploy. 
Software like VIA means manufacturers can who have not worked with AI before can 
train and use vision AI to identify defects in products or packaging on the production line. 
And, with the ability to run directly on existing hardware on the factory floor, VIA makes 
AI accessible to industrial automation users who prefer not to rely on internet access or 
connectivity to the cloud. As a result, manufacturers can keep their data on the factory 
site, without concerns about privacy or lag time that are typically associated with cloud 
deployments.

And, with less data required and faster training, VIA automates quality inspection 
processes that were previously not viable—improving inspection rates, decreasing human 
intervention, and allowing smaller batches to be inspected.
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Most of us were born and have worked during the third industrial revolution. However, 
we are now in a transformational moment in many companies, where we as professionals 
must be aware that we need to go through the fourth industrial revolution. It is necessary 
to go through the digital transformation journey to the fourth industrial revolution to 
achieve Society 4.0, which follows the environment, social, and governance (ESG) agenda.

Operational technology/information technology (OT/IT) convergence is the first step 
toward digital transformation. This article examines insights connecting the technology and 
strategy and begins by discussing the evolution of society and the industrial revolution.

OT/IT Convergence:  
The First Step Toward 
Digital Transformation

There are many steps on the journey toward 
digital transformation. Some have been 

made; other are yet to be made. However, 
the first step is OT/IT convergence.

By Victor Venancio, IHM Stefanini Group
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As industry and society evolve together over the centuries, we are living in a new 
moment of transition, where we moved from the third to the fourth industrial 
revolution and from society 4.0 to society 5.0, where the ESG theme is the path to a 
better society.

Figure 1: Digitalization and Industry 4.0 are enablers for the digital transformation. 
Courtesy: IHM Stefanini Group

In fact, it is not easy to all organizations to find their inflection point and leave the same 
technologies, processes, culture and business models that they were adopting during 
all the years of the third industrial revolution. To identify this inflection point, the board 
of directors and C-levels must to realize that this is a crucial issue for the company, and 
the middle management, together with all employees, must be aligned to execute both 
agendas ( Digital Transformation and ESG ).

Aligning the concepts 
Unfortunately, most industries are still operating in the Industry 3.0 era. It isn’t means 
that these companies don’t  have high tech solutions, however, they are still not using 
strategically the data from industrial and corporate areas to create new business 
models or new sources of monetization. While this is a problem, there also are many 
opportunities for us as professionals and as organizations. How can we support the 
companies we work for to start the digital transformation journey?

First, we need alignment or clarification about the terminology. 

Digitalization does not equal Industry 4.0, which does not equal digital transformation. 

“Digitalization” is when we convert analog signals to digital on the industrial plant 
floor, adopt computer systems in corporate areas like the offices, and start to get 
data. Digitalization is different from Industry 4.0, which is when we adopt emerging 
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technologies for operational efficiency, maintenance, asset management, and energy 
efficiency and start to provide data connectivity, which is different from digital 
transformation. 

Digital transformation is an organizational design where technology, process, and culture 
are aligned to impact business models, create new revenue streams, and transform the 
entire organization, including relationships with stakeholders. In fact, digitalization and 
Industry 4.0 are enablers for the digital transformation (see Figure 2).

Figure 2: Terminology: Digitalization and Industry 4.0 are enablers for the digital 
transformation. Courtesy: IHM Stefanini Group

Many people misunderstand the terms “digitalization” and “digital transformation” . 

It’s important that we are clear about these terms. “Digitalization” impacts the 
department, the operations, and the use of data in the departmental environment. 

When we talk about Industry 4.0, we talk about competitiveness. The impact is in the 
automation, the platform, and the system data integration.

When we talk about digital transformation, we are impacting business models, industry 
sectors and the value chain, changing the organizational design. 

We use emerging technologies from Industry 4.0, digitalization and conventional 
technologies to execute digital transformation. 

When we talk about the fourth industrial revolution, we are talking about impacting 
nations, the society, the environment, and changing our way of life. The fourth industrial 
revolution, are expressed in all transformational movements that are impacting the world 
nowadays, like smart cities, energy transition, Industry 4.0, urban mobility, digital health, 
digital transformation, and many others.
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We are lucky to be alive during this transformation period. It’s an exciting moment, but it 
brings a lot of risks and also opportunities to all of us. How can we take advantage of those 
opportunities? Automation is present on all those terms, whether it is digitalization, Industry 
4.0, or digital transformation, automation is there in the industrial and corporate areas, and 
make even more important the automation professional and institutions like ISA.

First step toward digital transformation 
As previously stated, OT/IT convergence is the first step toward digital transformation for 
industrial-based organizations, because no one makes the digital transformation journey 
without reliable data and access to strategic information that can impact the business. 

It’s not my intention to list every emerging technology from Industry 4.0. Rather to share 
details of some of the emerging technologies that are impacting our industries, it is 
important to pay attention to process. It doesn’t make sense to adopt massive technology 
for processes that are not Lean or are not optimized. 

Lean manufacturing in the plant floor, Lean office in the corporate area, agile 
methodologies, Kanban, Six Sigma and so on, are crucial for a successful digital 
transformation journey.

It’s important to rethink the organizational design, performance dimensions, the mindset 
of the employers and employees, and then create the field for an open innovation 
approach for the entire organization. So, Culture is also important to ensure a successful 
digital transformation journey.

Three organizational dimensions
The three organizational dimensions are the back office, the middle office, and the  
front office.

The back office is where most of us from industrial automation are involved with the 
OT systems. We are talking about the industrial assets in the plant floor, industrial 
automation systems, logistics, maintenance, and so on. However, when we talk about 
digital transformation, it doesn’t make sense to only make investments in technology for 
the industrial plant floor, we need to also take care of the middle office, departments like 
finance, accounting, HR, supply chain, shared services, and so on. We also need to take 
care of the front office, which are the departments in touch with the clients that supports 
the business area, like sales, marketing, services, communications — these are the 
environment that IT supports.

“In the digital transformation journey, we 
must ensure data is flowing through the 
three organizational dimensions of back 

office, middle office, and front office.”
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TREND 3. Worldwide Industry 4.0 Initiatives

In the digital transformation journey, we must ensure that reliable data is flowing through 
the three organizational dimensions: back office, middle office, and front office. 

In an environment that uses data from everywhere—internal data from the organization 
and external, structured and non-structured data, data from the historian, and real time 
systems—, we also must pay attention to the governance of all these data and ensure 
that the risks of cyber-attacks are minimized as much as possible. 

When we talk about digital transformation, we must consider a proper strategic approach 
on the technology, processes, and organizational culture, being developed simultaneously 
in the three organizational dimensions ( Back, Middle and front Offices ). 

Figure 3: Three organizational dimensions in an industrial-based organization. Courtesy: 
IHM Stefanini Group

One of the reasons that around 70% of digital transformation journey fail according 
to McKinsey, certainly is because the leaders keep focus just in technology, leaving 
process and culture out of the digital transformation roadmap of initiatives. Even worse, 
the technologies are applied not aligned with corporate strategy, and not in the three 
organizational dimensions. So, we need to stop calling any IT or OT project as Digital 
Transformation!!

If there is no potential to impact business models nor create new revenue streams, it 
is not digital transformation. It can be digitalization or the adoption of some emerging 
technology from industry 4.0.

In the digital transformation journey, we must ensure data is flowing through the three 
organizational dimensions, otherwise the organization will not achieve a real digital 
transformation. You may be doing a digitalization, you may apply some emerging 
technology from Industry 4.0, and this is great for competitiveness or to improve 
operational efficiency. However, if you make investments only on the plant floor ( OT 
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systems ), you will not transform the business as a whole. An effective 
digital transformation need to impact the organization in total.

To do that, we follow three waves; the first wave is the corporate 
strategy analysis. We must have a strategic vision, where we analyze 
the business plan, where the organization wants to go, how to achieve 
the innovation to ensure business growth and so on. The second wave 
is the Digital Transformation execution itself, which is done in the back, 
middle, and front offices. The third wave is the results. It is necessary to 
deliver innovation that impacts EBITDA (earnings before interest, taxes, 
depreciation, and amortization). [EBITDA is a measure of a company’s 
overall financial performance and is used as an alternative to net income 
in some circumstances. EBITDA does not include the cost of capital 
investments like property, plant, and equipment.]  Without positive 
impact on EBITDA, it is an indication that there was a failure on the digital 
transformation journey. It is important to C-level and management team, 
to demonstrate the impact of the financial results, and avoid the to apply 
technology for the sake of technology.

Industrial-based organizations are structured considering three strategic 
layers: operational strategy, business strategy and corporate strategy. 

Automation systems always were related to operational strategy, being 
part of regular activities from the maintenance engineer, automation 
engineer, production engineer, technicians, and so on. However, with the 
extreme competition environment and tight business margins recently, 
automation became considered as a tool to create competitive advantage 
for the organization. In addition, with exponential improvements of 
digitalization and emerging technologies from industry 4.0, this topic 
moved from operational to corporate strategy and is now considered 
as digital transformation for the C-levels. They are focused on digital 
transformation because they have a complete understanding of the 
organization ( Back, Middle and Front offices ) and the competitive 
advantage for their business can be generated from OT ( Operational 
Technology from Back office ) and IT ( Information Technology from 
Middle and Front offices ). Here is the reason why iso important to execute 
the OT/IT convergence in an industrial-based organization: it is the first 
step towards digital transformation and creates sustainable competitive 
advantage for Data-Driven organizations. 

Assessing digital transformation maturity level 
To identify the digital transformation maturity level in an industrial-based 
organization, answers to the following four basic questions can lead 
to the creation of a sustainable competitive advantage through digital 
transformation. 

Question 1. Are the industrial plant and corporate areas automated? 

If the answer is no, the organization has a competitive disadvantage 
because your competitors for sure has automation implemented already. 
So, automation is an urgent initiative to be taken as soon as possible. If 
the answer is yes, OT/IT convergence is a possibility, and we can go to the 
question #2.
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Question 2. Is there OT/IT convergence? 

If the answer is no, the company has a competitive parity because any company can have 
automation, and it’s not difficult to get it. Being necessary just to have skilled personnel 
and budget to automate. Those who answer no may only receive a temporary competitive 
advantage because again, to execute OT/IT convergence, it is something some companies 
are doing already; it’s not so difficult to execute. However, if the answer is yes, there is 
OT/IT convergence, the company has data available to became a data-driven organization 
and we can proceed to the third question. 

Question 3. Is the company adopting some emerging technology from Industry 4.0? 

Sometimes the answer is yes because there is a visionary or early adopter in the 
maintenance department or engineering that took part of their budget and made an 
investment in Internet of Things (IoT) or a virtual reality solution for a specific demand, 
but it’s not necessarily aligned with the corporate strategy. If the answer is no, the 
company has a temporary competitive advantage. Those who answered yes, then we can 
proceed to the fourth question

Question 4. Is the organization extracting value from systems integration and making 
strategic use of data they are collecting?

 If the answer is no, they have a competitive advantage that is not being used. It’s not a 
surprise to get a lot of answers indicating that several companies are accumulating data, 
however, they are not extracting value from the data they are storing. Unfortunately, 
it happens a lot. If the answer is yes, this company is really creating a sustainable 
competitive advantage through a successful digital transformation journey.

Figure 4 and 4.1 indicates the digital transformation maturity level, and the digital 
transformation readiness relation with the sustainable competitive advantage the 
organization can achieve. If your company has automation only, it has a low level of 
competitive advantage and a low maturity level for digital transformation.
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Figure 4: This graphic indicates the key questions to identify the digital transformation 
maturity level,. Courtesy: IHM Stefanini Group

Figure 4.1: Digital transformation maturity level, expressed based on a DT readiness Vs 
Sustainable Competitive Advantage creation. Courtesy: IHM Stefanini Group
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When the company execute OT/IT convergence, increase the sustainable competitive 
advantage generation and the digital transformation readiness. It’s extremely important 
to develop / adjust the organizational culture and optimize processes during this journey. 
The other step is the adoption of the emergent technologies from Industry 4.0, and the 
last one is the industrial control system ( ICS ) and enterprises as planning ( ERP ) data on 
the Cloud, where we can use data analytics, machine learning, artificial intelligence, and 
then your organization is ready to go through digital transformation.

It’s quite normal to have companies only investing in automation and thinking they are 
going through digital transformation without following these steps. It’s recommended 
to follow all those steps to have a base for real digital transformation. Data integration 
from plant floor to the corporate system (ERP), following the ISA 95 standard, is the place 
for digital transformation. If the company doesn’t have integration of that data, they are 
leaving a lot of information that can help create new revenue streams and maybe new 
business models on the table (see Figure 5).

Figure 5: This graphic shows the OT/IT convergence based on ISA 95 standard. Courtesy: 
IHM Stefanini Group
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How can we execute the OT-IT convergence: The first 
step toward digital transformation? 
Most companies still have mechanistic organizational structure that creates silos. There 
is a silo for the plant floor where data comes from instrumentation and is accumulated 
in control systems like manufacturing execution systems (MES), process information 
management system (PIMS), supervisory control and data acquisition (SCADA), and 
distributed control systems (DCS), but in most of companies, this data is used only to 
keep the process variable (PV) under control and in safety situations. On the other side 
of the organization, there is the silo from the corporate area where tax, accounting and 
finance, and human resources accumulate their data in the enterprise resource planning 
(ERP) system such as SAP, Oracle, and others. 

In many companies, those silos are still work independently or not so integrated. 
There are departments that support the C-level, and those that support services to the 
client. It’s important to create zones such as the convergence zone, where we take all 
the relevant data from IT and from OT on this OT/IT convergence zone, with a lot of 
governance controlling the data coming to the “data lake” in an environment with a lot 
of cybersecurity attention. The main purpose of this, is to use specific algorithms, data 
analytics, machine learning and artificial intelligence that can deliver reliable information 
to the C-level to make better and faster decisions and to give to the departments that 
support the clients, the possibility to achieve operational excellence and offer a better 
experience to the clients ( CX )  (see Figure 6).

Figure 6: OT/IT convergence zone scheme. Courtesy: IHM Stefanini Group
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OT/IT convergence architectures 
There are basically three network architectures that combine enterprise architecture 
and industrial network: where there is no OT/IT convergence, intermediate OT/IT 
convergence, and full OT/IT convergence (see Figure 7).

Figure 7: Typical architectures on industrial-based organizations: Enterprise architectures 
and Industrial network data connectivity. Courtesy: IHM Stefanini Group

No OT/IT convergence. The architecture of a typical manufacturing organization will 
indicate primarily manual data input. Data goes through the industrial plant to the ERP 
system manually through email, SharePoint, FTP, Excel spreadsheets, and someone typing 
into the ERP. There are many companies still doing that in the world. Companies with 
this situation are with lowest maturity level to execute digital transformation and must to 
identify their inflection point as soon as possible to survive on the competitive market.

Intermediate OT/IT convergence. The architecture of a typical high-end manufacturing 
organization will indicate moderate convergence. Companies typically take data from 
the plant floor through MES, PIMS, and are already using some business intelligence 
(BI) and Data Analytics for some specific departments, having the data exposed in data 
visualization systems and dashboards. This situation is enough for several companies 
because it brings more data to be converted in information to make possible take better 
decisions, however, the organization is not extracting the maximum value from the data. 
It is typical of companies that already identified their inflection point from third industrial 
revolution to fourth industrial revolution (see Figure 1 to remenber).

Full OT/IT convergence. An organization with full OT/IT convergence is ready for digital 
transformation. It makes strategic use of data; the data flows to the three organizational 
dimensions—the back, middle, and front office—which can be on premise and or 
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preferably on the Cloud in an environment where OT and IT cybersecurity is strongly 
enforced. Companies’ leaders in its segment markets are already with this architecture, 
extracting the maximum of the data and leveraging new business opportunities. 
Important to highlight that just this architecture and technology are not enough to 
execute digital transformation, It is necessary to optimize processes and adapt the 
organizational culture to execute an effective digital transformation. However, companies 
with this architecture, has the highest digital maturity level and are ready to execute the 
digital transformation.

Aligning the three organizational dimensions
In this example, each face of this cube represents one department in one organizational 
dimension. In the middle office dimension, It’s normal to have finance using one solution, 
accounting another, HR another, and so on (see Figure 8), even they are using an ERP that 
concentrate data. In the back office dimension, it is normal to have areas in the industry 
using Siemens, other areas using Rockwell, or Schneider, or ABB, Emerson, Mitsubishi 
Electric, etc, depending on the EPCM contractor. In the front office, some branchs in 
specific countries are using salesforce, other countries are using other CRM, differente 
digital marketing platform, and etc…, It happens in several organizations. 

To execute digital transformation, we need to work on these three organizational 
dimensions simultaneously. How we do that? We need to use enabling technologies to 
integrate data properly, no matter if it is conventional technology, emerging technology 
from Industry 4.0, or disruptive technology being developed for some startup.

Figure 8: Three organizational dimensions represented by this cube where each 
department in one organizational dimension need to be integrated. Courtesy: IHM 
Stefanini Group
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The companies need to act on the three organizational dimensions—back, middle, and 
front office— simultaneously and must be aligned with the corporate strategy, where 
the culture, vision, mission and values are expressed and the strategies to impact 
EBITDA are indicated. 

A Digital transformation strategy must be aligned with corporate strategy because it 
shall cover the entire organization, not only industrial or marketing areas for example. 

To execute digital transformation in a more frictionless way, each organizational 
dimension needs to be with their own data organized and integrated before goes to OT-
IT convergence (Figure 9).

There is a specific digital transformation framework, using data from everywhere ( 
inside and outside the organization, structures and non-structured data, historian and 
real time data). 

With this analogy of the cube in Figure 9, before we reach digital transformation, we 
need to organize all departments in each organizational dimension to make possible to 
proceed with a digital transformation journey. 

When we execute the alignment between the three organizational dimensions, 
and the three pillars of digital transformation—technology, process, and culture—
simultaneously, the organization is ready to grow and execute the digital 
transformation strategy. 

Figure 9: Digital transformation framework. Courtesy: IHM Stefanini Group
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Conclusion
As automation.com is a global information resource, it is important to highlight that 
digital transformation suffer a big impact of culture. This means the organizational 
culture, but also the country culture. It is very important to analyze the cultural 
dimensions of each country where the digital transformation strategy will be executed. ( 
we can have another article to discuss just this topic ) 

No make sense automate process which are not lean or efficient. It is very important to 
optimize process before investing in technologies (conventional, emergent from industry 
4.0 or disruptive). 

You can invest millions in amazing technologies, however, technology itself does not 
transform your business. Improve operational efficiency in the plant floor or have a great 
digital marketing campaign are very important, however are not enough to transform the 
entire organization. If the mindset / culture and business models are the same that were 
being used during the third industrial revolution, there is no guarantee that this same 
formula will sustain the company in the fourth industrial revolution.

The first step towards digital transformation in an industrial-based organization is the 
OT-IT convergence, that makes possible access data from industrial, corporate and 
commercial areas, integrating them, and delivering valuable information that allow 
the company’s leaders to take better and faster decisions, and when those decisions 
are taken in a shorter time, more margin and profit are generated to the organization, 
impacting directly the EBITDA. This is the value that digital transformation brings to all 
organizations in the end.
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