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INTRODUCTION

The lines have blurred between control systems (OT) and the 
corporate information technology (IT) systems, and the process is 
far from over. Process control and industrial automation staff have 
to focus not only on processes and their performance, but also on 
managing the systems, networks and security that support them. Sometimes, the IT 
people available to help don’t fully understand the needs of the industrial space. 

In this Industrial Cybersecurity eBook from Automation.com, we focus on the 
latest insights and initiatives changing the landscape of cybersecurity. From the 
formation of the new ISA Global Cybersecurity Alliance organization to a call for 
applying automation techniques to industrial cybersecurity alarm floods, OT and IT 
professionals are collaborating and learning from each other like never before. 
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#WhatsYourBoldIdea

Innovation Days: 2019 Foxboro and Triconex User 
Groups explore the latest industrial automation and 
safety technology through two dedicated programs 
tailored to our users.  Join hundreds of Schneider 
Electric customers, industrial automation and safety 
experts, industry partners, technology experts, and 
executives to create the future of process automation.

schneider-electric.us/innovation-days
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Redefining Industrial Modernization: 
A History, Philosophy and Legacy 
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By: Michael Martinez, Schneider Electric

What is modernization? It often means completely different things to different people. If you 
ask an automation system administrator, a process engineer, an I&C technician or a site 
manager, “modernization” can refer to an upgrade, a replacement, system maintenance, the 
addition of new capabilities, an expansion—or something completely different. 

To unify our understanding, I propose a new definition that recalls the original purpose of 
automation: Industrial Modernization, noun, the identification and enablement of a future 
more valuable than today.

As an automation consultant, I see modernization as a philosophy that involves the creation 
of a vision for the future and the development of a strategy to navigate your way to that future 
building upon the value of the present. To do this, you must capture the benefits of modern 
technology, overcome the challenges and obstacles of legacy systems, and mitigate the risks 
associated with our processes and technology—all while capturing measurable value to your 
business at each step.

A Brief History of Automation

To understand where we are today, we first have to look back at where we came from (see 
the timeline to the right and on the next page). Originally, automation and process control 
served to perform repetitive, high precision, critical and/or potentially unsafe activities in our 
processes. This allowed us to automate those activities and grow our businesses through 
improved quality, throughput, compliance, profitability and other key performance indicators 
(KPIs). 
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The first systems started out as independent indicators (pen trends, loop controllers 
and the like) that were enabled by hydraulics, pneumatics, mechanical linkages 
and electromechanical technologies. Those were then supplemented, and in some 
cases,replaced, by digital control systems. Automation investments were tied to process 
improvements and corresponding business improvements. Then things changed. 

The introduction of commercial off the shelf (COTS) technologies in the 1980s redefined the 
automation industry, turning the discussion between automation systems suppliers and plant 
process owners upside down. What was once a collaborative discussion about enabling new 
capabilities and overcoming challenges or mitigating risks was now a presentation on the 
newest features and functions of the latest automation platform. 

At this time, the technology was rapidly advancing. The availability of data, the integration 
of systems, and the optimization of processes was all now within reach. A new world of 
possibilities was opened to the process control staff and site management. There was only 
one thing slowing them down—the capabilities of the existing automation platform.  

Technology-Driven Modernization

The 1980s was when The Technology-Driven Modernization Age had begun. It was and, in 
some cases, is still a time of great excitement and technological innovation. Several times 
a year, suppliers would release new features and functions into the market and the process 
control staff and site management would quickly find ways to integrate them into their 
processes. 

In addition to the quickly advancing COTS technologies, each supplier had developed 
its own proprietary tools, techniques and protocols to enable them to take advantage of 
technical advancements by developing new capabilities for their own loyal followings. The 
development of standards and practices would come around later to level the playing field. 

Not unlike the American automotive industry, each brand had its own following with 
aftermarket add-ons, tweaks and tricks to get more performance out of their system. It was 
not uncommon (if not encouraged) to show them off at tradeshows and user conferences. 

Fortunately, the beginning of the Technology-Driven Modernization Age coincided with a 
growing, flourishing economy. Even though automation investments still required a level of 
justification, process control staff and site management were constantly being challenged by 
the business management to find new ways to contribute to the growth of their organizations. 
More and more, companies looked to technology in business and automation to give them an 
edge in their own competitive markets.

As time progressed, and as the advancements in technology accelerated, there were 
additional challenges placed on the process control staff to grow in both skill and 
responsibility. The standalone controllers had evolved into a sitewide group of automation 
systems connected on switched networks sharing data with corporate business systems. 
Now, instead of singular focus on the processes being automated and their performance, the 
focus was shared with managing the systems, networks and security. Lines were beginning 
to blur between control systems and the corporate IT systems. 
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With the growing skills required to manage, configure, operate and optimize these systems, many companies decided 
to slow down and reassess the automation systems. They began scrutinizing their staffing requirements and their role in 
the business. The development of standards, practices and changing regulations around automation, and the processes 
automation controlled, added further demands on the already overburdened process control staff.

While automation suppliers continued to grow their offerings, the economy shifted in the early 2000s, leaving process 
control staff and site management struggling to justify automation investments with shrinking capital and operations 
budgets. The technology that was once seen as necessary was now being challenged with the bigger question of the 
value of the automation investment itself.

On the Shoulders of 
Giants

It would be unwise not to 
recognize the advancements in 
technology, the investments of 
capital and resources, and the 
contributions of the individuals 
and institutions that brought us 
to the modern age of process 
automation at the turn of the last 
century. These were profound, 
and they forever changed the 
entire industrial landscape. But, 
in an age of apps, smartphones, 
streaming entertainment and 
social media, it can be difficult 
to recruit the next generation 
of automation professionals who may 
have never known a world without 
the Internet, Google, or free same-
day delivery without sounding like a 
stereotypical grandparent, “When I was 
your age ...”

The truth is that many of the automation systems in operation today are still operating at the vintage they were left at 
during the Technology-Driven Modernization Age of the 2000s. Many are somewhere between 20 and 50 years old, on 
proprietary or obsolete COTS platforms, and at various stages of integration. 

Like proud grandparents who have kept up the family car to eventually hand it down to our grandchildren, we are 
appalled when we are told that you can’t get parts for it, you don’t have the tools or knowledge to work on it or, worst of 
all, you just don’t want it but you’ll take it as a trade-in on a new electric car! There is value in the knowledge of history 
and what has been created to date, but what should be the legacy of automation?

Is the legacy you leave that grandchild the well-kept family car and any burden it may impose on them? Or is it in 
teaching them how to drive and experience the freedom to explore and grow? Returning to automation system 
modernization, is the legacy we leave one of a well-kept system with any of the burdens it imposes? Or, is it the effective 
use of technology to create value for our companies? 
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“Sustain Obsolescence” 

“Be Proactive” 

”
• Hesitant to Upgrade
• Limited Availability
• Specific Issue Forces Action

• Detailed Lifecycle Workshop
• Comprehensive Lifecycle Plan
• Continually Evaluate

RISK

RISK

+

-

In the early 2000s, lines began to blur between control systems and the corporate 
IT systems. So instead of singular focus on the processes and their performance, 
the process control staff also had to focus on managing the systems, networks 
and security. Changes in the economy also meant technology that was once seen 
as necessary was now being challenged, questioning the value of the automation 
investment itself.

In search of balance
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I would argue for the latter. Unpacking the previously-suggested definition 
of Industrial Modernization — The identification and enablement of a future 
more valuable than today—maybe we can find our legacy. There are three 
key components to the definition: identification, value and enablement.

Identification. As we look to the future of automation, what could, or 
should workers be doing to be more effective in our facilities? With 
continuing advancements in technology, the possibilities continue to 
advance and change. How are we using advancements such as IIoT, 
artificial intelligence, machine learning, mobile technology, intelligent 
devices and analytics to create more value for our businesses?

Value. This may sound simple, but how will we define and measure value? 
We may always think of profitability, product quality and safe operations 
but in our modern world, the things we value and how we measure them 
are expanding. In today’s business climate, values like sustainability, 
carbon footprint, energy management, environmental impact and others 
are becoming just as important. How can we use technology to improve all 
the ways we measure value?

Enablement. This is where we find both the challenges and opportunities 
for automation professionals in the future. Having identified a vision for the 
future and defined how we will measure the value of that future, how will we 
effectively get from where we are today to where we want to be? How do we retain as much of the value of the current 
technology as possible? How do we implement the necessary changes with the least disruption to our business? How 
do we measure value along the way to make sure we’re making sound automation investments?

While lifecycle management of existing systems is important, I hope that this new definition of modernization makes it 
possible to create value-based and cyber secure automation enablement strategies that take your businesses into a 
better future, building upon the foundations of past automation investments, and leave a legacy of measurable value. 
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About the author:

Michael Martinez, manager of Digital Transformation for Schneider Electric, has more than 28 
years of experience in the process and automation industry. In his current role, he is responsible 
for leading a team of consultants focused on supporting a customer’s digital journey through 
the development of value-based and cyber secure strategies for future automation planning and 
investments.  

Need help on your modernization journey? Email us to engage with our consultation team.

By asking and answering questions in 
three key areas, it is possible to create 
value-based and cyber secure automation 
enablement strategies that create a legacy 
of value.  

Creating a legacy
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SCADAfuse protects your PLCs by ensuring 
they only take the right instructions from 
the right sources at the right times.

Your plant, your manufacturing line, your process control. 

SCADAfuse gives you real automated protection, quickly and 
inexpensively.  Take action, make the leap from the wild west to the 
rule of law across your network.  Designed and built in the USA.

No specialist security knowledge required
Native integration with your SCADA HMI
Up and running in as little as 1 hour
No rebuilding of your network required
Automated learning of relevant network activity
Priced to allow for easy spend and gradual deployments

REAL PROTECTION, 
NOT JUST PRETTY PICTURES
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Using Automation Techniques to Improve 
Cybersecurity
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By: Marty Edwards for Bayshore Networks

Note: This article is sponsored by Bayshore Networks and was prepared by Marty Edwards in his personal 
capacity. The opinions expressed here are his, and he is solely responsible for them. This article does not 
necessarily reflect the positions or viewpoints of the International Society of Automation or the Automation 
Federation.

I often wonder why, as automation professionals, we don’t apply our skills and techniques in automation to help us solve 
our cybersecurity challenges. If you have heard me speak at a conference or event, perhaps you will recognize this topic 
as a passion of mine, which I want to expand on for you today.

Many companies are investing in hiring cybersecurity resources to specifically address the security of Industrial Control 
Systems (ICS) and/or Operational Technology (OT) but, even with these investments, there are still many organizations 
that are woefully understaffed in this area. A lot of automation professionals (including me in the past) have been “dual-
hatted” with additional cybersecurity responsibilities on top of their day-to-day automation engineering duties.

At the core of automation is the underlying premise that we 
can use automation to reduce the overall labor requirement 
for a specific task, or to bring additional quality, safety or 
consistency measures to the operational process that we are 
trying to control. It is about time that we pivot our thinking and 
start to apply these most basic of automation principles to 
assist us in addressing current and future cybersecurity challenges. Cybersecurity threats are not going to go away. In 
fact, they continue to expand and grow at alarming rates and without automation to assist us, we are going to fail.

Cybersecurity threats are not going to go 
away. Without automation to assist us, we are 

going to fail.
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Cybersecurity technologies that are specifically designed for the ICS/OT environment have become mainstream. We 
have much more insight into the data transiting our networks—which of course, if analyzed properly, can provide us with 
valuable information about the security posture of these networks and systems. However, this insight comes with a huge 
challenge:  We essentially are at the point of information overload, where the asset owner is completely overwhelmed 
with the sheer amount of data coming in. 

Isn’t there a way to achieve automated protection—to ensure that the flood of incoming data is handled automatically 
and correctly—to make a plant or process more cyber secure? I think there is.

 Flood of alarms

The myriad of cybersecurity sensors that can be deployed within the ICS/OT environment creates mountains of data that 
mostly comes in completely unstructured, either as entries in log files or alerts arriving through the particular security 
vendor’s management console. There is some limited level of integration between different security applications, but for 
the most part these are still what I would consider vendor-specific unstructured data flows.

This should sound familiar to an automation engineer. I recall—when I was doing a lot of Distributed Control System 
(DCS) upgrade and migration projects in the early 1990s—that often the consulting engineers would ask the client, “What 
alarm settings would you like on this sensor or loop?” When the client failed to respond, the most logical choice from 
a legal perspective was to turn on all of the alarms at their 
default settings. 

For example, a typical loop would have a LOW alarm, a HIGH 
alarm, and a DEVIATION alarm if the loop was operating 
too far away from setpoint. This would mean that if you had 
several thousand loops in a typical process area, you would 
have several more thousand of potential alarm points that 
may not actually have provided you meaningful or important 
information.

This caused phenomena such as alarm floods, where we would be dealing with so many alarms coming into the control 
room that the processing technology available to us wouldn’t be able to keep up. This resulted in the need to slow down 
to a point where we were missing alarms—which was not safe.  

Industry responded by investing a lot of effort in alarm management and prioritization so that we could ensure that the 
highest priority alarms would be seen and heard, and that the so-called “nuisance alarms” were quelled.

Integration opportunity

What does this have to do with cybersecurity? I posit that if we appropriately integrate the output of our cybersecurity 
sensor platforms into our current alarm management systems, we could have the best of both worlds. We could have the 
granularity of the data available, to show us where we have potential security problems, while at the same time filtering 
out the majority of the day-to-day noise that is generated. Then we can prioritize the most serious security events.
Luckily, we are starting to see cybersecurity technology vendors adding the capability to interface their products into 
automation system data streams. They use common methods and protocols such as MODBUS or OPC, and I encourage 
you to explore this connectivity. See if you can leverage the alarm management horsepower that already exists within the 
automation ecosystem to help you manage the deluge of alerts that these security appliances can produce.

I predict cybersecurity professionals will begin 
to think more like automation professionals, 

and begin to use our knowledge, training and 
skills to better manage the security of our 

systems.



Once we have this type of integration in place 
between our automation ecosystem and the 
cybersecurity ecosystem, it isn’t only the 
processing and viewing of security alarms 
that we can take advantage of. Any good 
automation engineer will want to close the 
loop and investigate how he or she can further 
automate these functions in order to increase 
the effectiveness of the overall system.

Brilliantly simple example

Back in the 1990s, I witnessed a brilliant and 
simple example that dealt with remote access 
to the control system. This particular control 
system, like many others, required periodic 
remote access by the vendor field-service 
teams to support troubleshooting during 
commissioning. In those days, that meant 
having a dedicated dial-up telephone line 
attached to the control system running into the 
rack room with a screaming fast 9,600 baud 
modem (or 19,200 baud if you were lucky 
enough to have a big budget!). Most of these 
modems remained plugged in and turned on 
24/7/365 to ensure that, if there was a problem, 
the vendor engineer (like me) could dial in and 
remotely troubleshoot the system.

At one site, they didn’t like the security 
exposure of leaving the modem turned on 
24/7/365. One of the automation engineers 
proposed connecting the power supply for 
the modem to a digital output on the DCS that 
could then be controlled by the operators in the 
control room. That simple idea progressed to 
a solution that vastly improved the security of 
the implementation: Access control at its most 
simple and basic form.

When the vendor was required to remotely 
log into the system, he or she would have to 
telephone the operator in the control room who 
would then go to a specific graphic display on 
the DCS human machine interface (HMI.) Once 
there, the operator would select that digital 
output, and enable the modem for a given time 
period, say 90 minutes, after which the system 
would automatically disable or turn off the 
digital output, which in turn would shut off the 
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A Message from Bayshore Networks: 
Discover real-time protection for industrial 
networks

Detection systems and platforms that provide more 
data about network activity are important, as is trying 
to filter and present cybersecurity information in more 
meaningful ways. Integration of the security feeds into 
automation systems is the logical next step, but unless 
some protective action can be done, correctly and 
automatically on a customer’s behalf, the integration is 
not much help. All you get is pretty pictures. 

Bayshore Networks’ Modular ICS Protection Platform 
enables industrial operators to implement real-time 
protection across their entire networks, not just at the 
perimeter, and combine it with robust asset discovery 
and management for a comprehensive solution from a 
single supplier.

Built and improved over the past seven years, 
Bayshore’s products all share the Bayshore Policy 
Engine, which provides comprehensive deep packet 
inspection, and flexible policy controls for a wide range 
of industrial OT network protocols.  Bayshore focuses 
on three major products:

• SCADAfuse. SCADAfuse sits in front of critical 
endpoints, protecting PLCs and SCADA/DCS 
devices from unauthorized use, dangerous 
instructions and activities, and remote takeover from 
hostile sources

• OT Access. OT Access is the first dedicated policy 
enforcing secure remote access solution for mission-
critical OT environments. Beacon is purpose-built for 
manufacturing, utilities, oil and gas

• SCADAwall. SCADAwall is Bayshore’s data diode 
solution, to enable access into OT networks and 
assets which otherwise would have been totally cut 
off. Diodes enable data transfer in a single direction 

Cybersecurity professionals are thinking more like 
automation professionals. The result is real-time 
protection for industrial networks.

By: Toby Weir-Jones Chief Product Officer, ICS/IoT 



PAGE 13Advancing Automation eBook Vol.  XIX

power supply to the modem. The result was remote access only when needed, not turned on 24/7/365 by default as it is 
in most cases.

Wouldn’t it be great to have that type of 
functionality in a modern remote access solution? 
I know cybersecurity vendors that are working 
on this today. It relies on the type of integration 
I described, the connection of the cybersecurity 
platform or solution into the automation 
environment using standard existing protocols.

Long-overdue transition

I believe that if we truly embrace the data 
flows from these “new” security systems, and 
integrate them completely into our automation 
environments, we will be able to significantly 
improve the overall visibility of our cybersecurity 
challenges—while at the same time vastly 
reducing the amount of time and human 
resources we need to apply to the cybersecurity 
issue. Isn’t that what automation is all about?

This transition is long overdue. We have spent 
the last decade designing and implementing 
detection systems and platforms to provide more 
data about the packets moving around within our 
networks—much more data than we can possibly 
process individually with humans in a Security 
Operations Center (SOC) environment. 

I should acknowledge that some of the vendors of these systems are investing heavily, in some cases, in trying to filter 
and present that information in more meaningful ways. But, unfortunately, I really don’t see the automation engineer at 
the table. The automation engineers aren’t there using their immense experience in alarm management philosophies, 
honed over many decades, to contribute to how to present the information efficiently, prevent operator overload and 
eliminate alarm floods.

After we have embraced and integrated the security feeds into our automation systems, we have to take our 
cybersecurity processes to the next level:  I propose and predict that cybersecurity professionals will begin to think more 
like automation professionals and begin to use our knowledge, training and skills to better manage the security of our 
systems. We will begin to use the HMI to visualize the data flows that are crossing network boundaries, then perhaps 
begin selectively enabling and disabling certain protocols and functions as required for day-to-day operations.

For example, why do we allow the network traffic consisting of configuration and/or logic changes to a DCS or PLC 
controller to go through when the automation engineer isn’t actually performing any changes? Similar to my modem 
example above, we could use a boundary-protection security device that is integrated into our automation system. We 
could then envision a situation where the default condition is that this type of network traffic is disabled or filtered from 
reaching the controller. 



Here’s how it could work: When the automation professional needs to make a change to the system, he or she 
telephones the control room operator that is responsible for the safe operation of that process unit and requests that 
they enable configuration changes to be made on the system. The operator navigates to the appropriate HMI graphic 
using the same techniques that they have been trained on to turn on a pump, for example. Then they simply and 
easily turn on the ability for the configuration change to transit through the boundary-protection device. Once the 
configuration change is complete, the operator can return the system to the default or “safe” state, where network 
traffic containing configuration and/or logic changes is disabled.

Some of this may sound a little too futuristic for some, and I am sure I will hear feedback regarding the should-
security-be-in-IT-or-OT debate. I have watched the struggles of the automation industry to try to solve the immense 
cybersecurity challenges we are facing, and I continue to be frustrated that we don’t turn back to first principles and 
the automation tools that are part of our DNA to fix the problem. 

We are fortunate that there are security solution providers that feel this way as well, and they are developing the 
capabilities to integrate their product offerings into the control system and automation environments in meaningful 
ways—ways that will enable us to use our automation systems to visualize our traffic flows, prioritize and better 
manage the alerts and alarms coming from these devices, and ultimately use our automation systems to actually 
control these devices. This will bring the security system into the day-to-day purview of the control room operator.
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The Industrial Cybersecurity Journey
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By: Gary DiFazio, Belden

Digitization means connectivity and data. More than ever, industrial devices are being connected to networks across 
every industrial vertical on the planet. And data from every device can be transformed into a treasure chest of valuable 
information to optimize the process. With connectivity, however, comes new concerns. Connectivity opens previously 
air-gapped or physically isolated control networks to the world of cyber threats, where potentially damaging impacts to 
brand reputation, human safety, operational productivity and product quality can occur.

How are we mitigating this new risk?
 
Industrial cybersecurity is a journey. This is a journey that is never-ending, as automation control system technology 
advancements are adopting information technology (IT) and cloud-based solutions at a faster rate than ever before. At 
the same time, the threat landscape of malicious activity is also constantly evolving. 

These previously isolated control networks are now potentially accessible to outsiders through increasing numbers of 
touchpoints, including the global Internet itself. This can open up the control network to the danger of hacking attacks, 
malware, equipment failure, human error, malicious internal events and other cybersecurity-related incidents. 

These threats are new territory for control engineers. They include ransomware, malware, employee cyber sabotage, 
network failure, user error and more. While these issues have been familiar and costly to the IT side of the organization, 
their accelerating emergence into the industrial operation can be even more damaging due to the fact that producing and 
shipping product can be considered the lifeblood of the business.
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Potential Business Impacts

What are the potential business impacts of cybersecurity incidents?  They include potential damage to productivity, 
quality, safety, profitability and brand reputation. 

Many companies are highly successful at utilizing diverse automation equipment on the production floor including 
controllers, robots, actuators, motors, sensors, HMIs, VFDs, I/O blocks and process-specific machinery. While these vital 
components have long operated independently, they now often proactively share amongst them streams of real-time 
data, communicating in line to allow finer control of processes for accuracy and quality improvements. 

Plants are often run at maximum capacity with downtime costing hundreds of thousands of dollars per hour. For discrete 
manufacturers with assembly processes that must be in tight specification, there are myriad opportunities for a key 
subassembly to be ruined by a single out-of-spec operation. 

If any of your environment is compromised, productivity, quality, and profitability are going down by the second. 
Additionally, when out-of-spec products are not caught in time, it can lead to product recalls and a degradation in brand 
reputation or even litigation if there are product-
related injuries down the line.

Foundational Protective 
Measures

Although the idea of securing a plant from 
“square one” can seem daunting, in fact, you can 
quickly gain a significant amount of protection 
fairly readily. There are foundational cybersecurity 
controls that you can begin right now to help 
reduce operational risk and help you detect and 
avoid the impacts of all the new potential risks 
discussed above. These include: asset inventory 
and discovery of hardware and software; network 
segmentation; vulnerability management; 
change management; network management and 
centralized log management. 

These six foundational controls are fundamental 
techniques that provide the most visibility and 
protection against malicious activity. In fact, 
they are the basis of most formal industrial 
cybersecurity frameworks, such as IEC 62443, 
American Water Works Association Process 
Control Network Guidance, NIST SP–800-82 and NERC CIP. 

Whether or not your organization chooses a specific standard to adopt, you can start with these fundamental actions. 
They are included in a comprehensive three-part strategy that involves visibility, protective controls and continuous 
monitoring. The philosophy and driver behind this strategy is, “How can you protect something if you don’t know what 
you have or what it does, or what normal operation even looks like?” 
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STEP 1: GAIN VISIBILITY

Immediately, you can take the guessing game out of the equation. You can know what you have and therefore what you 
need to secure. When you have holistic visibility into your control network, you can create and maintain asset inventory 
(vendor, make, model, serial number, firmware version and more), as well as manage communication patterns between 
devices, see network topology variations, identify rogue assets on the network, outline configuration changes, provide 
vulnerability context, and other environmental elements—by fact, not guesswork.  
Visibility capabilities include the following tasks:  

• Understand and document all remote access into the industrial control network, i.e. vendor access with dialup 
modems, VPN and cellular connectivity

• Understand and document all network 
communication between the industrial control 
network and the corporate enterprise IT network

• Create and update asset inventory information 
for both hardware and software, including vendor, 
make, model, serial number, firmware version, and 
versions of installed software

• Create and maintain a network topology diagram
• Understand what industrial protocols are 

communicating and between what assets, such as HMIs to PLCs  
• Understand how assets and devices are configured and if those configurations are changing  
• Identify what vulnerabilities (weaknesses) are present in the environment 
• Implement a centralized log management solution

STEP 2: IMPLEMENT PROTECTIVE CONTROLS

Protective controls are controls that help prevent or lessen the impact of cyber events. However, it is often wasteful 
to implement protective controls blindly. You have to implement the right protective controls for the industrial process 
you are trying to secure and manage. What may be appropriate for one application may not be appropriate for another. 
Ensuring network segmentation between the corporate enterprise IT network and the industrial control network is a great 
first step. This denies all unauthorized network communication through the use of firewalls or access control lists on 
networking devices.   
 
Another often effective protective control is system/device hardening. Three elements are included in hardening:
• All services are disabled that are not explicitly needed to run the industrial process, i.e. disable insecure protocols 

like telnet which does not encrypt traffic;
• Cybersecurity features such as logging, SSH, and SNMPv3 and other features are enabled; and 
• The device/system is checked for proper configurations, i.e. change default passwords and enable password 

management (length, strength, complexity, etc)

Overall, fundamental protective controls can include network segmentation, such as between production zones or 
between key mission critical systems/devices such as PLCs and RTUs, system and device hardening, and centralization 
of all remote access.
 

Just like you have a SCADA system to help optimize 
and control your industrial process, you need a 
SCADA-like cybersecurity solution to help optimize 
and control industrial cybersecurity visibility and 
control.
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System and device hardening should be done per an industrial standard or best practice like IEC62443 or NIST SP 
800-82 and include devices like HMIs, PLCs, engineering workstations, historians and industrial networking devices. 
Centralization of all remote access means creating a separate, protected “DMZ” for these connections and including 
strong authentication. Implement multi-factor authentication for users. Multi-factor is a two-step authentication process 
that involves having something you know, like a password, and something that you don’t, like a token. 

STEP 3: CONTINUOUS MONITORING

The third step is to implement continuous monitoring. Just like you have a SCADA system to help optimize and control 
your industrial process, you need a SCADA-like cybersecurity solution to help optimize and control visibility to industrial 
cybersecurity events and ensure the protective controls you have implemented are operating correctly. This is not a 
one-and-done activity. It needs to be performed continuously, just like threats rear their heads continuously.    
SCADA-like industrial cybersecurity monitoring helps continually answer the “How do you know?” questions: 

• How do I know if my device/asset configurations are changing, and do those changes put the device in an insecure 
state or misalign to my build specification?  

• How do I know if my operational baselines (the configuration of a device or system that is specific to the 
environment it is running in) are changing?  

• How do I know if one of my devices is at the brink of a failure?  
• How do I know if a rogue asset or protocol is now present on my control network?  
• How do I know if my vulnerability risk profile has changed?

If you can answer all of these questions, you will be able to keep your industrial process running without interference 
from cybersecurity events. 

Unfortunately, you do not get to make the decision as to whether you are a target for either an external or internal 
malicious intent. So know your network. If you don’t, someone else with a different motive will. Fortunately, control 
networks are defendable. Further, as noted, cybersecurity can be an enabler to the key performance indicators of the 
industrial process:  safety, productivity, and quality. The important thing is to take action: Come up with a strategy that 
is driven by executive management and sets a proactive tone from the very top of the organization.

The time to implement visibility, protective controls and continuous monitoring is now—every minute that you don’t is a 
minute that leaves your network vulnerable to a host of costly threats. 
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A Work Breakdown Structure for Implementing  
ISA/IEC-62443 
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By: Maximillian G. Koń, WisePlant 

Implementing industrial cybersecurity is a cultural change—one in which a company and its suppliers and service 
providers will go through a maturity process. The industrial cybersecurity standard ISA/IEC-62443 indicates what to do, 
but does not tell you how to do it. An appropriate program with policies and procedures must be established before 
doing anything. Without them, a company may find itself on the wrong road to solving the problem at the physical 
domain. Worse than that, the wrong assumptions, 
lack of the right concepts, no official ISA Certificate 
training, no real knowledge about control systems, and 
the wrong advice borrowed from information security 
standards may result in the company realizing too late 
that it is on the wrong road.

This is a step-by-step approach to implementing ISA/
IEC-62443 at any end-user site (asset owner) for any 
industry. The step-by-step approach, sometimes called a framework, will provide to the asset owner the right vehicle 
to successfully travel the road of an Industrial Cybersecurity Management Program. While a good driver is still needed, 
without a good vehicle you won’t reach your destination. Both are needed. And, of course, you also need a plan, a 
budget, other resources, measurable intermediate deadlines, and time to rest (process your findings).

ISA/IEC-62443 introduces the right approach to industrial cybersecurity, considering that industrial control systems 
interact with physical processes, rather than with the informational processes that IT systems do. The physical domain 
requires a different perspective and introduces new variables into the equation that are not found in information security 
processes and practices.

ISA/IEC-62443 introduces the right approach to 
industrial cybersecurity, considering that industrial 
control systems interact with physical processes, rather 
than with the informational processes that IT  
systems do. 
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A Cybersecurity Management Program

ISA/IEC-62443-2-1 lists mandatory, optional and complementary activities for implementing the standard on the end 
user side. The work breakdown structure (WBS) shown in Figure 1 organizes these activities in a modular way to make 
it easy to budget, manage and monitor progress against achievable and measurable deadlines. Each activity has clear 
outcomes in compliance with the ISA/IEC-62443.

Certain activities need to be kept active during the entire lifecycle of the Industrial Cybersecurity Program. These 
activities are related to governance and provide the foundations to cultural change—change with a “start” but with no 
“end.”

The company needs to have clear, unambiguous policies and procedures specific to industrial automation and control 
systems (IACS). Borrowing the policies and procedures from IT security is the wrong approach. Industrial cybersecurity 
deals with different assets to protect, different cyber-assets, different priorities, different technology suppliers, different 
service suppliers, different threats, different consequences, different risk receptors, different communications protocols, 
many different COTSs and proprietary technology, different tolerance to risks, and many more.

The company needs to audit and verify its compliance with its policies and procedures. Three main governance 
activities, which are the foundation of a Cybersecurity Management Program, are Policies & Procedures, Audit & 
Compliance, and Awareness & Training. These need to be started at the very beginning of the program and will go 
through an iterative process. Each of these activities must be broken into smaller pieces, which I am not showing here 
for simplicity. The first run of the phases shown under the main three will be adopting and enforcing cultural changes into 
the organization and its suppliers. 

The Work Breakdown Structure for ISA/IEC-62443 - Secure by Design by the Asset Owner has been created in compliance with the 
ISA/IEC-62443-2-1. Mandatory activities are marked in a red continuous line, while optional and complementary activities are marked in 
dotted lines colored blue and green, respectively. 



Assess phase

During the risk assessment phase, the company gets a clear understanding of its industrial environment. In an industrial 
environment, personnel are replaced quicker than the technology components, which go through fewer changes over 
time. This is in contrast to what happens in an IT environment, where technological components are replaced quicker 
and faster than personnel are rotated.

The cyber assets connect to the physical world, or what we call the physical domain. A cyber incident happening on 
an industrial asset will have its impacts outside that asset, at what are called Risk Receptors. Understanding this is 
key to building a Cyber Incident and Response Plan. The same will happen with many other security processes and 
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The ISA/IEC 62443 Series of Standards 
 
The ISA/IEC 62443 series of standards, developed by the ISA99 committee and adopted by the International 
Electrotechnical Commission (IEC), provides a flexible framework to address and mitigate current and future 
security vulnerabilities in industrial automation and control systems (IACSs). The committee draws on the 
input and knowledge of IACS security experts from across the globe to develop consensus standards that are 
applicable to all industry sectors and critical infrastructure.

ISA-62443-4-2, Security for Industrial Automation and Control Systems: Technical Security Requirements 
for IACS Components, provides the cybersecurity technical requirements for components that make up an 
IACS, specifically the embedded devices, network components, host components, and software applications. 
This standard, published in September 2018, is based on the IACS system security requirements of ISA/
IEC 62443 3-3, System Security Requirements and Security Levels. It specifies security capabilities that 
enable a component to mitigate threats for a given security level without the assistance of compensating 
countermeasures.

ISA/IEC 62443-4-1, Product Security Development Life-Cycle Requirements, published in February 2018, 
specifies process requirements for the secure development of products used in an IACS and defines a secure 
development life cycle for developing and maintaining secure products. The life cycle includes security 
requirements definition, secure design, secure implementation (including coding guidelines), verification and 
validation, defect management, patch management, and product end of life.

ISA/IEC 62443-3-2, Security Risk Assessment, System Partitioning and Security Levels, is based on the 
understanding that IACS security is a matter of risk management. That is, each IACS presents a different risk 
to an organization depending upon the threats it is exposed to, the likelihood of those threats arising, the 
inherent vulnerabilities in the system, and the consequences if the system were to be compromised. Further, 
each organization that owns and operates an IACS has its own tolerance for risk. For these reasons, ISA/IEC 
62443-3-2 defines a set of engineering measures to guide organizations through the process of assessing 
the risk of a particular IACS and identifying and applying security countermeasures to reduce that risk to 
tolerable levels. A key concept of ISA/IEC 62443-3-2 is the application of IACS security zones and conduits, 
which were introduced in ISA/IEC 62443-1-1, Concepts and Models.  The new standard provides a basis for 
specifying security countermeasures by aligning the identified target security level with the required security 
level capabilities set forth in ISA/IEC 62443 3 3, System Security Requirements and Security Levels.

For information on any of the ISA/IEC 62443 standards, visit www.isa.org/findstandards. Information on ISA/
IEC 62443 Cybersecurity Certificate Programs are also available. 
 

https://www.isa.org/isa99/
https://www.isa.org/standards-and-publications/isa-standards/find-isa-standards-in-numerical-order/
https://www.isa.org/training-and-certifications/isa-certification/isa99iec-62443/isa99iec-62443-cybersecurity-certificate-programs/
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responsibilities as required by ISA/IEC-62443.

For example, let’s assume that a cyber incident causes a cyber asset to get compromised and, based on its connection 
to the physical world, a second asset is also compromised, impacted or its status is now under physical risk and needs 
to be returned to a safe state. That second asset could be a person, a process, the community, or any anything external 
to the first asset. The Industrial Cybersecurity Incident and Response Team must know beforehand what needs to be 
attended to first. Critical questions need to be answered: Should we take care of the cyber asset first? Should we to take 
care of the operator first? Maybe both? And what other assets are affected? 

This type of knowledge cannot be obtained by going through the cyber asset’s vulnerabilities alone. A mere 
technological approach (controls) without understanding the context and its relationships with the physical world (Risk 
Receptors) won’t reduce the risk as needed at an industrial facility. The company might have already spent a lot of 
money, but the cyber risk remains high.

During a high-level risk analysis, the multidisciplinary 
team identifies the Risk Receptors and all potential 
consequences and impacts under the assumption that 
any or all cyber assets gets compromised. Due to the 
relationship and direct connection of cyber assetst o the 
physical world, people knowledgeable of processes and 
control systems need to be involved. It is a fundamental 
step in considering all the potentially affected assets 
(people, plant, process, equipment, environment, etc.). 

Each process inside a plant is different and will have a different risk profile. There is no one magic solution for every 
process. The recommended countermeasures need to be chosen and implemented based on each process risk profile 
and not on general statistical average or specific industry segment data.

ISA/IEC-62443 proposes a unique approach to Industrial Cybersecurity to address cyber risk tolerance by introducing 
changes to the system’s design. Weaknesses of the system are not only technological. Weaknesses were generated 
during system design, engineering, construction, installation, commissioning, operation, maintenance, and retirement. 
Any proposed change into the system—and eventually the plant—must go through an approval and verification 
process to make sure the re-design (existing) or design (new) of the system, its robustness, functions, availability is not 
compromised.

During a detailed risk analysis, consultants like us can propose credible Zero-Day Vulnerabilities (ZDV) to design the risk 
out using non-existent but realistic scenarios. This preventive approach allows the company to create much resilient 
control system architectures and plants, and stay ahead of threats instead of dancing at the rhythm of the hackers.  

Cyber-PHA/HAZOP/LOPA. Based on a traditional industrial risk evaluation methodology that meets RAGAGEP 
requirements, the team can influence the design of the system under consideration and eventually the design of the 
plant. Different people perceive risks in different ways based on their own experience. The experiences will vary 
drastically between professionals from the same field and industry. Once the tolerance to the risk is established by the 
highest corporate level, the team can make sound decisions and design the risk out. Without a formal definition of risk 
tolerance, any decision could be good or wrong.

The solution to industrial cyber risk cannot be tied to the size of the wallet or an assigned budget. The solution to 
unacceptable risk must be aligned to the tolerance level of risk. The company can plan and schedule investments in 
consecutive years until the Security Level Targets of each Process (Zones and Conduits) is reached.

A cyber incident happening on an industrial cyber 
asset will have its impacts outside the cyber asset, at 
what are called “risk receptors.” Understanding this is 
key to building a Cyber Incident and Response Plan.



Implement Phase

From the assessment phase, a large list 
of recommendations is generated for the 
industrial environment: technological, 
procedural, system components, control-
logic, hardening, reducing the attack surface, 
technological vulnerabilities mitigation, 
physical changes, and many more. 

A large variety of recommendations will need 
re-engineering. Some countermeasures 
will be of easy implementation, and some 
others will require the bidding process and 
project management. The company needs 
to create a roadmap and budget, and 
allocate resources to address the required 
cybersecurity. 

After performing a detailed risk assessment, 
nothing will improve without actions. 
After finalizing the assessment phase, 
the company needs to act. Jumping 
directly to the Maintenance Phase without 
implementing the necessary changes means 
the company will be monitoring, maintaining 
a system, and running the plant at a higher 
risk.

Industrial Cybersecurity is an industrial risk 
,discipline sharing the same equipment, 
devices, and risk receptors between 
disciplines. Any suggested change must 
be validated, so it does not compromise or 
raise the risk of another discipline. Improving 
one risk discipline by degrading another 
is unacceptable. Industrial risk must be 
consistent.

Every aspect of the design of the system, 
its components, networking devices, and 
applications must be consistent with Cybersecurity Requirements and Specifications (CSRS). Not only to prevent that 
the changes being introduced creates other risks but also to make sure that the group of cyber assets within the same 
Zone or Conduit meets the required Security Level Target.

Bolt-on security vs. built-in security. When dealing with existing systems, companies will be forced to add bolt-on 
security. It means that cyber assets that do not meet Security Target levels will need aggregated cybersecurity and or 
changes in the design of the system and eventually the plant. In the case of future and new systems, the asset owners 
will have a chance to choose cyber assets that meet security requirements without being forced to add security and 
introduce changes in the design at the user side. With built-in security by design, most of the cost is done by the 
manufacturer.
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Scope: What needs to be protected? 
 
A certain end-user within South America had a cybersecurity 
incident which caused harm to its people and its consumers. 
The potential harm remained after the event was detected 
since it was related to the food industry. The company had an 
insurance policy covering people’s safety, and the insurance 
company wanted to gather some information before just 
covering the losses. 

The inspector party requested a formal meeting at the end-
user facility. A report was distributed among the participants 
with something like this: a specific cyber incident at industrial 
control system “The Cause” generated certain impacts on the 
people and the consumers “The Consequence.” Nobody died, 
fortunately, but several people were affected. Accepted by the 
confident participants, the meeting continues.

The inspector wanted to know more about the company’s 
efforts on cybersecurity. The participants showed a variety of 
initiatives and projects dedicated to Industrial Cybersecurity. 
The company showed documented records, its policies and 
procedures as they had a formal industrial cybersecurity 
practice in place, which was well documented.

At the beginning the inspector was impressed about the many 
projects and initiatives but finally reached to the following 
conclusion: after reviewing through the provided information, 
policies and procedures I have noticed that the company is 
making a big effort in protecting cyber assets, but I regret to 
inform that nothing is being done to protect the people. Even 
worse, I have noticed through some parts of the documents 
that the people are mostly considered as a threat rather than 
an asset being protected. Cyber assets are being protected 
from people, but people are not being protected from cyber 
assets. So, I don’t need to tell you about who covered the 
losses, do I?



Based on sound scientific procedures and risk reduction improvements, the new countermeasures will be easier to 
justify. Asset owners won’t need to spend money on security. They need to invest resources in security. Security is not 
about just dealing with incidents. Reduce the risk through the verifiable process will allow the company to increase 
the value of its assets, create a much more resilient organization, and improve the capital expenditures (CAPEX) and 
operating expenses (OPEX).

Maintain Phase

Almost every company has preventive and corrective maintenance processes at the plant floor level for industrial control 
systems. Even though specific processes and routines need to be implemented for the cybersecurity program.

It is much safer and secure to monitor a system and run a plant when you know where your remaining weaknesses and 
risks are after a strong risk reduction. While it still is better than nothing, many companies are jumping directly to this 
phase without really taking the opportunity to reduce the cyber risk of their entire systems under consideration. 

Run the plant at a tolerable risk level makes much more sense than just jumping directly to this phase to detect and 
monitor as much as possible. Even the most powerful monitoring, detection, and prevention tool or combination of tools 
won’t take the plant to the acceptable security level. Monitoring a system with hundreds or thousands of weaknesses is 
not the same as monitoring a system with just a dozen weaknesses running below the tolerable risk.

Without the appropriate maintenance activities and periodic auditing, any achieved security level will decrease with time. 
Update and patch management, hardening and reducing the attack surface are must-do activities, as is monitoring the 
discovery agencies that are in search of new findings and vulnerabilities.

An incident and response plan that considers physical effects and management of change is key at this phase.

Typical Mistakes

The National Institute of Standards and Technology (NIST) framework mapping to ISA/IEC-62443 is a very good 
reference, but the NIST framework is not good to enforce an ISA/IEC-62443 implementation. The correct way to 
implement ISA/IEC-62443 is depicted here as a Work Breakdown Structure.

Many people believe that scoring a vulnerability is the same as calculating Industrial Cybersecurity Risk, which is 
completely wrong. Many professionals are assuming that ISA/IEC-62443 is about enforcing the compliance to a certain 
set of controls and a large list of checklists which needs to be verified. While this could be partially ok for checking cyber 
asset capabilities against a certain Security Level, this is an incorrect approach to manage and reduce risk at the end 
user facility and protect all the Risk Receptors. Security by Design is strongly needed to reduce risk.

Zones and Conduits are not just a segmentation objective or a grouping of cyber assets. The optimal Zone and Conduit 
is a result of the detailed risk analysis, and it is not an arbitrary decision. Initial Zone and Conduit determinations are 
established to perform the detailed risk analysis or Cyber-PHA study.

Industrial Cybersecurity is not only about protecting cyber assets and implementing technological solutions. While 
technological tools and solutions will certainly help, they will only cover a small portion of the problem. Industrial Cyber 
Risk will still be high and unacceptable.

PAGE 24Advancing Automation eBook Vol. XIX



PAGE 25Advancing Automation eBook Vol.  XIX

About the author:

Maximillian G. Koń, m.kon@wiseplant.com, is CEO at WisePlant, https://wiseplant.com, a 
South America industrial services provider with expertise in process measurement, secure 
automation, industrial cybersecurity and industrial safety. Koń is a U.S. citizen born in 
Memphis Tennessee, with residence in Argentina and Brazil. He is an Electronics Engineer 
with specialization in control and telecommunications systems who joined the Industrial 
Cybersecurity Committee ISA99 in the year 2006. He has been involved in the development 
of IEC-62443 and is an instructor for ISA Training and Certification programs especially for 
the Spanish and Portuguese speaking markets.

A Story of Unintended Consequences

Everybody knows about the sinking of the Titanic, the catastrophic incident in 1912 that killed 829 people after the ship 
hit an iceberg. A few years after that incident, a law was introduced to enforce certain countermeasures (controls) to 
prevent such loss of life. Every navigation company was pushed to provide enough lifejackets and to install safety boats 
for all passengers and its crew. The navigation companies were forced to implement these controls immediately.

In 1915, the S.S. Eastland,  an excursion boat known as the “Speed Queen of the Great Lakes,” was one of a fleet of five 
assigned to take Western Electric employees, families and friends across Lake Michigan to Michigan City, Indiana, for a 
day of fun and fellowship. But the festivities were short-lived and quickly turned tragic. The Eastland, docked at the Clark 
Street Bridge, never left the Chicago River. Tragedy struck as the ship rolled over into the river at the wharf’s edge.

The countermeasures implemented to comply with the new passenger safety regulations had created a bigger unseen 
problem: New lifeboats placed on top of the S.S. Eastland moved the center of mass of the ship, affecting its stability 
(Design). So, before being able to depart, the ship listed to its side and then flipped over. More than 2,500 passengers 
and crew members were on board that day, and 844 people lost their lives, including 22 entire families.

I’m seeing many professionals who are obsessed with implementing cybersecurity countermeasures and adding more 
and more controls. While controls are a logical step, the physical world needs to go through a design and redesign 
approach. Jumping directly to implementing controls is wrong and could be catastrophic. From a legal perspective, 
it is mandatory to comply with the law. But if not done properly, and with the necessary re-engineering and sound 
procedures, companies might be accelerating their process of finding their iceberg.

With a good design (for new systems) and redesign (for existing systems) that includes cybersecurity as proposed by the 
ISA/IEC-62443 series of standards, many fewer controls will be needed, and the protected assets will finally be much 
more resilient to cyber threats.

mailto:m.kon%40wiseplant.com?subject=
https://wiseplant.com
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The Cybersecurity Implications of IIoT
A new kind of industrial controller simplifies and secures automation and IIoT projects,  

while reducing cost and complexity
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By: Michael Rothschild, Indegy

The adoption of industrial internet of things (IIoT) technologies in manufacturing environments is unleashing major 
efficiency improvements and operational cost reductions. Along with these benefits, IIoT is also opening up operational 
networks to cybersecurity threats they never faced in the past.

Attacks such as Lockergoga, BlackEnergy, VPNFilter, and Wannacry are just a few of the recent malware campaigns that 
have affected critical infrastructure and industrial operations. The actors in some cases were rogue factions including 
nation states that hacked into industrial networks and caused havoc.

Rogue outsiders are not the only threat. The threat from within is also omnipresent and highly significant, as insiders 
have “the keys to the kingdom”—or at least know how to find them. Some studies show that insider threats account for 
more than 50 percent of all industrial cybersecurity incidents.

IIoT Security Threats

While industrial IoT holds tremendous promise for improving manufacturing via the networking of smart devices that can 
communicate and coordinate with one another via the Internet, the downside is that few vendors and customers are fully 
aware of the potential security risks associated with IIoT technology.
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The introduction of IIoT in many cases has delivered more efficiency, but the controls needed to protect this potential 
new attack vector are lacking. In fact, the current lack of security standards for IIoT devices can create holes that can 
impact both information technology (IT) and operations technology (OT) environments. 

The leading IIoT cybersecurity threats fall into four areas:
Default passwords. Many IIoT devices are pre-configured with a default password, which is clearly a time-saver for 
IT staff. However, this benefit is also a major security flaw. When 
hundreds of thousands of devices share the same default password, 
attackers can easily compromise organizations that have neglected 
or intentionally decided not to change it.

Missing patches. This is another huge problem area for 
organizations, because many IIoT devices cannot be patched, or 
vendors do not issue patches for known vulnerabilities. 

Too many devices to manage. Simply performing an inventory 
assessment of the sheer number of IIoT devices in an infrastructure 
can serve as a wakeup call. Many security administrators are not 
aware of the sprawl that can take place once IIoT goes mainstream 
in an OT environment. While these numbers can be significantly 
larger than originally anticipated, the ability to track manufacturers, 
version numbers, patch levels, etc—not to mention vulnerability 
disclosures—can become a full time job. It simply becomes too 
much to manage.

Lateral creep of security incidents. Regardless of the IIoT device 
type, all of them can be used by attackers as a stepping stone to 
compromise IT and OT networks. Once inside the network, a hacker 
can do extensive damage to IT and OT infrastructures and move 
laterally between them; it’s just a matter of finding the weak link in 
the chain.

IIoT Security Measures

IT threats can plague OT networks, especially when introducing 
Industrial IoT. Nevertheless, it is crucial to also employ OT security 
for OT environments. This involves employing a hybrid detection 
mechanism which can search for known threats using signature-
based detection, anomaly-based detection for unknown threats, 
and policy-based detection, which triggers alerts when OT based 
functions violate pre-set “rules.”

In addition, following industrial cybersecurity best practices in key 
areas can mitigate many IIoT risks. Attention in three key areas—
asset management, risks and vulnerability assessments, and device 
and configuration management—can help mitigate IIoT cybersecurity 
threats.

Asset management. Identifying and mapping all devices in the OT 
environment and keeping an up-to-date inventory of them—even of 
those that aren’t actively communicating over the network—is a vital 
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Going back to the Stuxnet event in 2010 that first 
demonstrated what could happen when operations 
technology was hacked, an Indegy infographic timeline 
captures some of the most well-known and damaging 
OT attacks to date.



first step. Ideally, this should include collecting granular information on 
each device, such as firmware versions, PLC backplane configurations 
and serial numbers.
Risk and vulnerability assessment. As there are so many potential 
attack vectors to defend, it’s best to focus on the greatest sources of risks 
and vulnerabilities. This involves automating the process by which new 
vulnerabilities are identified and processed. A vulnerability management 
system can generate periodic reports of risk levels for each asset in the 
industrial control system (ICS) network. When new vulnerabilities are 
discovered or disclosed, a mechanism should be in place to identify 
affected devices, remediate threats and verify a fix has been successfully 
applied.

Device and configuration management. Monitoring and managing 
changes in the ICS environment to ensure that device and system 
configurations are secure and well documented is essential. This requires 
maintaining a continuously updated list of the version numbers of all 
installed software and firmware and comparing it regularly against a list 
of known vulnerabilities. Meanwhile, regular scanning of OT networks can 
detect unknown devices and unintended changes made to them. The best 
solutions issue notifications whenever a new vulnerability appears. They 
also combine network monitoring with active device queries to provide 
in-depth vulnerability assessments. For example, they provide information 
on current device firmware versions and associated CVEs, list open ports, 
and calculate accurate, up-to-date risks.

Security policies should also be enforced to control which devices can 
perform certain (privileged) actions such as a code or firmware download 
to industrial controllers. In addition, policies should mandate that certain 
devices do not access the internet.

In general, unifying IT and OT security can protect industrial control 
networks from threats regardless of how they originate. Follow best 
practices to guard against current and emerging IIoT cybersecurity 
threats.
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Industrial Cybersecurity: Better Together
The new ISA Global Cybersecurity Alliance will advance industrial cybersecurity  

readiness to protect industrial processes, the automation community,  
and industrial facilities worldwide. 
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By: Renee Bassett, Automation.com

Although we are not living in the Marvel Cinematic Universe, it does sometimes seem that a mysterious force is 
attracting super villains to industrial facilities with increasing frequency.  Hackers and cyber criminals threaten to disrupt 
the benefits being delivered by the third Industrial Revolution—the Age of Digitalization. If only there was a group of 
Cyber Avengers, some diverse alliance of knowledgeable, collaborative industrial-cybersecurity experts dedicated to 
helping protect all manufacturing and processing plants from malicious cyber threats. Now there is: The ISA Global 
Cybersecurity Alliance (ISA GCA).

Dozens of cybersecurity organizations exist, of course, but most have an information technology (IT) foundation and 
cover multiple vertical markets like banking, retail, and healthcare. Others may be very technology-, industry- or 
geography-specific. The ISA Global Cybersecurity Alliance is unique because of its industrial operations technology (OT) 
focus, a foundation of standards and best practices, and its international scope and open appeal. Also unique is the fact 
that it is associated with the International Society of Automation (ISA). 

“ISA has been connecting markets since 1945 and we’ve built a reputation for bringing industry groups together,” 
said Mary Ramsey, ISA executive director. “We created the ISA Global Cybersecurity Alliance specifically to advance 
cybersecurity readiness and awareness in manufacturing and critical-infrastructure facilities and processes.” 

ISA is an ANSI-certified standards organization, which ensures open-participation rules, said Ramsey. “We have 900 
participants on 140 subcommittees developing best practices and standards and, through ANSI, many of our standards 
will move into international adoption. The ISA99 cybersecurity standard, for example, is what turned into the IEC 62443 
global industrial cybersecurity standard. ISA GCA helps us accelerate that work of protecting the automation community, 
the building infrastructure community, and other susceptible areas in the automation space.”



PAGE 31Advancing Automation eBook Vol.  XIX

After months of discussion and 
planning, six initial Founding Members 
of ISA GCA announced in July 
their pledge to work together to 
ensure that industrial cybersecurity 
standards, best practices and methods 
are cooperatively discussed and 
implemented—and that others are 
encouraged to join them in the effort. 
They are: Schneider Electric, Rockwell 
Automation, Honeywell Building 
Technologies, Johnson Controls, 
Claroty, and Nozomi Networks.

Specifically, ISA GCA will focus on:
• Accelerating the adoption of and 

compliance with global security 
standards

• Progressing certification and 
educational programs for industry automation and cybersecurity professionals

• Advocating and advancing thought leadership for more effective industrial cybersecurity worldwide

Collaboration is Key

Nozomi Networks believes real community collaboration, actionable standards and effective education are key to 
ensuring a secure future for industrial organizations around the world, said Andrea Carcano, co-founder and chief 
product officer for Nozomi. “That’s why we are helping develop secure-by-design standards as a working member of 
ISA99 standards committees, why we’ve designed our industrial cybersecurity solutions for easy integration across 
the broadest possible set of industrial and IT technologies; and why we are thrilled to help establish the ISA Global 
Cybersecurity Alliance,” he said. “Together we will build a secure future for the industrial infrastructure that runs the 
world.” 

Cybersecurity is critical to the connected world we live in and the cornerstone of trust that the world needs to be able 
to operate. Whether protecting critical infrastructure or managing a building’s operations, users need to do this with the 
confidence that the employed systems are robust and secure. 

“At Honeywell, we see cybersecurity as a core part of the future we are making, and we see the ISA Global Cybersecurity 
Alliance as an important way to work together to make that happen,” said Matthew Bohne, vice president and chief 
of product security for Honeywell Building Technologies. Honeywell has a robust history with ISA and is also founding 
member of the ISA Security Compliance Institute. 

Megan Samford, director of product security for Rockwell Automation, said that what’s unique about ISA GCA is that 
“it’s not one company owning this. We’re using ISA as a neutral vehicle to work together. We need to work together as an 
industry, because an attack on one of us is an attack on all of us. In the future, we can hope to stand behind each other 
and be aligned as an industry, [because] we’re better together. A shared commitment is a stronger commitment, and we 
have banded together in the past.” 

Rockwell Automation participated in the development of the IEC 62443 standard from the beginning and continues to 
support ISA cybersecurity initiatives. When it comes to identifying vulnerabilities, “industrial automation suppliers have 
good coordination,” Samford added. “With ISA GCA, we now may be able to provide customers and end users with 

ISA GCA Initial Founding Member Companies



operational improvements that are unique to their environments.” 

 
Jason Christman, vice president and chief product security officer of global products for Johnson Controls, said, “We’re 
going to do some things that can’t be done with other forums. Digital transformation in the building sector continues to 
accelerate, which heightens the urgency for 
cybersecurity across the industry and beyond. 
Johnson Controls is already a strategic member 
of the ISASecure program, so joining the ISA 
Global Cybersecurity Alliance is a necessary 
and meaningful step.”  

Standards and best practices

One of the most effective ways to drive 
consistency in an industry is by putting 
standards in place, said Dave Weinstein, chief 
security officer of founding member Claroty. 
“We’re looking forward to collaborating with all 
of these founding members, as well as future 
Alliance members, to help drive global best-
practices forward in this historically standard-
less environment,” he said. “ISA GCA’s 
commitment is to collaboration and education 
and to OT cybersecurity is writ large. We look 
forward to expanding membership and for ISA 
GCA to differentiate itself from other consortia.”

ISA is uniquely suited to the role, said Eric 
Cosman, 2019 president-elect of ISA and 
principal consultant with OIT Concepts LLC, 
an independent consulting services firm 
dedicated to the application of IT in operations 
and engineering. “As one of the people in 
Chicago in the fall of 2002 who helped to conceive the ISA/IEC 62443 standard, let me say that this alliance is a natural 
progression. We’re expanding beyond the existing role of a standards committee,” he said. “We understand not only 
what has to be done but who should do it.”

ISA is well recognized around the globe and “we’re feature-complete with the standards. Now we need to move into 
adoption, and helping people to understand what they need to do,” Cosman explained. “The intent of the ISA/IEC 62443 
standard is to keep facilities safe and ISA understands the importance of linking safe operation to security. An insecure 
facility is a potentially unsafe facility.”

Andy Kling, senior director of system architecture and cybersecurity for Schneider Electric, said ISA GCA compliments 
but doesn’t compete with other organizations. “Others are focused on the IT space. This organization is going to focus 
on the OT. And we think it will appeal to many sectors: Not just process, not just manufacturing.” 

ISA GCA also is not exclusive or proprietary; it is devoted to making sure many voices are heard. “If you’re too small, you 
might not be heard in other organizations,” Kling said.
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ISA Global Cybersecurity Alliance Fast Facts 

• ISA Global Cybersecurity Alliance is a 
collaborative forum to advance cybersecurity 
awareness, education, readiness, and knowledge 
sharing  

• Membership is open to any organization involved 
in industrial cybersecurity  —end users, automation 
providers, system integrators, consultants, 
government agencies, and more  

• Founding members will establish priorities, but 
initiatives will include expanding the development 
and use of industry standards, creating education 
and certification programs, advocating for 
cybersecurity awareness and sensible approaches  
with world governments and regulatory bodies 
 

• Member contributions are revenue-based and 
tax-deductible
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Driving change

Klaus Jaeckle, chief product security officer 
for Schneider Electric, said that “over the last 
few years, global industry has recognized 
that taking on increasingly dangerous cyber 
risks can’t be limited to a single company, 
segment, or region. However, until now, 
there has been limited ability to respond 
as a unified whole to these worldwide 
threats. But by establishing an open, 
collaborative, and transparent body, with a 
focus on strengthening people, processes, 
and technology, we can drive true cultural 
change.” 

Industrial organizations want to maximize 
their profitability — as long as they can do 
it safely, efficiently and reliably. That means 
doing everything they can to prevent cyber 
harm. “Cybersecurity is critical to digital 
transformation,” said Blake Moret, CEO of 
Rockwell Automation. “It’s critical not only for 
the protection of information and intellectual 
property, but also for the protection of 
physical assets, the environment, and worker 
safety.” 

Rockwell Automation’s Samford added, “We 
strongly encourage our customers to join us 
in this effort, because it’s their operations 
that we’re working to protect, and it’s their 
voices we most want to hear. Working with 
partners and competitors alike, we can 
develop common solutions to better secure 
operations. And we can address issues like 
skills shortages that directly impact security.”

Nathalie Marcotte, senior vice president of 
industrial automation services at Schneider 
Electric, said that for some time now, 
Schneider Electric has been encouraging 
everyone associated with industry to take 
part in open conversations and to establish 
new approaches that will improve how global 
infrastructure responds to highest-level cyber threats. “We are pleased the ISA has answered the call,” she added.

Four Ways to Get Involved  
 
The ISA Global Cybersecurity Alliance brings together end-
user companies, automation and control systems providers, IT 
infrastructure providers, services providers, system integrators 
and other cybersecurity stakeholder organizations. Here’s how 
to get involved. 

1. Join as a Founding Member Company—three-year 
financial commitment based on annual revenues—eligible 
to be selected by ISA to serve on the advisory board for 
the first year of the Alliance (after the first year, the general 
membership votes to select advisory board members)—if 
selected to advisory board, vote to prioritize activities and 
allocate resources (each advisory board member company 
will have one vote)  

2. Join as a Supporting Member Company—yearly financial 
commitment—propose initiatives and deliverables for 
advisory board consideration— vote on committee 
and workgroup decisions and approvals with a goal of 
establishing consensus —opportunity to be elected to the 
advisory board after the first year of the Alliance, based on 
a distribution of seats to represent the different stakeholder 
groups such as end-user companies, and multiple tiers of 
supplier companies  

3. Join as an Industry Organization—open to industry groups, 
government agencies, insurance companies, or other 
stakeholders— yearly financial commitment—propose 
initiatives and deliverables for advisory board consideration 
—collaborate with a large, diverse, all-inclusive, proactive 
alliance of cybersecurity stakeholders in the industry—work 
with recognized experts to establish objective measures for 
underwriting and benchmarking—identify recommended 
practices for reducing risk in OT cybersecurity  

4. Volunteer as an Individual 
Employees of member companies or organizations can 
volunteer to help the Alliance as individual contributors—
All member companies may designate volunteers 
to participate in committees and working groups—
Subject matter experts can volunteer as contributors 
to white papers, guides, e-books, or other media; and 
representatives of the ISA GCA at industry event 
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ISA’s Mary Ramsey said that accelerating and expanding globally relevant standards, certification, and education 
programs will increase workforce competence, and help end users identify gaps and reduce risks. ISA GCA work also 
will ensure users have the tools and systems they need to protect their facilities and installations. 

“Through the proliferation of standards and compliance programs, we will strengthen our global cyber culture and 
transform the way industry identifies and manages cybersecurity threats and vulnerabilities to their operations,” said 
Ramsey.

ISA Cybersecurity Work & Resources 
 
Cybersecurity for the industrial enterprise is quite different from cybersecurity for other areas. In 
enterprise security, whether for an office or even for a bank or credit card processor, the acronym 
“CIA” is relevant, which stands for “confidentiality, integrity, availability.” These are the goals of IT 
cybersecurity and protecting the data in the servers is the priority.  In industrial operations security (OT), 
the priority acronym is “AIC” The first priority in a manufacturing situation is to keep the plant running 
(availability); doing that with integrity and confidentiality of data is secondary. 

ISA works to secure control systems by encouraging the development and use of ISA Secure 
components and systems validated by the ISA Security Compliance Institute (ISCI). ISA also developed 
the most comprehensive cybersecurity standard, ISA99, which is now the global industrial cybersecurity 
standard IEC 62443. Learn about Conformity Assessment at Cybersecurity ISA/IEC 62443 ISASecure®.

The ISA web site has textbooks, training and other ISA Cybersecurity Resources. ISA currently has four 
different courses in cybersecurity and a certification. The certification program, the ISA99/IEC 62443 
Cybersecurity Fundamentals Specialist Certificate, is the first of several certification programs designed 
to provide clear evidence that you have understood and been trained to work in the very different world 
of industrial control security and systems.

ISA also recently published a new book, Security PHA Review for Consequence-Based Cybersecurity.  
It introduces an easy-to-follow, cost-effective methodology for safeguarding critical infrastructure and 
process industry facilities from cyberwarfare and other forms of cyber-risks. A PHA review can identify 
hackable scenarios and rank them appropriately, and pinpoint non-hackable safeguards such as relief 
valves and current overload relays. The authors are Edward Marszal, PE, and James McGlone, two 
globally recognized experts in process safety, industrial cybersecurity, and the ISA/IEC 62443 standards. 
The book and other cybersecurity-related titles can be ordered through the ISA Store. 
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Deep Packet Inspection and Industrial Cybersecurity
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By: Jon Lavender, Dragos

Communication within an industrial network is what brings the entire system to life. An industrial power plant, 
manufacturing facility, or processing plant contains a vast number of interconnected devices working together; but the 
diversity of vendors and lack of standardization results in a myriad of industrial control system (ICS) protocols being 
transmitted and received between different vendor equipment, as well as between the same vendor’s equipment.
Akin to listening to a cacophony of foreign languages, while simultaneously searching for hidden messages being sent 
between spies, distinguishing normal communications from abnormal communications is a daunting task. Because 
control signals to devices are sent via these ICS protocols, effective industrial cybersecurity technology must be able 
to understand and interpret the meaning and impact of all the different protocols to prevent blind spots in an industrial 
cybersecurity approach.

To gain an understanding of ICS protocols and the inherently valuable data within them, deep packet inspection 
(DPI) is a necessary component of a comprehensive industrial cybersecurity technology. DPI enables in-depth insight 
into the device communications occurring on a network. It also allows analysts to dig through the layers of data in a 
specific packet to get a view of the underlying application information—allowing analysts to determine if a device is 
communicating in a way it shouldn’t. 

Cybersecurity solutions without this level of visibility will have an incomplete view of how devices are communicating 
with each other, resulting in suspicious or malicious activity getting overlooked. DPI provides a deeper layer of device 
communications, so threats can be identified quicker and more comprehensively.

Merging OT and IT Insights
 
In industrial environments, there is more to consider than just ICS protocols. Many attack vectors observed recently 
surround IT-centric protocols, such as Microsoft’s Server Message Block (SMB) used for file sharing, HTTP protocol used 
for web communication, secure shell (SSH), and others. 

https://dragos.com/dragos-protocols/
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Being focused only on the ICS protocols could create visibility gaps in your security posture. The ability of DPI for 
passive identification of systems and software, such as engineering workstations, HMIs, historians, and the suite of 
applications in distributed control system (DCS) or SCADA environments provides valuable contextual information to 
assess appropriate responses to threats.

Understanding Individual Environments 

An in-depth understanding and knowledge of industrial environments, collectively, is the first step in establishing an 
effective industrial cybersecurity approach; however, industrial cybersecurity technologies must also have an in-depth 
understanding of individual industrial environments in order to establish the most effective industrial cybersecurity 
approach. 

DPI not only provides defenders with visibility of different device types, roles and relationships that exist in the industrial 
environment such as the role a human-machine interface (HMI) plays, how that HMI’s role differs from an engineering 
workstation, and how those different device roles can influence the potential consequence of an attack. DPI also 
provides visibility of the different device types in each specific industrial environment. For example, DPI provides an 
understanding the environment of and differences 
between a power plant owned by Company A, oil 
refineries 1, 2, and 3 owned by Company B, and a 
manufacturing plant owned by Company C.

Because different types of devices in various 
industrial environments have different exposures, 
they have different attacks associated with them. 
Effective ICS cybersecurity technologies should 
utilize DPI, so these differences are understood, and 
analysts can focus on the attacks that are most relevant to the various types of devices. 

This is especially critical as an increasing number of adversaries use “living off the land” techniques that leverage native 
system commands, applications, and software to gain access to systems and move throughout the network undetected. 
(By collecting and analyzing cyber intrusions or attempts to compromise ICS networks, we have created profiles of the 
known groups targeting ICS environments. See “Understanding Adversaries” for more information.)

Living off the land can allow adversaries to execute behaviors ranging from conducting research to executing an attack 
on a target while evading many signature- and blacklist-based detection methods. While detecting living off the land 
techniques seems straightforward, it often fails by traditional IT security approaches because of the complex nature and 
mission requirements of operations environments.

Industrial environments can have highly heterogeneous natures; therefore, in order for industrial cybersecurity 
technologies to be truly effective, they must have in-depth understanding and visibility of those environments, including 
devices and communications, as well as the differences of those devices and communications in specific facilities. 
Though there are many components of an effective industrial cybersecurity technology, deep packet inspection is among 
the most critical, because it allows industrial defenders to look beyond the foundational layer of data in their networks in 
order to gain a deeper understanding of the environment and to establish effective, resilient cybersecurity approaches for 
their organizations.
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Like listening to a cacophony of foreign languages 
while searching for hidden messages sent between 
spies, distinguishing normal from abnormal 
communications is a daunting task.
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OT Protocols

IT Protocols

Cybersecurity best practices recommend looking for 
anomalies related to both OT and IT communication 
protocols.
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Understanding Adversaries
By collecting and analyzing cyber intrusions or attempts to compromise ICS networks, 
Dragos creates profiles of the known groups targeting ICS environments and puts 
information on various Activity Groups in one place. Dragos does not attribute behaviors 
to individuals or nation-states, but instead focuses on how they operate. The resulting 
analytics provide comprehensive data around actions, capabilities, and intentions that 
industrial security personnel can use to create defensive plans. High-level information 
compiled by the Dragos Threat Intelligence team outlines the descriptions, associations, 
capabilities, and victimology of each Activity Group. Full details of the research are made 
available to subscribers to the company’s WorldView service.

https://dragos.com/
https://dragos.com/adversaries/


4 Ways to Tackle Cybersecurity at the Industrial Edge
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By: John Fryer, Stratus Technologies 

The benefits of edge computing are not a secret anymore. Many companies across a variety of industries have realized 
the benefits of implementing edge solutions for faster processing and enhanced data analysis. Given the remote access 
points of these devices—literally at the edge of the network—companies are facing new security vulnerabilities that they 
have not experienced before. 

These edge-of-the-network touchpoints, which were previously isolated within the network, are exposing new threat 
surfaces that may lead to the loss of data integrity or network vulnerabilities. Unfortunately, these two threats combined 
put companies at greater risk for potentially catastrophic events, including ransomware attacks.

To protect their networks and data, companies utilizing edge technology need to make sure that they are addressing 
cybersecurity threats on the edge. However, edge security strategies are not a one-size-fits-all approach. To develop 
the best edge security strategy for their specific operations, companies need to take into account the following best 
practices prior to implementation.

Define Security
The typical process control model that involves decision making for the process at the local or centralized 
level by PLCs (Programmable Logic Controller) or BPCS (Basic Process Control System) is quickly changing.  
These systems were never intended to deal with or even realize the amount of data they would have access 
to in the near future.  There are certainly newer ERP, MES and asset management systems that collect 
some of this data now, but the more critical challenge that local manufacturing facilities face is manpower.  
Streamlining of costs and overheads has left many manufacturing facilities with just enough personnel to 
keep the plant running, so facilities no longer have the extra time, personnel and resources required to 
analyze the data. 

1
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Coordinate Your Stakeholders 
As I touched on in my previous point, edge computing is in the hands of both IT and OT professionals on a 
day-to-day basis. Because of this convergence, effective security remediation plans need the buy in of both 
IT and OT teams. The cooperation and coordination between both sets of professionals is crucial, not doing 
so can result in detrimental outcomes. An effective remediation plan properly outlines what both teams’ roles 
are in protecting the company’s operations and assets. It is possible for IT and OT teams to work cohesively 
to protect the security of their organization. 

Know Your Security Needs 
This is arguably the most integral part of the edge security process. Companies need to conduct a 
comprehensive security audit of existing environments. In this step, a security auditor properly identifies 
physical and digital security threats at the edge. After all points of weakness are identified, a proper and 
comprehensive edge security strategy can be put in place.

Implement Security Awareness Solutions 
Due to the nature of the edge, security has different requirements from traditional IT infrastructure. At the 
edge, priorities are highly focused on the simplicity of the solution, the autonomy of operation and the ability 
to self-protect (against cyber attacks or component failure) to prevent unplanned downtime. Because of 
this, edge security strategies cannot be complicated or costly. When addressing this issue, companies need 
to consider implementing security awareness solutions that suit the needs of the OT professionals who are 
directly managing the front lines at the edge, while also working in tandem to minimize the risk for IT security 
issues.

Overall, if a company is using edge computing now—or thinking about implementing it in the future —it’s important 
that it implement a security strategy proactively. By defining security, coordinating both IT and OT teams, conducting a 
security audit and implementing security awareness solutions, a company will develop an edge security strategy that will 
protect both their data and their bottom line. 

While it is true that edge computing is still new and that not all of its benefits have been realized, one thing is for certain: 
Security needs to be a critical part of the edge conversation.

2
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