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Introduction
The technological surge that is sweeping the automation industry has done much to improve
organizational bottom lines. More importantly, however, these innovations are having a transformative effect on worker safety. Where, in the past, safety may not have been the driving
force behind innovation, the present day is increasingly seeing safety inherently designed and
built in from the ground up. That’s why Automation.com, always closely following new advances in safety trends and technologies, has worked with several industry leaders to compile our
first ebook focused solely on Safety.
Whether you work in a process or a packaging industry, if you are responsible for the well-being of people working for you, this eBook was designed to provide you exactly what need to
know in order to ensure a proactively safe, yet productive workspace.
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As a pioneer in smart automation technologies, Schneider Electric makes it easier for you to offer
your customers machines that protect people, assets, and the environment. We help you combine
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can enjoy greater business efficiency and sustainability. Both today and tomorrow.
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How Embedded Safety Drives and Networked
Safety Cut Costs and Boost Productivity
By: Alexandre Perrat
Marketing Director for Drives Business
Schneider Electric’s Industry division

Introduction

Executive summary

—ARC Advisory Group

Safety has evolved from being a cost burden
and “necessary evil” to a strategy for improving productivity and reducing downtime’.

Today’s advanced safety technology is not just a
means to ensure operator safety but is a way to
improve performance. Traditionally, the functions of
automated machine safety and control have been
kept separate. But technological advances now
enable safety functionality to be embedded within
automation components such as variable speed
drives and servo drives. This paper explains how
this simplified, integrated approach — along with
networking safety over Ethernet — cuts installation
costs, actually enhances operator safety, and reduces the amount of ‘full shutdown’ downtime, thereby
improving overall production line performance.

Table 1
Embedded safety drives offer OEMs and their end-user customers several advantages

Ensuring operator safety is a machine process
company’s top priority and paramount concern.
Consequently, safety always trumps production
— a simple safety stop can shut down production
for as long as it takes to identify the problem and
restart the systems. Given today’s high-throughput
production lines, even a relatively short period of
downtime can be costly.
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Traditionally, the functions of automated machine
safety and control have been kept separate. Conventional wisdom held that the two systems should
be physically and functionally isolated from each
other, so that safety would not be compromised
by the same faulty condition that led to the control
system’s producing a ‘dangerous’ situation in the
first place. Or, conversely, some feared that integrating the safety automation and control automation systems would adversely affect the machinery.
Operators were protected from hazardous situations
by non–automation control electromechanical hardware such as contactors, safety relays, and interlock
circuits. The extra expense of OEMs’ building and
customers’ maintaining two discrete systems was
seen as an unavoidable cost of doing business.
However, technological advances now enable safety
functionality to be embedded within automation
components such as variable speed drives and
servo drives. A single drive component capable of
standard control functions as well as safety monitoring offers several advantages to OEMs and their
end-user customers:

•
•
•
•

Lower installation costs
Enhanced operator safety
Increased machine productivity
Improved production line performance

Not only do embedded safety drives reduce hardware costs by as much as 30% (since only one
device is needed instead of two), but complementary savings are realized from reduced cabling needs,
fewer circuit breakers, and simplified installation
(e.g., functionality is integrated right into the drive,
avoiding the need to figure out how to hook up and
wire the logic with relays, resets, and contactors).
Embedded safety drives ensure a safer working environment for machine operators by simplifying the
safety system. Drives that integrate both control and
safety functionality reduce the complexity of engineering two separate control and safety systems. In
general, the less complicated a system is, the safer
it is. Fewer devices and less cabling mean fewer
potential points of failure.
Instead of compromising the health of machinery,
utilizing a single drive component can actually
improve machine performance and extend its useful
lifetime. Advanced safety functions enable safe stop
ramps without completely shutting down power to
the machines. This reduces the chances of breakdown since there are no wearing parts, and avoids
degradation of machinery due to full-stop-and-restart cycles. Safe speed monitoring ramps allow the
machine to slow down sufficiently for an operator to
safely perform some types of intervention (clearing
a blockage, for example) before
the machine is damaged.

Advantages of embedded safety drives
Lower installation costs
up to 30% savings

• 1 device instead of 2
• Fewer circuit breakers
• Reduced cabling
• Simplified installation

Enhanced operator safety

• Fewer potential points of failure
• Faster response to safety signals

Increased machine productivity

• Reduced wear and tear
• Faster, safer manual intervention

Improved production line performance

• Less ‘full shutdown’ downtime
• Faster restart times
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The advanced safety functionality of embedded safety drives
improves overall production
line performance. The ‘Safe
Stop’ and ‘Safe Limited Speed’
functions reduce full-shutdown
downtime and enable faster restart times. Operators can safely
intervene to resolve machine
stops. Production may continue
at a reduced rate while machinery is adjusted (for example,
resetting a door and unblocking
a chute). Less downtime means
more productivity.
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Further, networking the safety devices as a cohesive
system delivers all the operational and cost-saving
advantages of a less-complex system — reduced
cabling needs, simplified installation, etc. As noted,
a simpler system is generally a safer system.

Additional information
For an industry analyst’s discussion on embedded safety and how modern safety systems
improve productivity, download the IHS white
paper Machine- safety in factory automation

Integrating safety and control systems allows them
to ‘talk’ with each other and share data such as
diagnostics, system status, alarms, events, and other critical information. This data sharing improves
productivity by enabling faster restart times through
minimizing the time it takes to identify and troubleshoot a problem — without compromising operator
safety.
There is a growing realization among OEMs and
end-user companies that advanced safety technology is not just a means to ensure operator safety
but is a way to improve performance. Variable speed
drives and servo drives with embedded safety meet
the most stringent regional safety standards while
also boosting productivity — and are a less costly
alternative to the conventional approach of maintaining separate safety components.
This paper explores how improved safety means
improved productivity. Specifically, embedded
safety drives and Ethernet-networked drives lower
hardware costs, increase operator safety, reduce
downtime, and therefore improve overall production
line performance.

Embedded safety improves productivity
Historically, compliance with safety standards and
regulations — and the impact this had on machines

— has often been viewed as a burden. Safety was
an additional cost to bear in an increasingly competitive market. It was something that OEMs and
operators had to address, but more often they did
so reactively rather than proactively. They would implement the minimum automated safety functionality
to meet mandated requirements.
That approach has given way to a new perspective
in which safety functionality goes beyond safeguarding people and protecting machinery. Today
machine process companies see how safety enhancements lead to better machine performance
and improved overall production.
It may seem that the two concepts of ‘enhanced
safety’ and ‘improved productivity’ are contradictory
within the context of industrial machinery. Safety
calls for machines to shut down if there is an abnormal condition that presents a danger to operators,
whereas productivity requires machines to keep
running. In other words, safety demands downtime
but productivity demands uptime. But today’s advanced safety technology — in particular, variable
speed drives and servo drives embedded with safety functionality — are able to better safeguard operators while simultaneously minimizing the amount of
time the production line is shut down.
Embedded safety drives integrate safety functions
that control the drive output to the electrical motor
in response to safety-related events. These functions can either stop the drive without shutting off
power to the motor entirely, or control the speed of
the drive.
Embedded safety functionality means a drive does
not have to ‘wait’ for a signal that there is an abnormal condition (e.g., overspeed, blockage). Three of
the most common functions are STO (Safe Torque
Off), SLS (Safe Limited Speed), and SS1 (Safe Stop 1).
STO (see Figure 1) ensures that there will be no
torque on the motor, so the machine is not able to
move and harm operators or damage components.
The electronic switching time is much faster than
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with electromechanical components in a conventional solution.

Frequency
Actual
Frequency

Frequency

Stop

Time

0

stopped (or reached a predefined minimum speed),
then activates STO. This function brakes high-speed
motors more quickly and safely than conventional
electromechanical solutions. The automatic switchover to STO enhances operator safety.

Figure 1: The STO function brings a machine to a stop without shutting off power to the motor

SLS (see Figure 2) slows down, then holds the motor
at a predefined speed. If this speed is exceeded,
STO automatically kicks in. This function protects
machinery by ensuring that damage is not caused
by machines’ running too fast. It also enables
operators to reduce the speed of a machine to a
level where they can safely intervene to correct an
abnormal condition.

Error and Stop

Actual
Frequency

0

Time

Figure 3: The Safe Stop 1 (SS1) function stops a drive more
safely and quickly before transitioning to STO

A simple example may illustrate how adopting embedded safety drives can improve operator safety
while at the same time boosting productivity.
In a woodworking machine that uses a spindle to
shape the material, stop ramps (Safe Stop 1, for
instance) can be used to precisely

Frequency
Actual
Frequency

0

Error and Stop

Time

Figure 2: The SLS function slows down a machine to safe
speeds

Safe Stop 1 (SS1) stops a motor by controlled
braking, according to a predefined speed ramp.
(See Figure 3.) It checks that the motor has actually

manage operator access — for example, clear away
chips from the spindle shaft. As cutting power to
a big machine can take several minutes to stop its
spindle, there is always the risk that operator will
try to interact with the machine too soon (before the
cutter heads stop spinning). But the stop ramps also
avoid operators waiting longer than required before
interacting with the spindle (according to a timer, for
instance). The ramps rapidly stop the machine, ensuring that any damage is limited and that operators
can quickly assess problems in a safe environment
(STO). The drive with embedded safety functionality
cuts off the torque on the motor but does not shut
off power altogether. This enables faster start-up.
Downtime and potentially costly damage are reduced, but operator safety is not compromised.
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and fixed so that less material further upstream the
production line has to be scrapped.

Embedded safety drives reduce costs
Put simply, using an embedded safety drive means
investing in one component rather than two. Specifically, the initial cost outlay of two devices — one
for control and one for safety — is reduced by using
a single device that has both safety and control
functionality.
Although variable speed drives or servo drives with
embedded safety are likely to cost more than drives
solely used for control or for safety, the overall hardware cost savings can be as high as 30%.

Figure 4: Embedded safety drives utilize stop ramps to allow
operators to intervene safely and quickly

Once operators are in close proximity to the moving
parts of the machine, Safe Limited Speed allows
operators to inspect, perform basic maintenance,
or remove blockages without shutting the machine
down completely (see Figure 5). This safety function
allows machine operators to more quickly assess
and resolve problems, improving machine uptime
and more efficiently managing the production line.
The ability of operators to more effectively manage
machinery through embedded safety drive functionality also reduces the requirement to employ specialist electrical engineers, who would normally be
needed to take the machine offline and restart.
Embedded safety drives also reduce the amount
of waste that normally occurs if a component or
machine fails or needs to be inspected. The Safe
Limited Speed function allows individual machine or
component problems to be more quickly evaluated

Figure 5: Example of Safe Limited Speed

‘Although variable speed drives or servo
drives with embedded safety are likely to cost
more than drives solely used for control or
safety, the overall cost saving in terms of the
initial hardware outlay can be as high as 30%’.
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Further cost reductions are realized through reducing the number of circuit breakers needed to
achieve a safe stop. Safe Torque Off (STO) functionality on the drive enables the machine to be put
into a safe mode automatically, without the need
for a breaker downstream. Thus, embedded safety
drives offer an improved degree of reliability over
other circuit protection components. Conventional
approaches require two circuit breakers in series (or
a breaker and a monitoring device), so reliability is
dependent on several components working in conjunction. Embedded safety drives achieve the same
level of safety integrity intrinsically.
The addition of an option card inserted in the drive
enables it to manage applications like opening
machine guard doors. Managing doors with an embedded safety drive that monitors the speed of the
motor is much simpler — and less expensive — than
the conventional approach, which requires a number
of other devices to manage safe outputs, monitor
speed, and manage locks. Significant cost saving
may be realized whilst at the same time improving
overall safety and performance.
Beyond the reduced hardware costs are the savings achievable from reduced cabling, which can
account for 15% of the installation costs.2 A single
embedded safety drive eliminates the cabling cost
associated with connecting numerous devices. This
can be a significant amount, likely only to increase
in line with material costs.
Most important, a safety system with fewer devices
is likely to be more robust. Fewer devices and less
cabling reduce the potential for failure. Generally, a
simpler system is a safer system. With every additional device that is needed to construct the safety
system, the overall performance and reliability are
lessened — no matter how highly rated the individual components are.

the overall reliability index of the system. When a
system segregates safety and control functions, one
must ensure that both control and safety are well
coordinated. Whereas with embedded safety, the
function and the behavior of the control are certified
to be linked to this safety function — precluding a
source of failure.
Modern industrial processes are employing ever
larger, faster, and more complex machinery. While
more productive, today’s machines present more
challenging safety conditions and call for more
sophisticated safety control. Simply shutting off
the power to the machine is no longer sufficient to
protect operators and machinery itself. In fact, suddenly powering down a large, high-speed machine
can present an even more hazardous situation than
the condition that caused the safety stop. Responding to potentially unsafe conditions in a controlled
manner has become more complex, which increases
the cost of building and maintaining safety control
systems.
Technological advancements now enable safety
devices to be networked as a cohesive system.
Networking simplifies the integration of automation
and safety control, offering all the operational and
cost-saving advantages of a less-complex system,
as well as additional benefits:

• Lower installation costs due to fewer hardware
components and reduced cabling — and
therefore fewer potential points of failure

• Faster commissioning time
• Quicker and easier certification
• Simplified (and less expensive) maintenance
• Enhanced operator safety from faster re
sponse to potentially unsafe conditions

• Improved machine productivity due to reduced
degradation of electromechanical components
in separate safety system

Embedded safety over Ethernet
Replacing hardware with embedded software,
which is certified for specific conditions, increases

• Data sharing among different but integrated
systems — enabling better synchronization to
boost productivity
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sit on top of industrial Ethernet variants that are used for
networking of a broad range of
industrial automation components. Technological advances
have overcome the disadvantages of Ethernet communication in previous years, and
today its low cost and high
speed have established it as the
most widely installed network
technology. The compatibility
of both the safety- and control-based protocols means that
integration to a single network
is quick and straightforward.

Figure 6: Safety networking protocol analysis (2013 vs. 2018)

Wireless Safety Control
Machine safety applications have increasingly
begun to adopt wireless technology. Today’s
wireless solutions adhere to stringent safety
standards and have overcome challenges that
have hindered adoption in the past.
The Schneider Electric white paper Wireless
Technology – Changing the Face of Safety
Applications explores how modern wireless
implementations can benefit user safety and
boost productivity.

A number of safety protocols are already used widely
for networking discrete machine safety components.
Analysts forecast an increasingly higher adoption
rate in the foreseeable future (see Figure 6). They all

Integration allows safety and
control systems to ‘talk’ with
each other and share data such
as diagnostics, system status,
alarms, events, and other critical information. For example,
networked embedded safety drives allow critical
events and information to be displayed on one HMI
screen. This data sharing improves productivity by
enabling faster restart times through minimizing the
time it takes to identify and troubleshoot a problem
— without compromising operator safety.
Safety over Ethernet simplifies safety system communications, reducing the need for multiple hardware components and their associated expense.
For example, hardwiring communications for a
5-axis machine would require terminal adapters at
each drive (see Figure 7). The more axes the machine has, that many more drives would be required
and that many more terminal adapters would be
needed. Ethernet-networked embedded safety
drives would be fully operational as soon as a single
standard RJ45 cable is connected — as opposed to
a hardwired system, which would require six different wires to achieve the same level of functionality.
Not only are installation and hardware costs reduced,
but so is the potential for connection failures. A
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standard networking backbone for the safety system
means that automatic slowdown can be implemented for the production line, enabling better management and coordination of production.

Conclusion
Embedded safety over Ethernet also benefits OEMs
and their end-user customers during the certification
process. As safety networks are now sanctioned by
global industry standards (specifically, ISO 13849),
validation of the system is simplified, because less
assessment and computation is required. As devices are networked using a standard but robust
Ethernet cable using a certified channel, the system
performance is guaranteed.
Machine process companies today must respond
to pressure to improve their bottom line through
increased productivity without sacrificing operator
safety. The nemesis of productivity is downtime:
powering down machines and halting production
until the problem is identified and resolved. Advanced safety technology — in particular, variable
speed drives and servo drives that integrate safety
and control functionality — are able to better safeguard operators while simultaneously minimizing the
amount of time the production line is shut down. No
longer are productivity and safety mutually exclusive
objectives.

Figure 7: Safety module terminal adapter of Lexium32

The commissioning process is also simplified
with Ethernet-networked embedded safety drives.
Safety parameters can be specified using standard
function blocks in a programmable logic controller
(PLC), which can then be connected via Ethernet to
multiple drives. This streamlines an often complex
architecture, as a single safety PLC can be used to
control multiple parts of the production line. Overall, this makes for a simpler system and potentially
improved productivity due to better synchronization of modules. An example would be a machine
where motors are virtually linked, like a packaging
machine (in the case of servo drives) or load-sharing applications (in the case of VSDs), in which the
wear and tear of the mechanical link among motors
could be avoided.

Embedded safety drives represent a new, forward-looking alternative to the conventional approach of using multiple hardware components to
create separate, independent systems for machine
control and safety. Embedding safety functionality
into the control drives reduces the complexity of
the safety system. The number of components is
reduced — as are the associated cabling needs
— making the system more robust and reliable. In
general, the less complicated a system is, the safer
it is. Fewer devices and less cabling mean fewer
potential points of failure.
Not only do embedded safety drives reduce hardware costs by as much as 30%, they also extend
the useful lifetime of machinery Safety functions
enable safe stop ramps without completely shutting
down power to the machines. This avoids machinery
degradation from excessive full-stop-and-restart
cycles. Safe speed monitoring ramps allow machines to slow down sufficiently for an operator to
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safely interact with them, to troubleshoot a condition that would otherwise shut down the production
line (clearing a blockage or closing a guard door, for
instance). By reducing full-shutdown downtime and
enabling faster restart times, overall production line
performance is improved.
Networking safety systems over Ethernet cable
enables quicker certification and easier integration
of safety and control. System complexity and wiring
is also significantly reduced, which helps improve
overall safety due to fewer components with the
potential to fail.
As with embedded safety drives, networking a control and safety system using an integrated,
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single backbone improves operator safety whilst
enabling cost and installation time savings. Adopting embedded safety hardware and communications
can realize a significant cost advantage over the
traditional hardwired and stand-alone approach.
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The 5 Keys to a Safety Mindset –
You May Not Live Without Them
By: Paul J. Galeski, PE, CAP
President and Founder
Maverick
In industrial automation, the work we do is inherently dangerous. The complex and varied environments
in which we perform our services or do our daily
work pose unique challenges to working safely. We
see examples of industrial accidents all too often
in the news: explosions, leaks, fires, falls, injuries
and even deaths. Our natural inclination is to avoid
confronting these painful and difficult scenarios.
The personal and potentially devastating impact of
a safety lapse is something that we just simply don’t
like to face.

Accidents, arguably all of them, are preventable. If
we all know what to do – and what NOT to do – to
work safely, why doesn’t everyone comply with safety practices 100% of the time? How many times after an incident at home or at work have you thought,
“I had a feeling that was going to happen.”? This
hindsight is 20/20 – and worthless. After an incident,
it is too late and you’re dealing with people who are
hurt – or worse – along with the potential negative
impact on production, the environment, your assets
and certainly on your reputation. No one wants that
on their conscience.
The underlying organizational culture and safety
mindset determines the degree to which safety is
integral to everyday thought processes and work
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habits. That’s why creating and championing a
“safety first” mindset must be everyone’s job.
What are the cultural barriers to 100% safe operations where you work? We can start by asking these
five questions:

1. Is there such a thing as an
“acceptable risk”?
We take risks every day. We cross the street, play
sports, ride in automobiles or fly in airplanes. For
those of us in automation, our risk factor increases
while at work. One reason we get hurt is the belief
that we can get away with an unsafe practice or take
a shortcut “just this one time.” For example, you’re
working on a project and you know you should get
a co-worker to help you unload a heavy shipment.
But, after all, it’s only 10 pounds over the recommended weight limit, and no one is available right
now to help. You don’t want to slow down your work
– you feel strong and in good physical condition. So
just this once, you unload the overweight boxes by
yourself. Maybe you get hurt and maybe you don’t.
Is this an acceptable risk where you work?

2. Are habitual risk-takers tolerated?
Perhaps it’s just human nature to believe we are so
experienced at our jobs that we’re immune to accidents or injury. When we really do know our job cold
and perform the same tasks repeatedly, we may
begin to feel comfortable taking more risks as our
safety mindset erodes. This false confidence can
cause us to grow complacent in our safety practices. When the status quo involves taking even small
chances routinely, the culture works to heighten
rather than reduce the risk of incidents. Is it commonplace at your workplace to take shortcuts that
put you and your facility at risk?

er training and information before you begin a job
is your personal responsibility – for yourself and to
keep co-workers out of harm’s way. Even if you’ve
been trained and are experienced – and even if
you’ve witnessed accidents before – complacency
can slowly degrade your vigilance. Is your corporate
culture lax or infrequent with safety reviews, training, updates and monitoring? Do they fail to communicate safety records and concerns on a regular
basis?

4. Are company values communicated
properly?
Valuing gain in either time or money over the safety
and care of people is a policy that no respectable
company would promote or knowingly tolerate.
However, the daily focus on achieving a certain
gross profit or margin on a product or to meet
schedule may give automation workers the impression that it’s okay to cut corners to achieve this
so-called “success.” Under pressure for profit or
schedule, have you ever bypassed a safety process
or rule because it just seemed that following the
right procedure “cost” more in time or money than it
was worth?

5. Do employees feel empowered?
When budget and schedules drive operations, it can
be difficult for a worker to consider shutting down
operations for a perceived safety risk or minor issue.
There can be fear of retaliation, repercussions or
embarrassment for reporting observed safety violations or refusal to perform a task that doesn’t seem

3. Is lack of personal responsibility
condoned?
Industrial safety starts with learning best practices,
applicable laws and regulatory requirements. Being
properly trained and aware of your own safety and
that of your co-workers is paramount. Getting prop-
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safe. Fear of negative opinions or management’s
reaction when they make the tough call to stop
work or shut down a process could ultimately cost
everything. Does your corporate culture support behaviors that are safety-conscious and responsible to
yourself and others? Does everyone know, understand and believe they have “stop work” authority at
your facility? Would you feel comfortable picking up
the phone to report a safety risk to upper management and then refusing to continue work until the
risk is eliminated?
Creating and maintaining a safety-conscious culture
in the industrial workplace is critical to protecting
our people and living up to our responsibility to
provide them with the safest working conditions
possible. We all have the right to work where safety
is known to be the number one priority over profits, scope, budget or anything else. We must focus
on creating and ingraining a cultural mindset that
promotes safety to every person in the organization
regardless of their job function. An integral safety-conscious culture requires an organized company-wide effort, taking every opportunity to emphasize and reinforce the safety mindset.
To be effective, a safety policy should be simple and
easy to internalize. I have always promoted this one
simple rule: Don’t get hurt yourself and do everything

you can to keep other people from getting hurt.
Here are five key thought processes you can use
now to help you move toward a culture that keeps
safety top of mind for everyone:

1

How much risk is acceptable? Zero.

There is no such thing as an “acceptable risk” when
it comes to industrial safety. The slightest tolerance
for the side-stepping of safety procedures and
processes pierces the armor of safety on the job.
Managers must continually communicate a policy
and, just as importantly, an attitude of zero risk tolerance. Habitual risk-takers must be addressed, and
when the corporate culture screams “Safety Above
All,” the offender will learn that side-stepping safety
policies is no longer tolerated. Teaching, training
and encouraging automation workers to look out for
themselves and for each other creates an environment based on trust and caring, and when people
care about each other, they take more care in everything they do.

2

Teach, train, educate. Repeat.

It is management’s responsibility to mandate that
training and job-related information are not just
“available” but are required learning. Automation
professionals are working in areas where many
things can go wrong. Safety should be a key consideration in every activity whether in
the office, in the plant or in a mill. Before
a crew member starts a job, questions
that highlight safety risks should be answered: Are you trained for it? Have you
done this before? Is there any reason you
can’t perform this task? How many consecutive days have you been on the job?
A pervasive safety-consciousness culture promotes training and preparedness
as everyone’s personal responsibility.

3

Think outside the job.

Process automation is a combination
of people and machines. The machines
stay in their assigned areas, but people

Advancing Automation eBook Vol. X

PAG E 17

do not. The right corporate culture promotes safety
in the minds of our people beyond the time they
spend at work. Safety awareness should expand to
the health and safety of people whether they are on
the job or enjoying their free time. It’s just as important to be safe when on holiday as it is on the job
come Monday morning. Employees should feel that
any injury or risk, whether at home or at work, deeply matters to the company and to their co-workers.
Teaching personal safety in addition to industrial
safety can reduce on-the-job incidents as well as
accidents on leisure time.

wrong, there will be no negative consequences for
pointing out a safety issue, refusal to perform an
unsafe task or stopping work for a safety-related
reason. Empower your people with a safety mindset
and the authority to live by it. Safety risks are inherently unacceptable: If it isn’t safe, just don’t do it.
If you’re looking for takeaways here, it boils down
this:
• Don’t get hurt and do everything you can to
keep other people from being hurt.
• Safety doesn’t cost. It pays.

4

The right values: Safety doesn’t cost, it pays.

A corporate culture that values people over material
goods, services and profit is paramount to safety on
the job. A strong value system never allows budgets
or scheduling issues to take precedence over the
well-being of people. It never costs too much to play
it safe, especially in an environment where even a
small risk can produce a catastrophe. The pay-out
of safety is first and foremost the health and soundness of every worker. In addition, it saves lost time
for injuries, stops lost production, guards assets and
protects the reputation of the company. It pays big
dividends in the trust of employees, cooperation and
caring among co-workers, lower insurance costs,
and many other intangibles. Safety doesn’t cost. It
pays.

5

Empower people to work safely under all
circumstances.

• If you don’t think it’s safe, don’t do it.
We must all be passionate about safety and constantly reinforce it within our collective consciousness. It’s one thing to say “safety matters”, but it’s
another to have it indelibly etched into the mind of
the workforce so that it is second nature for them
to take care of themselves and their team members
every day on the job. We stay safe together. Safety as a way of life is a cultural mindset that can be
ingrained and built upon year over year.
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Our employees and even our contractors and visitors must feel empowered to walk away from any
situation where they observe a safety risk. Everyone
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Introduction to Arc Flash Safety
By: Glen Kampa, Bob Lau, and Andrea Salazar
Associates at Hoffman
nVent

arc flashes can produce deafening noises, supersonic concussive-forces, super-heated shrapnel,
temperatures far greater than the sun’s surface, and
intense, high-energy radiation capable of vaporizing
nearby materials.

WHAT IS ARC FLASH?

STANDARDS FOR SAFE ELECTRICAL
PRACTICE

Although not a new phenomenon, awareness of arc
flash and protecting against it has become a growing concern in the electrical industry. Often, an arc
flash event is triggered by operator movement or
contact with the energized equipment. This is a particular threat when faults occur within an enclosure.
A phase-to-ground or phase-to-phase fault that results in an explosion can cause fatal injuries, severe
burns and produce considerable property damage.
When an uncontrolled arc forms at high voltages,

LAWS AND STANDARDS
The National Fire Protection Association (NFPA) 70E
Standard for Electrical Safety in the Workplace was
written to protect personnel by reducing exposure to
major electrical hazards. Originally developed at the
request of the Occupational Safety and Health Administration (OSHA), NFPA 70E helps companies and
employees avoid workplace injuries and fatalities
due to shock, electrocution, arc flash, and arc blast.
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The NFPA 70E standard provides the roadmap to
comply with OSHA 29 Code of Federal Regulations
(CFR), 1910 Subpart S. To protect operators, the
standards require an “arc flash boundary” and recommend that electrical work should only take place
on de-energized equipment. The “arc flash boundary” is the distance where the incident energy is
equal to 5 J/cm2 (1.2 cal/cm2), which is the energy
level that unprotected skin will sustain a second
degree burn. Access to potentially energized equipment capable of generating an arc flash must be
limited to qualified personnel wearing the appropriate Personal Protective Equipment (PPE).
In addition PPE, NFPA 70E describes risk assessments and enclosure labeling. It also covers safety-related work practices, maintenance of electrical
equipment/installations, the requirements of special
equipment for electrical installation, and employee
training.

FINES
When safety guidelines are ignored or not enforced
and a worker is injured or killed, companies face
fines from OSHA.
In one instance cited in the OSHA Regional News
Release in October 2014, an electric technician at a
steel manufacturer in New York was struck by an arc
flash when removing wiring from a fan motor in an
overhead crane which caused an ungrounded electrical conductor to touch a grounded surface. The
technician sustained third-degree burns on her hand
and first-degree burns on her face, which could
have been avoided had she worn rubber insulating
gloves and a face shield. OSHA cited the company
with proposed penalties totaling $147,000.
In another instance over the same time period, a
maintenance worker at a furniture upholstery manufacturer in Mississippi was fatally electrocuted while
disconnecting wiring on a saw. Due to the company’s failure to provide electrical safety training, the
worker was unaware that the equipment he was
working on was still “live” and had enough elec-

tricity to kill him. OSHA found the manufacturer to
be in violation of nine safety standards, resulting in
$55,100 of proposed penalties.
In addition to fines, companies can also face other costs due to destroyed equipment, operation
disruptions, litigation, higher insurance costs, and
worker compensation claims.

RESPONSIBILITY
Facility managers, electricians, and control panel
engineers have the responsibility to ensure a safe
workplace environment to protect employees and
businesses from harm.
Even the best-designed safety program will not
guarantee that it will be consistently implemented
and adopted across all workplaces. Implementation
of a safety compliance program requires the support of management and the marshalling of many
resources. Without this support, many safety programs often fail due to urgent priorities, inconsistent
training of the workforce and delayed implementation.
The right project management and training support
can help:
• ensure compliance with relevant hazardous
energy standards
• reduce time to compliance
• improve workplace safety
• provide high-quality, cost-effective implementation
and training services, and
• limit exposure to regulatory fines.

PREVENTING ARC FLASH
AWARENESS OF THE HAZARDS
As automation and control systems continue to
expand and become increasingly complex, the more
crucial it is to take necessary safety precautions.
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Balancing productivity and system optimization
with worker safety is a challenging act that requires
a disciplined approach. Because of the fatal nature of the injuries and the cost implications to the
business, the risks are too high to leave things to
chance. It takes just one incident to change the life
of a worker. The damages created by an arc flash
incident are preventable if safety precautions are
implemented and followed.
STATISTICS ON FATALITIES AND INJURIES DUE
TO ARC FLASH
The statistics on arc flash accidents, ranging from
death to severe injuries, shed light onto the prevalence of such incidents.
There are 5-10 arc
explosions every
day in the U.S.,
resulting in numerous deaths each
year. Electrical arcs
produce some of
the highest temperatures known to
occur on earth. Up
to 35,000°F, which
is 3.5X the surface temperature
of the sun. Even
when several feet
from the arc, fatal
burns can occur,
as clothing can be
ignited from 10 feet
away.
When victims do
survive, estimates
indicate that more
than 30,000 non-fatal electrical shock
accidents occur
each year. According to NFPA 70E,

typically, as much as 80 percent of hospital admissions from electrical incidents are a result of burns
from an arc flash and ignition of flammable clothing,
rather than electrical shock. Over 2,000 people are
admitted to burn centers for severe arc flash burns
each year.
At these high temperatures, all known materials are
vaporized causing a sudden expansion of air. These
blast pressure waves have the potential to throw
workers across rooms. Additionally, the blast heat
and pressure causes droplets of molten metal to
spray at speeds that exceed 700 mph, faster than
a jet plane. Blast shrapnel can penetrate the body
from 10 feet away.
To add to the list of injuries, the arc blast can have
a sound magnitude of 140dB at a distance of 2 feet
from the arc, similar to the sound of military jet afterburners. This results in hearing loss.
The numbers of deaths and injuries resulting from
arc flash may actually be higher than reported.
Burns caused by arc flash may not be classified as
an electrical burn or arc flash burn, dwindling the
perception of the occurrence of arc flash incidents.
PROCEDURES
Best practices in meeting the OSHA, NFPA 70E,
and Canadian Standards Association (CSA) safety
standard requirements to establish a workplace
free of unknown hazards in relation to the electrical
system include risk assessments, training programs,
lockout-tagout procedures, and marking and identification systems.
Risk Assessments
Mitigating the risk of electrical hazards begins with
shock and arc flash risk assessments. The shock
risk assessment determines the voltage personnel
could be exposed to, shock protection boundary,
and appropriate PPE for shock protection. The
arc-flash risk assessment determines if an arc-flash
hazard exists. If so, it further determines the ap-
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propriate safety related work practices, arc-flash
boundary, and appropriate PPE for arc-flash protection. The arc flash boundary is relevant to systems
50 volts and greater.
Risk assessments must be updated when a significant modification or renovation involving the
electrical distribution system occurs or it must be
reviewed at least every five years.
Training Programs

the electrician who is working on energized conductors. Unqualified personnel are neither trained nor
familiar with determining exposed energized conductors or determining nominal system voltage and
the apparent hazard.
Qualified employee training includes the identification of specific electrical hazards and the potential
risk for injury. It also discusses emergency procedures needed in the event of an incident and first aid
care.

Training is critical for all workers who are exposed to
electrical hazards. These workers must thoroughly
understand the requirements of the electrical safety
program, which is required by NFPA 70E and OSHA
29 CFR 1910.147 for all industrial locations and must
include safety principles, controls used to measure
and monitor, and specific procedures regarding how
to work within the safety boundaries.

Unqualified employee training only includes training
on electrical safety practices necessary to avoid
injury.

NFPA 70 requires training for two types of groups:
Qualified and Unqualified employees. A qualified
person has demonstrated skills and knowledge relating to the construction and operation of electrical
equipment and installations. This person is typically

Lockout/Tagout

Retraining or additional training is required when
new technology is installed, job roles change, or
every three years. It is important that the employer
documents employee training.

Lockout/Tagout (LOTO) procedures are established
to protect employees from accidental start-up of
equipment or accidental release of hazardous energy.
NFPA 70E specifies that LOTO
procedures be implemented as
part of establishing an electrically safe working condition—
see related specification OSHA
29 CFR 1910.147, The Control
of Hazardous Energy. Annex G
of NFPA 70E Handbook has a
sample LOTO program that may
be used as a template. A key
principle of the LOTO procedure
is that a circuit or panel is considered to be “live” until a test
instrument is used by a qualified employee wearing required
PPE to verify the source(s) of
energy are removed. Test instruments are to be verified that
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they are working properly by checking with a reference voltage source before and after an absence
of voltage test is performed. Wherever possible,
verification includes visual inspection of the blades
of disconnecting devices to insure they are in the
fully disconnected position.
Other key principles of a robust LOTO program
include:
• Employee Involvement—each person who
could be exposed to hazardous energy on a
specific job is included in the LOTO process,
otherwise referred to as Group Lockout. Personnel shift changes should also be monitored.
• Training—employees are trained on the site
specific LOTO/Energy Control Procedure.
•

Procedures—specific procedures are required

for complex LOTO instances where there are
multiple energy sources and/or multiple crews,
locations, employers, specific sequences,
etc. See NFPA 70E Article 120 (D) (2) for more
information. OSHA 29 CFR 1910.147 (c) (4) (i)
requires machine-specific procedures in complex lockout conditions including equipment
with more than one energy source.

start with a floor plan layout that provides a
bird’s eye view or easy-to-understand photographs of equipment.
Marking and Labeling
Signage, labeling and identification systems form
the backbone for safety information. Safety identification systems can include:
• Signs and labels that indicate hazardous
conditions
• Voltage markers, pipe markers, tapes and letters/
numbers and
• Custom markers.
Labeling equipment plays a critical role to alert people of possible harm. NFPA 70 requires the labeling
of switchboards, panel boards, industrial control
panels, meter socket enclosures and motor control
centers to warn about the potential for arc flash. All
power sources for machines are potential sources of
danger and are required to be appropriately labeled
with information to perform shock and arc flash
hazard risk assessments. Figure 1 is an example of
an arc flash warning label.

• LOTO procedures need to contain instructions
to include:
• De-Energize Equipment—where and how to
de-energize the equipment
• Stored Energy—how to release hazardous
electrical, mechanical, or other stored energy
(for example capacitors are discharged, springs
unloaded, pneumatic/hydraulic pressure
released, etc.)
• Verification—how to verify the equipment is
de-energized and cannot restart in the locked
out condition
• Easy to Understand Procedures—for securing equipment and electrical access points
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The label must include:
1. Nominal system voltage
2. Arc flash boundary
3. At least one of the following
a. Available incident energy and the corresponding working distance OR the arc flash
PPE category, but not both
b. Minimum arc rating of clothing
c. Site-specific level of PPE
Other alerting techniques such as safety signs, symbols, or prevention tags are recommended to warn
employees of potential workplace hazards. As an
example of facility signage specified by the National
Electric Code according to 490.53 for equipment
operating over 1000V, all energized switching and
control equipment shall be enclosed in grounded
metal cabinets and marked “DANGER - HIGH VOLTAGE - KEEP OUT.”

PERSONAL PROTECTIVE EQUIPMENT
The purpose of personal protective equipment (PPE)
is to reduce employee exposure to hazards when
engineering and administrative controls are not feasible or effective to reduce these risks to acceptable
levels.
PPE includes specialized clothing or equipment
worn by employees to protect the body including
the head, face, eyes, ears and hands. The level of
PPE is determined by the degree of the shock and
arc flash hazard. The arc flash PPE category determined by the NFPA 70E tables 130.7(C)(15) and
130.7(C)(16) or the Incident Energy Analysis Method
is then used to decide the required PPE for the task.
For example, according to Table 130.7(C)(15)(A)(a),
PPE is required for toggling a circuit breaker with the
enclosure doors open for a 600V class motor control
center (MCC) with a maximum 65kA short circuit
current available and maximum clearing time of

0.03 seconds. According to Table 130.7(C)(15)(A)(b),
category 2 PPE is required, which consists of 8 cal/
cm2 arc-rated clothing covering the entire body and
head, a hard hat, safety goggles, hearing protection,
leather gloves, and leather footwear. Additionally,
insulated tools and equipment (and/or
handling equipment) are used when working within the restricted approach boundary or arc flash
boundary.
The PPE is listed in Table 130.7(C)(16) and is arranged into Categories 1 through 4. Forty cal/cm2
is considered the upper boundary for the maximum
anticipated exposure level. Above that, PPE is not
able to sufficiently protect employees, which means
energized work is prohibited. NFPA 70E Table
130.7(C)(14) lists the standards relevant to protective
equipment.
DESIGNS THAT KEEP WORKERS SAFE FROM
POWERED ELECTRICAL ENCLOSURE
While PPE is essential to the workplace in protecting
against injury from arc flash, it does not eliminate
the likelihood of an incident occurring. In other
words, wearing the appropriate PPE reduces the severity of the injuries sustained, making the incident
survivable. To reduce the likelihood of an arc flash
event from happening in the first place, modifying
the design and configuration of electrical equipment
is essential.
The design and configuration of electrical equipment
can be constructed to create physical obstructions
intended to prevent contact with live electrical components. Examples of designs and configurations
that can help achieve that include:
• Interlock mechanisms—When the power
source is on, this mechanism prevents personnel
from getting inside the enclosure. These mechanisms, which can be either mechanical or electrical,
assure that power is physically turned off to allow
the enclosure door to open. Once the enclosure
door is closed, power can then be restored.
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of the enclosure door or wall, allowing personnel to
program the device inside the enclosure.
• External data pockets—A data pocket that
mounts on the outside of the enclosure to keep
manuals and various worksheets outside the enclosure. It keeps these materials nearby for convenience and prevents the need to open the enclosure
to access them.

• External disconnect enclosures—An external disconnect enclosure attaches to the side of
the control enclosure and houses only the disconnect switch or circuit breaker, physically removing
it from the control enclosure. Power passes to the
control enclosure via a terminal block mounted on
the shared enclosure walls. When the disconnect is
off, the line side of the switch, which is still hot, is
isolated in the external disconnect enclosure and
there is no power coming into the control enclosure.
Work can be done on the control enclosure without
exposure to those live parts.
• Internal disconnect shield/enclosures—When
the disconnect switch or circuit breaker cannot be
moved externally, this provides another alternative
to covering the switch when the control enclosure
needs to be accessed. The shield on back panel of
the control enclosure, enclosing the disconnect and
preventing incidental contact with the live line side
of the switch.
• Infrared (IR) windows—Windows can be installed on the enclosure to provide a view or inspect
internal equipment. IR windows in particular allow
technicians or thermographers to conduct maintenance tasks or thermal surveys without the need to
open the enclosure or de-energize the equipment.
• Data ports—These are used to allow programming access as well as conduct diagnostics to
devices inside an enclosure without opening the enclosure. These ports can be mounted on the outside

• Lockouts—These are used when more than
one person is servicing an enclosure and needs to
secure the power source. Safety lockouts ensure
that before any work on a machine or equipment
is started, all applicable energy sources have been
rendered safe. Personnel can apply individual padlocks to secure the power source when servicing the
enclosure and remove their own lock once completed. This ensures that the power source cannot be
turned on by one person when another person is
servicing the enclosure. The last person to complete
the project removes the lock and restores the equipment to operation.
BENEFITS OF DESIGNING TO MITIGATE ARC
FLASH INCIDENTS
The major benefit of designing to mitigate arc flash
incidents is that it is a more effective approach to
increase worker safety.
Looking at the main causes of arc flash incidents can
help explain why designing for safety is more effective.
• Human error—naive or arrogant attitude on work
procedures, amateur maintenance mistakes, and
mishandling tools, wires, and metal covers
• Negligent preventive maintenance—not
checking for loose terminals, allowing dust and debris build-up (critical in medium and high voltages),
and not testing stored energy (e.g., spring-operated
bolted pressure switches)
• Inadequate electrical equipment/system
design—incorrect configurations or using legacy
equipment that doesn’t take hazards into account
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Unfortunately, human error is hard to eliminate
and negligent preventative maintenance can only
be improved to the extent that companies enforce
safety programs. However, designing or configuring
equipment and systems to reduce the risk of arc
flash incidents is very possible, if not a more reliable
way to achieve that.
Maintenance is a key factor that should be considered in the system design phase. In high volume
production facilities in particular, downtime is an
expensive endeavor. Designing a system to avoid
downtime includes integrating methods of operational verification. For example, infrared thermography is a widely common routine in the electrical
maintenance procedures. “Hot spots” caused by
defective electrical equipment can give an early
indication of looming failure which can be easily
identified utilizing infrared camera technology. The
detection of these “hot spots” is dependent on the
heat generated by the equipment when running
or shortly thereafter, either exposing a worker to
energized equipment or pressuring the worker into
a rushed lockout-tagout procedure to gain accurate
data. Both of these scenarios increase the chance
of an arc flash incident. Infrared windows, for these
reasons, help reduce the likelihood of an arc flash
incident and also reduce the time in performing routine inspections by eliminating the need for PPE and
removal of enclosure covers.
Often, work must be done on an open enclosure.
In these instances, external disconnect enclosures
effectively mitigates arc flash incidents in two ways.
One is through its interlocking mechanism which
ensures that the control enclosure door cannot be
opened when the disconnect is in the on position.
This protects workers from exposure to energized
components and complies with interlocking requirements of UL 508A, NFPA 79, IEC 60204 and HS
1738 – the most common electrical standards for
industrial machinery. The human error of opening
the control enclosure before turning the power off or
forgetting to close the doors before turning power
on is eliminated.

The second reason this system design is effective
in mitigating arc flash incidents is because it moves
the disconnect switch to an external enclosure. The
line side of the switch is live even after the power
has been turned off, which is an area with a potential for an arc flash. By physically isolating the risk
area to an external location, technicians are able
to work on the control enclosure without exposing themselves to live electrical components. As a
result, this enables technicians to remove PPE, once
a panel is verified power free, while working in the
control enclosure.
Although developing electrical equipment and
system designs that eliminate hazards and reduce
risks present an added initial cost upfront, it can be
worthwhile investment when fully understanding the
implications of not implementing this technology. If
a single serious arc flash incident occurs, aside from
the physical and emotional damage to the employee, it could cost and employer over $1,000,000 in
fines, workers compensation claims, legal fees and
equipment downtime. Arc flash is preventable if all
safety avenues are considered as a whole.
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Iprotect.
Ensure Your Digitalization is Safe and Protected,
Even in Harsh Environments
The enclosure that you select to protect your automation and safety management relays and controllers is
critical to a high performing system. Equally important is protecting networking equipment placed onto the
processing floor and into warehouse spaces.
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Do you know what to consider when
selecting an industrial enclosure?
Do you know what to look for in a
well-sealed enclosure?
Do you know what cooling methods
and standards you must consider?

Chatsworth Products (CPI) understands your unique
needs, and is committed to solving your toughest
application challenges. Our RMR® Industrial
Enclosures help ensure your electronics are
protected, even in the harshest of environments.
Download a free white paper to learn more about
how to select the right industrial enclosures for your
sensitive equipment.

Getting Realistic Failure Rate Data
By: Dr. William Goble, CFSE
Principal Partner
Exida

Failure Rate
The discipline of Reliability Engineering depends upon a key metric: failure rate. In the

past, it was practical to perform a “life test,” whereby a set of devices were operated in a defined set
of conditions with failure times recorded. This failure
time data was analyzed to obtain the failure rate of
the device [1]. This technique was practical in the
1950s and 1960s, when vacuum tubes failed so
frequently that “tube testers” (Figure 1) were seen in
retail stores where new vacuum tubes were sold.
Today’s technology is far more reliable such that a
life test is rarely seen, except perhaps for wear-out
testing of mechanical devices.

Figure 1 Consumer-operated vacuum tube tester and vacuum
tubes.

In addition to life testing, failure reports have been
used since the 1950s to estimate device failure
rates. The average failure rate was calculated by
taking the failure count and dividing it by an estimate of operational hours. This technique could
be accurate if the failure count and the estimated
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operational hours were accurate, but optimistic
assumptions can create a substantial error. These
assumptions have resulted in orders of magnitude
difference in the results [2, 3].

Failure Rate Estimation

Ignoring the assumptions problem, another problem
with field failure estimation is the time lag. Failure
rate data is needed for new designs. Therefore, predictive methods were developed in order to predict
device failure rates—even for new designs. The
intent was to analyze the components used and the
stress conditions to predict a failure rate that match
the field failure results (Figure 2).

• a complete set of information,

Realistic failure rate estimates can occur when the
analyst has:

• a good understanding of the equipment operation
and environment,
• and an understanding of the application and variables that impact failure.
The three common sources of failure rate estimations are the manufacturer, industry databases, and
site-specific data collection by device end users.
Each source has advantages and disadvantages.

Manufacturer Field Return Data Studies

Figure 2 Estimated failure rates versus predicted failure rates.

When estimated failure rates do not match
predicted failures rates, one or both methods
have a problem. Such results cannot be considered realistic.
Experienced reliability engineers have seen various estimation and prediction methods produce
results that do not match, sometimes by orders
of magnitudes. That is why experienced reliability
engineers want realistic data based on high-quality
field failure data. IEC 61511:2016 [4], Clause 11.9.3
states “reliability data used when quantifying the
effect of random failures shall be credible, traceable,
documented, justified and shall be based on field
feedback …” It is possible to get realistic data from
either estimation or prediction. However, the most

reliable data is the result of a combination of
both methods, where a prediction method is
validated by field failure data.

One source of failure data for estimation is a manufacturer’s field return data. However, a manufacturer
does not have a complete set of information. Assumptions must be made for key variables, including the exact percentage of failed units returned
and the actual operating hours. When assumptions
are made optimistically, very low failure rates result.
However, manufacturer field return data collection
can provide upper and lower bounds on failure
rates.

Industry Database
Failure rate data can also be found in failure databases and/or data books. Failure records are gathered by expert analysts who make operational hour
estimates, examine failure reports, and calculate
failure rates.
One of the highest quality failure rate databases in
the process industries is the OREDA database [5].
Failure reports are submitted by member companies
for their offshore operations in the North Sea. Data
books present failure rate data for many types of
process equipment.
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Failures initiated by humans are included in the failure rate estimates [6]. Since this data collection system records all failures, random and systematic, the
estimated failure rates include not only the inherent
device failures, but also failures due to site-specific
end user actions. This is an excellent approach for
obtaining realistic data.
The OREDA databases are high quality; however,
the analysis only pertains to a certain assembly of
equipment. Boundaries are defined for each assembly, and those boundaries are used to report data.
The problem is that the assembly often includes
more than one device; therefore, the data is not
available for a specific device. Failure rate data for
each device must be extracted using failure rate
ratios or some other analytical method.

Site-Specific End User Field Failure Data
Studies
Given the benefits of site-collected failure data,
many companies are setting up programs to collect
data. But some data collection systems have problems which result in very different failure rate results
that are sometimes overly optimistic [7]. There are
many reasons why different data collection systems
provide varying estimated failure rates for the same
product, including scope of inclusions, environmental stressors, recognition systems, and differences
in site safety culture such as policies and sufficiently
trained site employees. Each of these variations
could change the resulting failure rate estimate
by an order of magnitude or more. Therefore, the
details of the data collection process must also be
evaluated and understood by experts to validate a
set of field failure data.
When one failure data collection process was examined, it became clear that systematic failures were
not included in the failure count. This produced an
unrealistically low failure rate. All failures should

be recorded in a data collection system.

Fortunately, several software tools [8, 9] have been
created to accomplish this important data collection
task with the ability to collect needed details of each

failure. The system should also collect the physical
environment and the activity where the failure was
recorded, whether it be during an inspection, proof
test, bypass or regular operation. The data collection system should be easy to use, with minimal or
no added work for maintenance personnel.

Failure Rate Prediction
Failure rate prediction methods were developed
to overcome the obsolescence problem with estimation techniques. Prediction methods may be
used on newly designed devices to predict the
failure rates and failure modes of the device. Two
approaches have become well known: B10 cycle
testing and FMEDA.

B10 Cycle Testing
Mechanical and electro-mechanical devices can
wear out due to mechanical movement. The wearout failure point is measured by the number of cycles performed before the failure. This is determined
by “cycle testing.” In this testing, a set of devices
are rapidly cycled until 10% of the units fail. The
average number of cycles successfully completed is
called the B10 point. The B10 point is converted to
a time period by knowing the cycles per hour in any
particular application. A failure rate is calculated by
dividing the 10% failure count by the time period. A
safe/dangerous failure mode split is assumed to be
50/50.
There have been ongoing debates in the reliability
engineering community about the relationship between useful life failure rate and the wear-out point.
There is some logic that supports the assumption of
a longer useful life corresponding to a lower random
failure rate. This could occur when all failures during
the useful life of a device are due to premature wearout and no other failure modes exist, such as corrosion binding, cold welding, erosion, stiction, and
environmental stress. Therefore, the B10 method
cannot be used if any of these other failure mechanisms are significant or if the device is not being
cycled rapidly in the application.
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Failure Modes Effects and Diagnostic
Analysis (FMEDA)

Calibrated FMEDATM – Combining Estimation and Prediction

FMEDA is a predictive failure rate method based on
a detailed study of design strength versus operational profile stress. The method was developed by
engineers at exida in the late 1980s. It combines
decades-old FMEA analysis with methods for calculating the diagnostic coverage factor (of automatic
diagnostics and manual tests), and safety system
failure modes [10].

The FMEDA method can predict realistic application
failure rates, including human-induced failures if the
component failure rate database [11] is calibrated
from application field failure data. This type of FMEDA is called a Calibrated FMEDATM. Figure 4 shows
a closed-loop comparison method of component
data calibration. As the quality and quantity of field
failure data improve, the comparisons are repeated. After several years of field failure research and
comparison, the FMEDA prediction produces very
realistic results.

A FMEDA (Figure 3) is done by examining each component in a device, one at a time. The stress conditions for the component are estimated or measured.
For each failure mode of each component, the failure rate and effect on the product is recorded. The
method is detailed and systematic. With an understanding of fundamental failure modes in relation to
specific applications, the failures can be classified
as fail dangerous, fail safe, or other categories.

Figure 4 Field failure calibration of FMEDA component database.

Figure 3 FMEDA Process

The FMEDA considers each component in the
design, including its design strength, functionality,
failure modes and useful life. It also considers the
operational profile, including environmental stress
factors and the impact a component failure will have
on the product functionality. Also considered are the
ability to detect a failure through automatic diagnostics or any proposed manual proof test. The end
result is a product- and application-specific set of
failure data that includes failure rates for each failure
mode, failure rates that are detected and undetected
by diagnostics, diagnostic coverage factors, useful
life, and any proposed proof test coverage factors.

A Comparison of Failure Rates
An essential step in validation of the component
database used for FMEDA is the repeated comparison of FMEDA predictions to actual field failure
data. This method combines the best characteristics
of estimation and prediction. Failure rates obtained
from industry databases, manufacturer field failure
studies, company failure records or other sources
can be compared with FMEDA results. Often, a scatter diagram showing variation is useful, as shown in
Figure 5. Calibrated FMEDA results for total failure
rates of 35 different pressure transmitters from the
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process industries are shown as small dots. Also
shown in large circles are the OREDA data point
[12], the equivalent data point published by DOW
engineers [13], and the FMEDA average data point.
The FMEDA average is close to the field failure data
estimates, although the FMEDA average might be
considered pessimistic as it is slightly higher.

Figure 6 Solenoid valve failure rate comparison of calibrated
FMEDA results, field failure data, and other manufacturer /
certificate results.

Summary
Realistic failure rate data can come from high-quality field failure data, but products may be obsolete
before data is available. Prediction methods such
as the Calibrated FMEDA can also provide realistic
failure rate data.

Figure 5 Pressure transmitter failure rate comparison of calibrated FMEDA results and field failure data.

Figure 6 shows a failure rate comparison of solenoid
valves. Five Calibrated FMEDA results are shown
with field failure rate derived from OREDA, field
failure data from a pipeline company, and published
field failure data by DOW engineers. The line across
the chart is the lower limit of a realistic process
industry failure rate based on statistical analysis of
the FMEDA data and field failure data. Any failure
rate below this line must be carefully justified or,
preferably, rejected. Also shown are published data
points from other sources [14, 15] using the B10
method. These numbers are below the realistic
lower limit [16].
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