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OT/ICS Cybersecurity
The future is here when it comes to connected plants, smart
factories, and Industry 4.0/Industrial Internet of Things (IIoT)
technologies, but securing today’s industrial control system
(ICS) networks is no small thing. Operational technology (OT)
systems are very different from the automation networks of
10 years ago, and while the many IT systems and IIoT devices
bring huge benefits to critical infrastructure and industrial
organizations, they also bring new cybersecurity challenges.
This edition of AUTOMATION 2021 shows you strategies and
solutions for securing OT/ICS networks. Discover a useful
security framework that presents information in matrices
arranged by attack stages, how to use a risk assessment to start
securing OT systems, and even how better management of
code and configuration changes can reduce risk. Case studies
examine how great strides in productivity and cost control in
the oil and gas industry can be achieved with cloud computing
and secure open technology platforms, as well as how edge
programmable industrial controllers can work with connectivity
options like OPC UA and secure gateway server functions to
create secure automated packaging lines.
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Closing the IoT Security
Gaps in your ICS
By Patrick Bedwell, Nozomi Networks

Conventional wisdom among some security experts is that
there are separate operational technology (OT) and information
technology (IT) networks. However, today’s industrial control
system (ICS) networks are very different from the automation
networks of 10 years ago. They now include many IT systems
and Internet of Things (IoT) devices like cameras, tablets, asset
management sensors, environmental monitoring devices, and

Understand
these factors to
protect mixed
ICS and IoT
environments.

other field-level sensors.
IoT technologies bring huge benefits to critical infrastructure
and industrial organizations, including cost reduction and safety
improvements. But these assets also create security gaps when
operators do not have the capabilities to monitor and protect them.
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These security gaps will only increase over the next few years as
industrial organizations deploy thousands or hundreds of thousands
of IoT assets in their global operations. Juniper Research predicts
that there will be 83 billion IoT connections by 2024, a 130 percent
increase over 2020. The industrial sector, including manufacturing and
agriculture, will account for more than 70 percent of all IoT connections
by 2024.
Engineers, automation experts, and managers need to
understand IoT-based risks and challenges to ensure they can meet
future production, safety, and digital transformation targets. Let’s take
a look at why organizations are deploying IoT assets, and what to keep
in mind when implementing processes and tools to protect mixed ICS
and IoT environments.

The five most common reasons for IoT adoption

IoT adds value to any ICS-intensive business
There are use cases for IoT in practically every industry. In manufacturing,
for example, the top three IoT use cases are to improve automation,
increase quality and compliance, and improve production planning.
By gaining visibility into production equipment performance,
manufacturers can identify problems and take action to prevent
maintenance-related disruption. They can also use detailed operations
data to improve safety and inventory management and adapt quickly
to changing demand.
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In the oil and gas industry, another purpose is to reduce unplanned
disruptions. With improved monitoring enabled by IoT, operators have
better visibility of the status of pumps and pipelines. Similarly, in the
energy sector, IoT devices can improve visibility into every stage in the
transmission and consumption of electricity, from the power plant to an
individual meter.

Unlimited IoT uses cases in every industry
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However, the trade-off is that these significant IoT benefits
also bring significant risks. A 2020 report from Gartner advises that
“organizations need to better understand and assess the existence
and impact of IoT devices connecting to their infrastructures, and the
potential vulnerabilities these devices may present.”

What drives the IoT security gaps in industrial networks?
IoT assets can expose operational networks to a range of challenges
related to seeing all assets, assessing their risks, and detecting and
mitigating threats.
Limited visibility of assets and behaviors. The IoT assets in your
industrial environments communicate with different protocols than
ICS assets, which can create monitoring challenges for your operations
teams. Most ICS network monitoring and security controls are designed
to analyze the proprietary protocols and device behavior of ICS
assets—they are not designed for IoT protocols or IoT device behavior.
Consequently, teams may have limited visibility of IoT assets on the
network.
Conversely, security solutions for IoT networks provide little value
to operations teams. These tools frequently lack understanding of
ICS protocols, device behavior, and processes, preventing them from
identifying assets and detecting malicious or anomalous behavior.
Limited security. Alongside visibility and monitoring, it is equally
important to secure both ICS and IoT assets. And this needs to be
done in a threat landscape where threat actors are targeting industrial
networks more frequently.
In 2019, IBM Security reported a 2,000 percent increase in incidents
targeting ICSs. Meanwhile, Nozomi Networks Labs reported that 2020
saw an increase in IoT botnet, ransomware, and COVID-19-themed
attacks on ICS and IoT networks. A larger attack surface combined with
a higher number of threats means your vital control systems are more
at risk than ever.
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IoT devices often add to security teams’ challenges, because they are
characterized by:
▶

vulnerable firmware that cannot accept patches

▶

weak default passwords

▶

limited capacity that prevents installation of endpoint protection agents

▶

nonhardened operating systems that are susceptible to code insertion

▶

unknown software component supply chains subject to
vulnerabilities
In their 2020 survey of 200 organizations in North America and

Europe that had deployed IoT assets, Syniverse/Omdia reported that “50
percent of enterprises report that ensuring data, network, and device
security is their biggest challenge when adopting IoT solutions.”
The top three IoT security concerns were:
▶

protect against malware/ransomware (58 percent)

▶

protect against theft of data/financial loss (55 percent)

▶

prevent accidental leakage of confidential data/intellectual property
(52 percent)
Those concerns had a direct effect on the success of IoT initiatives. The

same survey found that “86 percent of enterprises using IoT reported their
IoT deployments have been delayed or constrained by security concerns.”
Additionally, not following best practices in the deployment of
IoT devices can create significant risks. In a SANS survey, 32 percent of
respondents stated that their industrial IoT assets connect directly to the
Internet, bypassing traditional security layers.
Limited scalability. On-premises monitoring and security
technologies are increasingly lacking the capacity to analyze all the data
generated by widespread deployment of IoT sensors. This scalability
problem will only escalate with the adoption of 5G technology. It will
increase asset capacity from approximately 100 K per square kilometer
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under 4G LTE technology to approximately 1 million per square
kilometer under 5G, with higher data transfer speeds (up to 100 times
faster than 4G) and lower latency.

Adapting security processes for IoT
Now that we have described the IoT security gap, let’s consider how your
operations and security teams need to adapt their cybersecurity processes.
Provisioning: In addition to traditional provisioning requirements,
IoT devices require secure authentication to gain access to the network.
The authentication method used (such as SSO or 2FA) will depend on
the devices and protocols used, but a common IoT best practice for
ICS environments includes enforcing device security at the individual
sensor level during initial deployment.
Configuration: The configuration management function is about
to get more complex. Your organization needs to determine how
you can continuously and automatically update your Configuration
Management Database (CMDB) with data on potentially thousands of
devices in a single location.
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Monitoring: Similar to configuration management, device
monitoring will become much more complex. Operators will need to
monitor potentially hundreds of thousands of devices deployed globally
for operational anomalies caused by maintenance issues as well as
cyberthreats.
Maintenance: IoT devices create a challenge for deploying patches
and firmware updates without disrupting operations. Your organization
will likely have to reimagine your patch deployment workflows due to
the sheer volume of IoT devices in its networks.
Identity and access management: Given the expanded
attack surface that exists with high IoT adoption, your teams need
to be particularly diligent about access control. Traditionally ICS
environments have had weak credential management. Examples
include using the same passwords that were set up when equipment
was deployed years ago, using vendor-default passwords, or providing
access for former employees or contractors.
In the IoT era, this lack of basic security workflows leaves the door
wide open, so even an unsophisticated threat actor can hack in. In a
recent example of such a situation, a hacker gained access to a water
treatment facility in Oldsmar, Fla., through a remote-access application.
Even though the application was no longer in use, it was still on the
network, allowing the hacker to increase chemicals in the water to a
dangerous level.

Achieving OT + IoT visibility and security at scale
Another security problem to overcome is how to achieve complete
visibility of your assets and network, as well as detect and respond to
threats. The scarcity of tools that correctly identify and understand the
behaviors of both ICS and IoT assets is a complicating factor here. This is
a foundational requirement for robust visibility and security. In addition,
as your digital footprint expands, you need a solution that readily scales
to meet your needs.
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Visibility: Mixed environments require a tool that centrally
monitors all ICS environments and accurately identifies the OT, IoT, and
IT assets connected to them. To protect uptime and safety, this tool
should be passive, with no agents required, and be continually updated
with asset profiles. IoT devices are proliferating, and it is important to
have up-to-date asset information to ensure both visibility and security.
Security: To properly secure ICS networks, the network monitoring
tool must understand the unique assets, communications, and
processes of control networks. Doing so allows the solution to not only
detect threats, but also identify anomalous behavior that could indicate
a cyberattack or a process or equipment problem.
At the same time, the tool requires extensive knowledge of IoT
devices and communications, and needs to consider the dynamic
nature of IoT behavior. The key is to eliminate alerts caused by benign
anomalous behavior and know when “new” or “different” is not a risk,
focusing your attention on “true” incidents.
Other important capabilities are the use of current threat
intelligence and a comprehensive approach that covers vulnerabilities
assessment, risk monitoring, and threat and anomaly detection.
Scalability: The proliferation of IoT devices means the amount of
data generated might be impossible to process even if you deploy the
most powerful on-premises appliances. The alternative is a cloud-based
approach, which not only scales faster, but provides the computing
power necessary to quickly analyze data in more sophisticated ways,
providing operational and security insights.

Closing the IoT security gaps in your ICS
To protect your operational processes, ensure safety, and transform your
business to stay competitive, it is necessary to close the IoT security gaps
in your ICS networks. Doing so requires adapting security and operational
processes to deal with a very high volume of devices and continuous
improvement in cybersecurity best practices. It also requires exceptional
network visibility and threat detection that is effective for both ICS and
IoT devices, and that scales to protect any number of devices.
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The scalability requirement alone is enough to require a cloudbased software as a service (SaaS) security solution. Such a solution
also brings other benefits, including lower costs, faster and more
streamlined deployment, and the ability to see all the data in a single
pane of glass. Leveraging the cloud can reduce partner and vendor
access points to critical networks and improve analytics for predictive
maintenance and production planning.
According to Gartner, since the start of the COVID-19 pandemic,
there has been “an acceleration of cloud adoption and an increase in
trust of cloud solutions amongst organizations around the world. Cloud
adoption is the de facto new normal.”

Examples of cloud computing benefits for OT/IoT security and monitoring
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This trend is happening in OT as well as IT, and today OT security is
part of comprehensive digital security that enables digital transformation.
As an ICS professional, after years of fighting rogue Internet
connections from production networks, cloud-based OT security and
monitoring might feel counterintuitive. However, as the pandemic has
shown us, it is time for new, safe approaches, enabled by connectivity
and cutting-edge cybersecurity technologies.
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From Warehouse to Enterprise
with Edge Computing
New hand sanitizer
packaging plant uses unique
automation architecture to
run at the pace of modern
business.
By Josh Eastburn, Opto 22

With demand for hand sanitizer more than
doubling across the U.S. and continuing
annual growth of more than 20 percent
expected in coming years, 2020 presented
the cleaning industry with a big financial
opportunity. Emerald 66 Enterprises
(E66) mobilized resources to meet this
need, setting up shop in an empty denim
processing plant in Seminole, Okla., U.S.
In only three months, E66 had three
automated packaging lines producing up to
1 million bottles of hand sanitizer a week in
a cGMP-compliant facility, and it continues
to expand its core process capabilities at a
rapid clip. “When we say we do stuff quick,”
says E66 chief of operations Robert Bodnar,
“we’re talking days, not weeks or months.”
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Figure 1. Partial Emerald 66 architecture.

Let’s step back to the summer of 2020 and examine the
technologies and techniques Emerald 66 and system integrator
Northeast Automation Company, Inc. (NACI) used to achieve
competitive advantage in a challenging market environment.

Getting down to business
When E66 hired NACI to develop its bottling and packaging process,
the company understood it needed to move fast. It was competing
against low-paid, high-volume workforces operating manually and
believed it could use technology to do more with a smaller, better-paid
workforce.
“Each piece of equipment needs to be intelligent . . . because
management is so keen on information,” explained Thomas Coombs,
principal engineer at NACI. “We’re going to make every conveyor and
every device smart.”
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Coombs hoped to use industrial edge computing—a design
technique that adds general-purpose data processing and connectivity
capabilities to traditional real-time control and sensing applications—to
build an information management system at the same time that he
scaled up production capabilities. But E66 had also determined that
the quickest way to build a new packaging process was by acquiring a
variety of equipment at auction. Therefore, the state of equipment on
arrival varied widely, and NACI had to get creative in order to design a
cohesive system at the speed that Emerald 66 needed.

Layered distributed control
To address the different circumstances the team faced, NACI employed
a unique architecture that enabled separate control systems to function
together. It also laid a foundation for E66’s data acquisition goals.

Figure 2. A rotary filler/
capper unit at Emerald 66.
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NACI used an edge programmable industrial controller (EPIC) to
establish a primary control network. EPICs combine programmable
logic controller (PLC) control with other automation capabilities,
particularly connectivity options like OPC UA and secure gateway
server functions. The EPIC was tasked
with supervising the packaging lines,
connecting disparate devices through
REST APIs, and integrating any equipment
that arrived with a defunct control system
through remote I/O.
Any functional controllers, on the
other hand, were left in place but loosely
coupled to the main process using edge
I/O modules. Edge I/O communicates
directly with connected systems
independently of any controller. These
particular modules provided multi-signal
I/O channels and could be powered over
Ethernet (PoE), allowing NACI to quickly
scale the network. NACI placed a module
in each piece of equipment upon arrival,
connected any I/O wires, and identified the
types of signals the equipment provided.
These signals were then integrated into
the EPIC’s Ethernet network, while the
existing PLC I/O connections were allowed
to function independently (figure 1).
Coombs noted, “The ease with which you can do this, you know,
you’re talking about a half-hour of wiring. Your biggest problem is
finding the documentation from the original manufacturer [of the
equipment].”

Figure 3. NACI
manufactured several
of these VFD control
panels for local conveyor
control using Opto 22’s
groov RIO edge I/O.

NACI also engineered an additional layer of control independent
of the EPIC by adding limited local control to each edge I/O module.
Living up to the ambition to make every device smart, NACI added
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motors, photo eyes, load cells, and other instrumentation to many
pieces of semi-automated and dumb equipment and connected these
to the network of edge I/O modules. Each module was programmed
with embedded logic, using IBM’s open-source Internet of Things (IoT)
language, Node-RED, to make them work together and report process
data up to the supervisory level.
A veteran engineer himself, E66’s Bodnar was involved in much
of this design. He explained, “If you have a conveyor coming in and
you have a conveyor going out, they may not be running at the same
speed . . . You’ve got cappers that are running at different speeds.
You’ve got label printers and all these different components all kind of
running at different speeds, so it’s kinda neat to be able to say, okay,
what if we use the [edge modules] to control just the conveyors and
the belts and case packers and things like that? . . . We’re doing just
little simple stuff: turning on and off motors to run a line and trying
to match up to how fast a filling machine is spinning. They’re kind of
little islands of point automation.”
This loosely coupled, distributed architecture allowed NACI to
assemble the packaging line without modifying any of the existing
control systems that came as part of the purchased equipment.
This strategy ultimately saved them development time, and in three
months, Coombs and his team had 15 pieces of equipment up and
running across three packaging lines, including conveyance, filling,
capping, printing, labeling, packing, and palletizing operations.
But this would not be their last challenge.

The big pivot
Because it had built its business around packaging and distribution for
a single large purchaser, Emerald 66’s original process was designed to
maximize throughput. But the situation changed significantly when
their customer suffered a financial setback and had to close production.
Then, the whole business had to pivot to allow E66 to become a multiproduct facility.
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Automation grew from processing a high volume of singleformulation, one-gallon containers to working with a variety of
sanitizer chemistries in different batch sizes and packaging form
factors: from small two-, four-, six-, and eight-ounce containers,
hand pumps, and spray bottles, to large jugs in excess of one gallon.
Fortunately, NACI’s decision to use a loosely coupled
production line made it easy to modify individual segments without
interrupting data collection and process integration. In combination
with on-site panel building and 3D printing for rapid prototyping of
new mechanical components, E66’s investment in edge-oriented
automation allowed it to retool very quickly and break even on its
initial investment within six months.
“There are a lot of good things that you can do in the industrial
world that people might [comment on],” added Bodnar, “you
know, ‘You’ve got good quality. You’ve got good throughput,’ and
whatever, but they usually don’t say that you’re nimble. It’s not
usually the term people think of . . . But it is fun to be nimble, and on
the industrial side, I think that’s one of the things [edge computing
has] really helped us with.”

Data-ready automation
As Emerald 66’s process expands, so do its ambitions for building
out a data infrastructure. In addition to using Node-RED to
augment the production process, E66 has begun tapping into the
core connectivity functions of the platform to move data from each
edge device into relational and time-series databases, financial
software, and other connected systems. And since Node-RED is
a free, open-source application, E66 is adding it to its back-end
systems as well, so it can push data down into the control system.
“You might want to trip a lot number forward on a device or
increment something based on a date that’s somewhat arbitrary,

Figure 4. Emerald 66’s
operations grew to
accommodate many
packaging sizes and
product formulations.

based on a business event, not necessarily on a machine event,”
Bodnar explained. “You can send that over [to the control system]
fairly easily, or just get summarized data [from the control system]
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and publish that back to your business systems . . . It gives you a very
lightweight way to run an operational bus or hub.”
For example, Emerald 66 purchased a standalone pallet-wrapping
machine that used a proprietary circuit board design with only a
limited operator interface. However, by adding load cells, connecting
them to an edge I/O module, and feeding that data to Node-RED,
E66 could verify the weight based on the known pallet contents and
communicate the pallet number, lot number, shipping weight, and
date to its central database to create bills of lading automatically.
Bodnar, who describes his career as back and forth between giant
enterprise application integration (EAI) companies, like Oracle, and
manufacturing and consumer products companies, was impressed by
the ease with which E66 could integrate business and operations data.
“I’ve done smart grid stuff for a bunch of cities and things like that
on the big integration systems . . . We would have multiple [enterprise
data] buses for operational data, reporting data, back-office data, or for
communicating with [different kinds of devices] . . . I was thinking about
how insanely hard that was . . . It would have been so much easier with
Node-RED in an [edge] device.”

More to come
As demand grows, Emerald 66 continues to
expand its automation and diversify its business,
rapidly adapting to accommodate new functions.
Previously, for example, E66 received hand sanitizer
in bulk 330 gallon totes or by transferring it directly
from tanker trucks into its filling system. Now, it is
experimenting with blending down concentrated
product to reduce shipping costs while also tripling
production capacity for its largest customers. The
company also has plans to introduce equipment for on-

Figure 5. Opto 22’s groov EPIC edge
programmable industrial controller and
groov RIO edge I/O module.

site container molding and automating quality control
procedures through additional Node-RED integration.
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“We are scaling rapidly,” says Bodnar. “[I’ve got customers] calling
me at 9:00 at night saying, ‘Hey, let’s double it again! Let’s double it
again!’ So in this environment, especially knowing that [the market]
might recede again, automation is really the only answer.”
But Bodnar says he is defying the industry norm of investing in a
multi-million dollar build for an automated facility and instead “putting
in just enough automation to double my business, literally, which is
going to make the company’s year. And then I can grow into that. And
I’m not going to have to go back and rip and replace everything . . . We’ll
tweak things, but I’m not going to have to throw away anything that I
do because I can scale it.”
Recently, E66 has also spun up a lucrative technology division
that is using edge devices to develop filling equipment for overseas
export. In one example, NACI took an inline mixer design from concept
to implementation in about five days, including a mobile operator
interface built using the EPIC’s embedded human-machine interface
(HMI) server. By NACI’s estimate, they implemented the controls in
about four hours for a system that E66 will sell for $50,000.
“The fluidity and dynamics of modern manufacturing requires
extremely fast response to changing market demands,” adds NACI’s
Thomas Coombs. “[Edge computing] puts dynamic manufacturing
data at the edge of the production line and into enterprise systems
simultaneously in real-time.”
For more information on Emerald 66 and Northeast Automation
Company, Inc., visit emerald-66.com and northeastautomationco.com,
respectively.
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Open Secure
Remote Operations:
A Vision Fulfilled
By Albert Rooyakkers,
Bedrock Automation

For some time now, automation vendors have been promoting
anytime, anywhere access to your process data, but delivering on the

Improving
efficiency
not be deterred, as the future is now with open and secure Industrial
Internet of Things (IIoT) solutions finally available. The core ideas that
through realmake it real include:
time monitoring
▶
Maturing and convergence of IT/OT open standards in software,
and control
applications, and connectivity, collapsing the cost of both
of distributed
engineering and deployment.
equipment.
▶
The Internet as the Zero Trust OT backbone, vetted and secured by
promise has been technically and commercially challenging to scale.
Now that this actually is within reach, you may be suspect. But do

e-commerce. When this model is applied in automation systems
and sensors, innovation and user value is boundless.
▶

A new generation of OT devices at the edge, built upon new secure
digital computing components and supply chain.
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With these elements, anytime, anywhere access to process data is
affordable and real, whether you are producing oil or gas, distributing
water or power, or doing any other activity that must be physically
detached from a central command-and-control point.
From any mobile device or platform, your supervisors and operators
can participate in decentralized monitoring, control, and maintenance.
Huge volumes of data can be available as it is needed—in the plant, at
the edge, or in the cloud. By leveraging public networks, communication
costs are low to zero, and your critical data and processes are safe
because your automation is secure.
The greatest return on operations depends on your data access and
data analytics model, which is no longer hampered by limited access
to data. Below is an example of a company that has boosted remote
operations management efficiency by more than 50 percent using an
architecture like this.

Bedrock OSA proven IIoT architecture

Intrinsically secure from anywhere to anywhere with RBAC

A subsidiary of the International
Society of Automation

26

AUTOMATION 2021 VOL 2

Open secure remote operations in practice
The ability to monitor and control remote equipment without having
to locate or deploy field technicians is one of the great benefits of
upgrading automation on remote sites. FLOWPOINT, a Midland,
Texas–based firm that delivers the millions of gallons of water it takes
to frack a single site, estimates that it increased operating efficiency
by more than 50 percent once it moved its distribution management
information system into the cloud.
FLOWPOINT manages transfer water between a water supply
storage facility and well site, which typically involves using 3 to 10 miles
of temporary 12-inch diameter flat hose. Keeping millions of gallons of
water moving through that channel requires synchronizing operation
of multiple pumps along the way, many of which may be deployed in
remote points, often accessible by dirt roads only. For most of today’s
transfer services, operating these pumps manually involves deploying
field operators to monitor each pump, start or stop them as required,
spot and fix leaks, and keep accurate records of transfer volume.

Pumping skid, with solar-powered controls
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This involves controlling the operation of two to four large diesel
pumps spread out over the entire length of the transfer line. The pumps
must be started and brought up to operating speed in series and
then ramped down in series to a stop every few hours. The process is
repeated around the clock with each stage of the fracking operation,
which can run for several weeks. This may also require multiple
boosters, which must be sequenced manually, in stages. Lag times,
pressure, and pump speeds must all be managed.
FLOWPOINT has automated these processes through a
combination of software applications that calculate flow rates, a
cybersecure automation platform, cloud-based data storage and
analytics, and a supervisory control and data acquisition (SCADA)
interface through which operators interact with the system from
anywhere using an Internet connection.
The FLOWPOINT data model is built on transfer line hydraulics that
determine the number of pumps required to satisfy the design flow
rate and route topography. It then subjects this to transfer calculation
software. The software provides a simple, intuitive user interface
that models the entire flow operation. At job startup, the results
are reconciled with readings from pressure sensors, level sensors,
and flowmeters to identify equipment problems that could lead to
downtime. These readings go to a Bedrock OSA® Remote control node
that provides programmable logic controller (PLC) functionality to
implement the flow models.
The OSA Remote has built-in cybersecurity that enables
FLOWPOINT to use lower-cost open technologies by eliminating
vulnerability to cyberattacks. Reed Taylor, founder and CEO of
FLOWPOINT, says that a system designed to resist current and future
security threats is important because the application is sensitive to
interruptions in data communications.
FLOWPOINT’s automation integrator Flow Sync deploys the OSA
Remote control modules in the wiring cabinet of self-contained, portable
skids. These connect to the pumps so that the entire transfer operation
can be effectively monitored and controlled remotely. The OSA Remote
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control node reads the tags from the skid’s sensors and uses OPC UA
communications capability to integrate this data into the broader system.

Interacting with the system
Users interact with the automation system via SCADA software that
manages integration between the Bedrock secure controls and the
AWS cloud, where Amazon Elastic Compute Cloud EC2 servers host
a SQL database. This IIoT architecture is fully scalable in terms of
processor memory and disk storage. The OPC UA connection with the
Bedrock OSA Remote is what extends the secure PLC architecture to

The FLOWPOINT
data model is built
on transfer line
hydraulics.

remote locations via TCP/IP.
The combination of the Bedrock OSA Remote, the AWS cloud,
and the SCADA database provides real-time status of all operations.
This improves operator productivity by enabling operators to see and
interact with the entire operation from any location.
“If you are trying to start up multiple pumps at once or bring things
up or down in series without exceeding pressures or overfilling pit
levels, having access to real-time information to support your decision
making is invaluable. Or maybe your tanks are getting low, and you
need to increase the speed of your pumps to boost the supply; you can
see exactly what you need to do and the impact of the adjustment. This
is IIoT the way it’s meant to be,” said Flow-Sync’s Harry Browne.
“You are just putting the whole process in the operator’s hand.
You can start or stop the pump, change speed, spot trends, or check
level or pump speeds easily. You can check the flow rate of any of those
parameters across your entire line,” added Taylor.

Monitoring for problems
An important component of that big picture is the ability to detect
and respond to leaks remotely. Leaks are unavoidable in above-ground
temporary water transfer operations, so how effectively a water transfer
company manages leaks can impact budgets well into six-figure totals.
The Flow-Sync software monitors the line from beginning to end.
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Once the pump starts up, it takes about 10 minutes to achieve a
steady state, and the software application at the other end of the line
knows what to expect. At a significant deviation, the software signals the
Bedrock controller, which might sound an alarm, shut down the process
or some segment of it, or take other preset mitigation steps. Where one
operator might traditionally manage one or two pumps, the automation
system enables one person to control an entire transfer operation with
even greater reliability and decision making ability. And, because problems
are detected immediately, costly downtime and leakage are minimized.

Reduced administrative costs
Automation that is both open and secure also helps drive down
administrative costs, which can be critical to profitability. As Taylor
puts it, “We must be able to track and monitor expenses and inventory
accurately. We must map expenses to projects. Without an automated
system, if expenses come when we’ve already moved on to another
project, we’d have to go back and find the paperwork, read the meters
manually, map the data to the appropriate particular project, etc.”
“Now we generate reports every day, essentially in real time. We provide
the data to bill or to reconcile, for royalties. We’re capturing all metering
and flow rates into a database that we can make accessible for both our
customers and water suppliers,” he continued. “From a single screen, we
can control activity on any job site, commit inventory, or otherwise manage
hundreds of thousands of gallons of water from multiple pit locations. This
puts massive amounts of data in the hands of our operators.”

A complete IIoT solution
While this example was focused on a water transfer application, it
demonstrates the following capabilities that can be applied broadly:
▶

Real-time visibility into all operations and the ability to monitor
multiple devices, empowering operators with control over a larger
portion of operations.

▶

Automated problem detection, alarming, and intervention. While in
this case, the problem was leakage and water loss, any variable could
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potentially impact material flow, system downtime, emissions, or
other factors affecting costs and profitability.
▶

Reduced administrative costs in managing and reporting.

▶

Process optimization and design improvements.
This successful collaboration shows that great strides in

productivity and cost control can be achieved with secure open
technologies and the cloud. Given the current cost-cutting focus in the
oil and gas industry, such efficiency improvement enables suppliers like
FLOWPOINT to be more aggressive on pricing in competitive situations.
Moreover, running this automation on a rugged Bedrock OSA platform
with built-in cybersecurity shows that such gains can be achieved with
a significantly reduced risk of cyberattack.
This example shows that you can achieve benefits from Open
Secure Automation today; the ability to interact with your data and your
process from wherever you are can really pay off. For more information
about how Open Secure Automation can reduce your costs, improve
efficiency, and protect your operations, download Bedrock Automation
white papers here.
ABOUT THE AUTHOR
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0
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0
Industrial control systems
(ICSs), sometimes referred to as operational
1
0
technology
(OT), are
1 the workhorses for manufacturing and critical
1
1
0
infrastructure. They
1 control processes for continuous production (e.g.,
1
1
electricity)
and unit
0 production (e.g., automobiles). Industrial control
0
1
0
systems have been1 around for more than 50 years, but within that
0
0
period
0 of time, the0operating paradigm has changed, which highlights
0
the1need for OT-based
cybersecurity.
0
1
1
1
In this article, 11we will examine:
0

Ditch the risk of manually managing
code and configuration changes.

▶

the evolving OT environment

▶

types of security threats

▶

configuration control and how it secures ICSs.
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OT environments evolve
OT environments consist of programable logic controllers (PLCs),
distributed control systems, human-machine interfaces (HMIs),
and much more. At one time, air gapping—or the physical
sequestering of OT systems—was the single and most effective
security measure to protect OT environments from attacks,
cyber-exposure, and miscreants. Traditionally, air gapping OT
operations was viewed as the gold standard when it came to
industrial and critical infrastructure environments. Operating

The notion of air
gapping is simple
enough, but today it
is extremely difficult
to maintain.

as a “closed loop” without any interfaces to the outside world,
the OT infrastructure was physically sequestered from any external
environment. With no data traveling outside the environment, and
nothing from outside coming in, this buffer was viewed as the ultimate
methodology in securing an organization from security threats.
While the notion of air gapping was simple enough, today it is
extremely difficult to maintain. Simply cutting connections as the sole
method of maintaining a secured environment is no longer practical,
and there are many other paths into what is supposedly an isolated
infrastructure. Over the years, additional attack vectors have been
discovered, including FM frequency signals from a computer to a
mobile phone, thermal communication channels between air-gapped
computers, the exploitation of cellular frequencies, and near-field
communication (NFC) channels. Even LED light pulses among OT
equipment have exposed critical systems to malicious activity.
There are countless examples of highly enforced air-gapped
facilities that have suffered a breach due to something as simple and
seemingly innocuous as an external laptop being used as an HMI, or a
USB thumb drive used for OT purposes. In an average OT environment,
upward of 20 percent of the infrastructure comprises information
technology (IT) equipment. For organizations that have implemented
an Industry 4.0 initiative, such as Industrial Internet of Things (IIoT), the
amount of IT-related equipment can balloon to 40 percent of the OT
infrastructure.
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With an increased attack surface due to the erosion of air gapping,
organizations need new security methods to capitalize on convergence
benefits without exposure to unacceptable risk. Convergence can
produce new attack vectors and attack surfaces; it can result in
breaches that start on one side of the converged infrastructure and
laterally creep to the other, from IT to OT and vice versa.
Threats that impact OT operations are not the same as those that
impact IT environments thus; the required security tools and operating
policies are different. Deploying the right ones can harness all of the
benefits of a converged operation without increasing the security
exposure profile of the organization. It is important for organizations to
establish a carefully planned strategy before any convergence initiative,
rather than bolting on security as an afterthought.

Attacks abound
Over the course of the past decade, and coinciding with OT
environment evolution, there has been a steady increase in ICS attacks.

Step 7:

Attacks may be financially motivated, as in the case of ransomware,
but there are also attacks that foreign governments

Step 6:

and rogue factions architect to gain “red-button
functionality” or the ability to launch

INSTALLATION

attacker’s choosing.

Step 4:

EXPLOITATION

Step 3:

DELIVERY

Step 2:

WEAPONIZATION

Step 1:

RECONNAISSANCE
The attacker first
identifies a vulnerable
target and explores
the best ways to
exploit it.

COMMAND &
CONTROL
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a cyberwar at the time of the

The attacker
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attack.

With access to
the environment,
the attacker
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ACTION ON
OBJECTIVE

The attacker
installs a
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access to the
network.

The attacker
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attack goal.

The attacker has
unfettered
access to the
environment.

The attacker uses
information
gathered in the
previous phase to
create what’s
needed to get into
the network.

Figure 1. The seven steps of the attack “kill chain”
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This is particularly concerning when dealing with critical infrastructure
or manufacturing processes, which society cannot live without.
While attacks continue to evolve, the last three years demonstrate
that attackers increasingly and diligently perform reconnaissance to
specifically target OT systems by finding the “weak link in the chain” to
gain unfettered access to highly sensitive systems. This includes attacks
that target IT and then laterally move on to OT systems or vice versa.
Other attacks include gaining access through an IoT device and laterally
progressing through the system to gain maximum and total control,
sometimes completely undetected.

Targeting the brains of OT
The core of any OT infrastructure is the programmable logic controller.
Much like its namesake, a PLC controls the industrial or manufacturing
process. It tells robotic arms how to fabricate units (like an automobile)
or defines how to transfer a load to meet demand (as in the case of an
electrical generating plant). Defeating a PLC gives an attacker complete
control over operations, which is also why PLCs are the prime target for
OT attacks or incursions.
There are many types of programming changes bad actors can
make to PLCs. Some of these changes may consist of:
▶

adding in unauthorized commands and processes

▶

deleting/ignoring a manufacturing or production process command

▶

speeding up or slowing down a process or activity

▶

changing upper or lower tolerance thresholds

▶

changing a process value

▶

creating an unsustainable process that results in damage and
shutdown

▶

gaining ownership of the process or facility

▶

making changes to the operation of the PLC while masking the
change.
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Historical attacks on the PLC have changed settings that alter
processes such as:

Unauthorized activities sources
In virtually every environment, programming changes to PLCs can
be completely normal. New manufacturing runs, models, or changes
to formulations are all good reasons for authorized administrators to
change PLC programming.
Attacks architected against industrial control systems consist
of making an unauthorized change to a PLC. We typically think of
an attack as something an outside actor initiates. There are times,
however, when an authorized “insider” changes a PLC. The insider
threat can be due to malicious intent; however, the vast majority of
damage an insider causes is accidental in nature. The common thread,
however, whether the attack was from the outside or inside or whether
it was malicious or accidental, is the results can be equally disruptive
and devastating. This is where configuration control helps.

Configuration control: Protecting OT environments
OT security, by definition, protects industrial networks from
cybersecurity threats, malicious insiders, and human error. It identiﬁes
and protects OT environments from cyber-exposure and threats and
ensures operational safety and reliability.
Configuration control creates a snapshot or paper trail to highlight
a delta before and after a PLC change. By taking snapshots at regular
intervals, you get visibility into changes, including how they were made
and who made them.
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Configuration control should provide a full audit trail and give ICS
administrators the intelligence, insights, and ability to roll back to a
“last known good state” if someone makes suboptimal or unauthorized
changes to a PLC.

Key functionality
Tracking changes with configuration control should capture and track
details and insights from the following sources:
a.

Track remote changes by identifying every remote interaction
that changes controller configuration with elaborate activity
details.

b.

Identify local changes by detecting and tracking local changes to
controllers, as often happens in ICS environments.

c.

Maintain version control by giving access to complete controller
code snapshots, with a detailed history of ladder logic, firmware
history, backplane hardware configuration, and more.
With configuration control, you can track malware and user-

executed changes over your network or directly on a device. In addition
to real-time tracking, administrators can access a full history of device
configuration changes over time, including granularity of specific
ladder-logic segments, diagnostic buffers, tag tables, and more. This
enables authorized personnel to establish a backup snapshot with
the “last known good state” for faster recovery and compliance with
industry regulations.

Operationalizing configuration control
Finding the right combination of feature functionality and ease of use
to track any changes without impacting operations or efficiency can
tend to be a difficult process. Several functionality features should
include:
a.

Automatic change tracking – This involves using a deep
packet inspection engine that analyzes and tracks every
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communication with industrial controllers. The system should
analyze engineering workstation commands sent through your
network in real time to extract the full context of each activity.
This includes commands that instruct firmware changes, code
updates, SFC and IO forcing, and writes on set points. The
solution should be able to capture and store the source, type,
and other activity details, down to the tag or changed code
block. In addition, the system should be able to alert on activities
that violate organizational policies.
b.

Controller baselining and versioning – Sets a baseline
configuration to compare changes while tracking all code
versions for quicker incident response. This involves extracting,
backing up, and storing code snapshots. With the information
gleaned f rom this operation, you will be able to compare
versions down to the rung, routine, or code block level,
depending on the programming language. The user can set a
specific code version as the baseline and receive alerts upon a
change.

c.

Full controller code verification – Involves nonintrusive and
periodic device integrity checks to verify controller code and
configuration information. This typically is performed through
active querying technology, which enables authorized personnel
to periodically query controllers for their codes and configuration
for change management. It identifies changes to each controller’s
metadata and backplane, including firmware versions and
configuration details, as well as changes in the code and critical
memory segments. The frequency and timing of controller code
verification should be completely user configurable. An option
should exist to either automatically or manually run these device
checks.

d.

Event-triggered snapshots – Snapshotting automatically and
comprehensively captures configuration detail based on networkspecific activity. Upon detection of predefined communications
with—or operations on—an industrial controller, configuration
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control automatically extracts the most up-to-date configuration
from the controller. This snapshot then serves as a reference in
case it requires a subsequent restore operation. You can configure
and set triggering to specific times or activities.
As industrial processes get more complex, manually managing
the code and configuration changes on controllers is virtually
impossible. Should the worst happen, having the last known good
configuration of all industrial devices is paramount. To enable effective
backup and recovery, you need reliable tracking and control of all
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Cybersecurity
Using ICS

ATT&CK
Strategies
By Jacob Chapman, Grantek

Risk assessments and mitigation are commonplace activities

Protect smart
manufacturing and
IIoT systems using a
security framework
that presents
information in
matrices arranged
by attack stages.

in the manufacturing environment, but as the number and
type of cyberattacks increase in all industries, and connectivity
continues to increase between information technology (IT) and
operational technology (OT), it is necessary to take a practical,
targeted approach to cybersecurity risk management of smart
manufacturing and Industrial Internet of Things (IIoT) systems. The
industrial control system (ICS) adversarial tactics, techniques, and
common knowledge (ATT&CK) framework presents the information
in matrices arranged by attack stages, from initial system access to
data theft or machine control.
The tactics, techniques, and procedures (TTPs) describe
patterns of activities associated with a specific threat actor or group
of threat actors. By using the ATT&CK framework within a risk
assessment process, organizations can identify risks and associate
them to TTPs that adversaries are actually using today. This, in turn,
helps identify the specific changes that can be made to the systems
and network environment to disrupt those attacks and significantly
reduce the OT environment’s risk level.
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Source: David J. Blanco,
personal blog

The MITRE Corporation’s federally funded cybersecurity R&D
center helps to provide the nation’s business infrastructure with
effective and practical cybersecurity architectures and solutions. The
ICS ATT&CK matrix is a knowledge base of adversary actions that
focuses on adversaries whose goal is disrupting ICS. This open-sourced/
community-driven knowledge base is accessible at https://collaborate.
mitre.org/attackics/index.php/Main_Page.
In the ICS ATT&CK matrix, disruptive tactics are mapped against
mitigation techniques to give manufacturers practical actions to
help prevent each type of threat. Information is also provided about
adversary groups. Experts should know how to use the ATT&CK
framework to create a roadmap that prioritizes mitigating the largest
risks to an organization’s smart manufacturing and IIoT systems.

Applying ATT&CK to risk management
Applying ICS ATT&CK to risk management involves identifying
cybersecurity risks, determining the potential effect and likelihood of
risk occurrence, and then determining the best way to deal with each
risk with the resources available. Assessing this information helps
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manufacturers deploy the most efficient, cost-effective risk control and
mitigation strategy and controls in a targeted way to reduce the most
likely or highest-impact cybersecurity risks first.
In the typical risk assessment methodology, an estimate of risk
probability is required. Unfortunately, there is no simple yet consistently
accurate way to measure probability (likelihood of risk occurrence).
Rather than relying on elaborate mathematical models or falling back
on a guesstimate approach, ICS ATT&CK is a more practical approach.
Some aspects of this include looking at localized data relevant to the
specific environment. Risk assessment is more about prioritization
than probability, so it is important to evaluate local attack vectors. It
is also important to use facts and measurable data applicable to the
facility’s configuration and assets to estimate business impact rather
than guessing or generalizing. Understanding the impact of a risk
occurrence is more critical than its probability.
However, for a risk assessment
to be effective, it is important for
manufacturers to have a complete
understanding of the assets involved
in their industrial control systems and
the network topology in manufacturing
areas. Legacy equipment, security
patches applied or lacking, and
connectivity to
business systems
with more threat
exposure must
all be considered
when evaluating
cybersecurity
risk. Typical steps
involved with threat
modeling and
risk management
are shown in the
diagram.
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Practical approaches to preventing cyberattack
The use cases of the ICS ATT&CK model assume that a breach will occur;
thus planning and performing preventive maintenance is required to
fortify an enterprise’s perimeter and internal network to mitigate an
attack. Proactive maintenance is always less costly than reacting after the
fact, when time is of the essence and additional action may be needed
to undo the damage caused by an intrusion. Risk assessment typically
consists of three phases.

Phase 1 – Gather information on systems environment
System owners should evaluate the smart manufacturing and IIoT
system assets as well as the ICS environment as a whole, including links
to networks outside of manufacturing; software/firmware installed on
each workstation, controller, or other equipment; and user permissions,
with consideration for other factors such as corporate expansion plans or
equipment upgrades. The following is an example presenting simplified
findings of phase 1.
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Phase 2 – Create IIoT system attack tree using ICS ATT&CK
framework
Define the risks for each piece of equipment and identify and prioritize
appropriate mitigation techniques. For example, the figure below
reflects an insecure network architecture with no security policies
between the IT/OT zone and no industrial demilitarized zone (IDMZ).
After analyzing the network, one attack tree may be a malicious
USB connected at the enterprise network. Based on the flat network
topology, the USB installs malware with the intent of gaining remote
access to an engineering workstation (EWS). Once remote access is
gained to the EWS, the adversary can use the manufacturing execution
system (MES) software already installed to impair the facility’s process
or attack the business’ ERP system.

Example of insecure network topology allowing malware spread between IT and OT
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Phase 3 – Plan creation
Based on the findings of phases 1 and 2, ICS cybersecurity practitioners
can calculate asset risk and identify the cybersecurity gaps that may
allow unwanted adversarial activity. Using this information, they can
create roadmaps prioritizing these risks while also visually modeling risk
mitigation once these risk mitigation activities have been performed.

Technique Count Reduction
1. Network Segmentation
2. Network Monitoring
3. Firmware Upgrades
4. Password Policies

Realizing efficiencies
Many times, system owners have the opportunity to implement
security enhancements in conjunction with other activities requiring
planned system downtime. This minimizes the impact on production
and of course is preferable to an unplanned shutdown caused by a
cyberattack.
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By incorporating security enhancements at the same time as
system design changes, the security aspects of the system can be
validated along with the rest of the system. System owners can also
help ensure that any system expansions or improvements are planned
and designed with cyberattack prevention in mind via defining
minimum security requirements across the enterprise.

Enterprise-level considerations
Most security breaches are the result of intrusions or malicious
attacks on the corporate side of the enterprise. In the past, networked
manufacturing systems and equipment were separate from the rest
of the enterprise and the outside world, and only communicated with
each other. But in recent years, with the advent of smart manufacturing
and IIoT systems such as MES, digital twins, and overall equipment
effectiveness implementations, there is greater connectivity between
the enterprise network and the manufacturing network. Though
this improves efficiency and allows for better planning, it also allows
more opportunities for intrusions, malware, and successful phishing
attacks, and allows malware to spread to the production floor with
potentially catastrophic results. A critical component for managing this
connectivity is an industrial demilitarized zone to carefully control traffic
between the industrial and enterprise zones.
The rapid adoption of the IIoT also has the potential to allow
intrusion, as more and more devices are networked, often with
inconsistent implementation without enough security measures. As
the IIoT is increasingly adopted, it will increase the vulnerability of the
control system network if robust security practices are not rigorously
followed. Cloud-based tools and systems also pose new risks that
increase the attack surface.
When a system owner performs a risk assessment and mitigation
plan using the ATT&CK model, system assets should be classified based
on criticality, not only from a manufacturing process perspective, but
also from the perspective of the potential environmental, safety, and
regulatory impacts from a security breach. For smart manufacturing
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and IIoT system breaches, which affect
both the IT and OT environments, the
stakes are higher.
The ICS ATT&CK model is not a
standard but provides a framework
of known activities attempted by
cybersecurity adversaries. It defines
how adversaries have successfully
attacked ICS such as smart
manufacturing and IIoT systems
and provides the mitigation steps
to take for each type of known
attack. System owners can then
line up the mitigations with the
standards applicable to each area for
an industry-compliant mitigation.
Approaches may be guided by closely
following ISA-99 and IEC 62433.

What’s coming next for
defending IIoT systems?
MITRE ATT&CK provides an effective

Webinar: Industrial IT & Cybersecurity
Strategies for IT/OT Convergence
Technologies that make up a company’s industrial
operations are evolving faster than ever—and,
in fact, they’re accelerating. At the same time,
research against Acatech’s Industrie 4.0 Maturity
Index shows that connectivity is the leading
challenge holding back adoption of useful new
industrial tech. That begs the question, how do we
develop our Industrial IT inf rastructure in order
to prepare the organization for the future? And
how should skyrocketing ICS Cybersecurity risks
be factored into the equation? Jacob Chapman,
Grantek’s Director of Industrial IT & Cybersecurity,
presented a webinar in conjunction with ISA The International Society of Automation, that
tackles these questions. It is available on demand.
“Industrial IT & Cybersecurity Strategies for IT/OT
Convergence” provides insights and real-world
examples for manufacturers looking to grow
their Industrial IT layer while also reducing their
cybersecurity risk.

approach to understand risk and
prioritize the security controls to
protect smart manufacturing and IIoT
systems. Baked into the framework are
TTPs that can be applied to IIoT systems,
such as initial access through Internetaccessible devices, execution through API,
and exploitation of remote services. However,
smart manufacturing and IIoT systems
still pose unique challenges compared to
traditional ICS security.

A subsidiary of the International
Society of Automation

49

AUTOMATION 2021 VOL 2

For this reason, experts and standard bodies are exploring ways
to provide guidance for applying cybersecurity standards to these
systems. For example, ISA99 recently communicated preliminary plans
for adding standards to the IEC 62443 series dedicated to IIoT. In the
future, we may see a consensus-driven answer to the question of how
to apply cybersecurity standards to these systems.
MITRE is also exploring modifications to its framework to
address the IT-OT combination of technologies that comprise smart
manufacturing and IIoT systems. For example, articles and discussion
are being had regarding a hybrid ATT&CK matrix visualization that
combines ATT&CK for ICS and represents the IT portions of ICS
attacks in ATT&CK for Enterprise. Should a hybrid matrix provide value
in tracking attack pathways and effective mitigation measures it
could become an improved approach for applying ATT&CK to smart
manufacturing and IIoT systems.
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Can a Solution Provider Handle
Industrial Cybersecurity?
By Felipe Sabino Costa, Moxa
The past few years have seen an increased demand for cybersecurity
in industrial applications. As a result of this, many decision
makers for industrial applications are interacting with
cybersecurity for the first time. While many companies
hope to invest more in ramping up network security,
it is essential to make informed decisions when
selecting a suitable supplier or solution provider. Industrial
cybersecurity is a complex topic that must include
considerations about industrial operations. It is highly
recommended that decision makers do not just look at

Consider
these key questions
to help ensure you
choose a qualified
solution provider.

the specifications shown on fact sheets or datasheets,
but also consider key questions that can help ensure
they choose a qualified solution provider.
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This article will provide answers to these important questions and
help to guide decision makers when selecting an industrial networking
solution provider for cybersecurity.

1. What are the indicators that I am selecting a company
with a mature industrial cybersecurity solution?
There are many important factors to consider depending on the
industry and application. As the literature usually does not distinguish
suppliers from users, the factors mentioned below can be used as a
reference for both.
As a starting point, cybersecurity is not only a feature or product.
In fact, it is a complex process that involves many different factors
during different phases. It is fundamental to establish the pillars of
“people,” “processes,” and “technologies” on both sides—supplier and
customer—as they pass through the life cycle, including integration and
maintenance of the cybersecurity solution.
Although measuring the maturity of a company can be difficult,
there are some indicators that can be used to determine how mature the
company is. These indicators are explored in more details in later questions
and include topics such as threat intelligence processes, quickness in
responding to incidents, solutions based on solid and internationally
recognized frameworks, whether the company receives vulnerability
notifications from external parties, experience working on industrial
applications, as well as services and support before and after purchase.

2. How do I measure the maturity of a cybersecurity solution
provider?
It is quite difficult to define a maturity baseline for different companies
that may have different frameworks and measurements. However, if
we consider the ARC Cybersecurity Maturity Model, a mature company
should have established a threat intelligence management process,
including a full-time cybersecurity team to respond to any cyberthreats.
In addition, it should be able to detect anomalies and breaches. Finally,

A subsidiary of the International
Society of Automation

52

AUTOMATION 2021 VOL 2

it should also be able to anticipate potential threats instead of
only responding to them, which is the most difficult to achieve.
This maturity model considers some key aspects, which can
be good indicators of the maturity of a cybersecurity
solution provider.
In addition to the factors mentioned above, a
company has a higher cybersecurity maturity level
when it has implemented a solid threat intelligence
process and the team effectively responds to any
threats found and maps vulnerabilities. Companies
that are able to anticipate threats can offer better
solutions.

Companies
that are able to
anticipate threats
can offer better
solutions.

There are also some additional methodologies,
such as the Detection Maturity Level Model (DML) and
the Cyberthreat Intelligence Model (CTI), which measure
the maturity of a company based on how it handles threats
(although they fall outside the scope of this article). For a company
to be considered mature with regard to its approach to cybersecurity,
it should have established threat intelligence processes and have a
dedicated team to quickly respond to any potential threats internally or
externally.

3. Are there any independent methods to compare solutions?
Yes, inside specific industries there are some recognized frameworks
such as the National Institute of Standards and Technology (NIST)
and IEC 62443, which give practical and impartial suggestions for
product characteristics and general recommendations that businesses
operating inside these industries should consider.
It is also important to consider the adoption of both vertical and
horizontal standards. Horizontal standards tend to embrace a broader
range of industrial applications, such as the ISA/IEC 62443 series of
standards, and vertical standards often represent a smaller sector, such
as NERC CIP for the power sector. Depending on the requirements
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of each individual sector, there may be additional vertical industry
standards that can be used for reference and guidance.
Last, another important indicator to determine the maturity of a
provider’s offering is if it follows proven frameworks. Using recognized
frameworks provides an independent way to compare solutions.

4. How can I calculate the return on investment for a cybersecurity investment?
There is still an ongoing debate about how to measure a cybersecurity
investment, usually termed return on investment (ROI) or return on
security investment (ROSI). Although there is not a single agreed
upon formula that can be easily shared, it is plausible to consider the
correlation between cybersecurity investments and the benefits of
enhanced safety, increased production stability, and other elements.
Because cybersecurity, in a simple manner, is a combination
of availability, confidentiality, and integrity (CIA triangle), it is
possible to infer that investments in cybersecurity directly minimize
potential threats to industrial control systems and, as a consequence,
increase levels of production and enhance safety. In other words,
cybersecurity is the balance between the financial cost you can
afford and the risk you can accept.

5. Does the solution provider receive information regarding
vulnerabilities from external parties?
Another important factor to consider when evaluating a potential
offering is to verify if the solution provider has an open channel to
receive information about potential vulnerabilities from external parties.
Being receptive to this information is fundamental to developing a
more mature solution as well as increasing the reliability of the solution
being offered.
For industrial control systems, this capability is still relatively new,
but this openness and willingness to improve is vital to ensure the
company is able to provide reliable solutions. Those who have already
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embraced this approach are demonstrating that they are well on their
way to offering a mature cybersecurity solution.

6. Does the solution provider have success stories for industrial
applications that are similar to my own requirements?
The majority of the time, any given industrial application will have
unique aspects. Therefore, it is important to understand if the supplier
has already developed solutions for a relatively similar application. This
minimizes, or at least anticipates, potential operational problems, because
industrial solutions differ from enterprise solutions in many respects.
Whenever possible, decision makers should request a proof of
concept (PoC) in order to make sure that what you are requesting
can be delivered. It never hurts to emphasize, as recommended by
important industrial frameworks such as NIST and ISA/IEC 62443, that
any test should not be performed on a live system, but on an isolated
external system first, to avoid disrupting live operations.

7. Does the solution provider have experience
deploying solutions inside OT environments?
It is very important to determine whether the
solution provider has enough knowledge
of industrial environments to be able to
support you. While it is true that enterprise
and industrial cybersecurity solutions have a lot
in common, it should not be forgotten that they
are not 100 percent equal. In order to obtain a
tailored industrial solution, different specific

Specific
requirements have
to be considered
for each industrial
application.

requirements have to be considered for each
industrial application.
For industrial environments, data must be passed
from one device to another very quickly. For the majority of
industrial applications, latency is detrimental to the system
and is therefore not acceptable. In contrast to this, some latency is
acceptable for the majority of enterprise applications.
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The environment also has an important role. For products being
developed for industrial environments, the hardware should be built
to withstand wide temperature ranges, vibration, dust, and other
environmental factors. In contrast to this, an enterprise product is not
normally required to go through such a rigorous testing process.
Another important capability is if the software has the ability to
detect and filter industrial protocols such as PROFINET, EtherNet/IP,
and Modbus/TCP, which are widely used in industrial applications.
From all of the points that have been considered, it is apparent how
complex it is to implement an industrial cybersecurity solution. Thus, it
is essential that the companies providing cybersecurity solutions really
understand this demanding sector.

8. Will the solution provider be committed to my business?
When selecting a solution provider, it is important to not just consider
the equipment datasheets. It is important to understand whether the
security solutions are connected to an overall cybersecurity strategy
and how much the solution provider understands your needs.
During the past few years, there has been an increased demand
and appreciation for pre- and post-sales services for the majority of
cybersecurity customers.
Before you purchase the solution, ensure that your solution
provider is aware of your framework and that it has a good
understanding of where the proposed solution fits in. The company
offering the solution should act like a consultant, and be able to give
you good advice for your solution. A vendor who is serious about
cybersecurity needs to understand each application and suggest
a specific solution for each case. The “one solution fits all” model is
definitely not recommended for industrial cybersecurity.
If your company does not have its own framework, a possible
starting point is the Cybersecurity and Infrastructure Security Agency
(CISA), which is based in the U.S. It uses solid industrial frameworks
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within its Cyber Security Evaluation Tool (CSET) and uses this as a
foundation to evaluate industrial control systems, including frameworks
such as NIST and ISA/IEC 62443. As each country may have its own
regulatory agency, we suggest checking your country’s agency
framework recommendations if you live outside the U.S.
Finally, after you have purchased the solution, you should list which
services are available, such as warranty, troubleshooting, SLA, and
others. From here, you can decide which services are more important
and consider the total cost of ownership based on the needs of your
company.

Two points to remember
In conclusion, it is worth remembering the following two points. The
first is that there is an optimal point between the financial cost and
level of protection required. Second, IT cybersecurity may not be
suitable for an OT environment, so selecting an experienced industrial
networking solution provider should be a requirement.
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Essential Start to
Securing OT Systems:
Risk Assessment
By Mark Hellinghuizer,
Yokogawa

Here’s how to understand
the current situation and develop
a cybersecurity strategy.
Imagine this scenario: A chemical processing company decides to
launch a cybersecurity program for a manufacturing plant, so it brings
together an information technology (IT) expert and someone from
operations who is moderately well versed in the plant networks. The
two have other responsibilities and complete their task quickly by
inserting a smattering of security appliances at strategic points and
declare the plant protected.
Meanwhile, a hacker who has been systematically analyzing
the plant’s networks over several months has a better grasp of the
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architecture and what assets are deployed than anyone in the facility.
The hacker gained access because some system integrator, a few years
ago, installed a brand X programmable logic controller (PLC) to solve a
chemical injection problem. The technician left a path to access the PLC
via the Internet for follow-up service, but everyone has forgotten about
it. The hacker is aware of a key vulnerability—a default password—with
that PLC, because its characteristics were published. However, plant
personnel never acted on changing the password because they had
forgotten it was even there. This vulnerability provides the hacker a path
into the larger network through an unprotected connection from the
PLC to the automation system.
Although this scenario is an oversimplification, it illustrates the
problems many companies face as they consider how to approach
cybersecurity strategy for operational technology (OT) networks. A wellthought-out strategy will find and correct these problems, and for the
rest of this article, we will look at how to implement this type of plan.

An evolving attack surface
Much has been written about the convergence of IT and OT, and how
the extension of IT technologies into OT networks has expanded the
attack surface, but also brought new defensive tools.
Most older plants used to be completely isolated but are now
connected to the outside world via company intranets and/or the
Internet, likely in more ways than most people realize. Companies
are striving to transform their operations and businesses digitally for
competitiveness by connecting not only vertically within their plants,
but also horizontally within sites, with other sites, and across the supply
chain. These connections create business opportunities, but also create
challenges in securing the network and data.
With more components and functions required to optimize
the larger operation, plants are becoming increasingly complex
and automated, with use of commercial technologies like Windows,
Ethernet, and TCP/IP. Research shows that the top three cyberthreats
are devices and “things” added to the network (such as the PLC in our
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Based on SANS Survey on “What are the top three threat categories you are most concerned with?”
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Figure 1. Leading cyberthreats compiled by the SANS Institute in its 2019 State of OT/ICS Cybersecurity Survey

opening example), internal threats (human negligence or accidents),
and external threats (supply chain or partnerships). IT and OT
convergence has brought mixed results, helping some defensive efforts
and hurting others depending on the situation (figure 1).

OT’s natural resistance to change
Those responsible for OT networks do not always welcome help
from the IT side. If something works and is necessary to ensure
uninterrupted production, even if old and not well protected, the usual
answer is, “Don’t touch it.” The tools and upgrades that IT wants to
bring to the plant may be incompatible with older equipment and
software, causing production interruptions and even compromising
safety. On the other hand, malware can do the same things, so IT
feels the need to get involved. However, simply importing IT security
technology and policies into an OT environment to improve OT
security does not work, because IT security is driven by different
requirements and priorities.
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IT must understand that an industrial control system is the brain
of the plant. Its availability, resilience, and sustainability affect the
availability of the entire plant—as well as safety, operational cost, and
business performance. Anything interfering with its performance
affects the corporation, top management, and stakeholders.
Because of this, security risk management is a top priority for
organizations and responsible teams in spite of serious challenges:
▶

Assessing risk of low visibility OT assets—Plants evolve over the
years, and like the PLC in the opening example, many are not
good at documenting changes, nor do they drill down into the
infrastructure looking for potential vulnerabilities.

▶

Mitigating risk and prioritizing investment—When companies have
little visibility into their OT assets, it is difficult to project how much
investment is needed for security or where the effort should begin.
Moreover, it will be impossible to know how much risk was reduced
by the effort.

▶

Keeping up with industry standards—Implementing
countermeasures and continuing to be compliant with emerging
standards is challenging. More on that in a moment.

▶

Managing risk with limited OT security expertise—While
implementation and management of security measures must
continue throughout the plant life cycle, which lasts for more than
20 years, security teams often face a lack of security personnel and
expertise.

Risk-based approach
There are two general approaches to reduce risk. The maturity-based
approach builds the highest level of defense around everything. It is the
most comprehensive but is very expensive. The risk-based approach
optimizes defensive layers for risk reduction where it is needed most.
This sacrifices some coverage, but is far less expensive and easier to
implement, and thus much more likely to happen.
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Risk-based security depends on four practices:
▶

Determine the security baseline: The first step is a risk
assessment to identify risks and enable OT security stakeholders
to understand the baseline. Acknowledging the current status of
the plant is fundamental and is the starting point of the security
journey.

▶

Define risk from a holistic view: Risks come from many different
directions and categories, so a risk assessment that only focuses
on high-level business processes might fail to identify risks due to
flaws in technical implementations. Insufficiently defined security
leadership in the boardroom is a risk, but so is a poorly configured
firewall. Therefore, it is essential to have a scope that is sufficiently
broad and incorporates different parts of the organization.
Furthermore, a combination of a paper review with an on site,
technical assessment is vital for a comprehensive risk assessment.

▶

Comply with security standards for guidance: Compliance
with a security standard is beneficial, because it makes the
implementation of a security program more effective and
straightforward, as compared to reinventing the wheel each
time.

▶

Establish a systematic process: Organizations must follow a
systematic process to establish a persistent operational risk
management process for OT security. This risk management
process is a strategic activity that involves short- and long-term
considerations. Thus, planning for strategic risk management is

A key element of
risk-based security
is compliance with
relevant standards,
but there is no single
regulation, standard,
or best practice
covering all aspects
and regions.

necessary to ensure continuous risk assurance.

Security standards
As just mentioned, a key element of risk-based security is compliance
with relevant standards. A plant setting up to manufacture cheese has
to comply with applicable regulations rather than its own definitions
of sanitation. In the same way, cybersecurity has its own practices and
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guidelines to help companies. Growing numbers of companies are
working according to:
▶

ISA/IEC 62443

▶

NIST CSF (Cybersecurity Frameworks)

▶

NIST 800-82

▶

CIS Critical Security Controls

▶

ISO 27000 series (mainly used in IT)
There is no single regulation, standard, or best practice covering all

aspects and regions. In the case of Europe, the European NIS (Network
and Information Systems) directive has been rolled out and will result in
laws passed on a per country basis.
Arguably, the most important standard on the list above is IEC
62443, since it is designed specifically for industrial systems and covers
every aspect of a security program, ranging from risk assessment to
technical design specifications. Its approach defines a target security
level for a plant or zones of a plant (figure 2). Companies are required to
establish the correct target security level when assessing their plants.
Additionally, IEC 61511, a technical standard setting practices for
engineering safety instrumented systems (SISs), explicitly states that
conducting security risk assessments is now a mandatory requirement.

Security Level 0

No specific requirements or protection necessary in the IACS

Security Level 1

The IACS has a cybersecurity protection against casual or coincidental violation

Security Level 2

The IACS has a cybersecurity protection against intentional violation using simple
means with low resources, generic skills and low motivation

Security Level 3

The IACS has a cybersecurity protection against intentional violation using sophisticated
means with moderate resources, IACS specific skills and moderate motivation

Security Level 4

The IACS has a cybersecurity protection against intentional violation using sophisticated
means with extended resources, IACS specific skills and high motivation

Figure 2. Security levels based on descriptions in IEC 62443-3-3
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First step: Risk assessment
As the first step to risk-based cybersecurity management, Yokogawa
recommends a technical security risk assessment (TSRA) as the starting
point to obtaining the OT security baseline. By assessing the impact
and likelihood associated with threats facing the OT environment, a
TSRA determines the security risk to the organization.
Yokogawa’s TSRA process starts with a vulnerability assessment
based on customer interviews and technical inspections. When
vulnerabilities are identified, a scenario-based risk assessment is
conducted to define the highest risks facing the OT environment and
which problems need to be solved most urgently. Vulnerabilities and
risks are not the same (figure 3). A vulnerability is a flaw or weakness,
while a risk is the probability of something bad happening. Returning to
the opening example, the vulnerability is the default password. Another
typical vulnerability can be lack of boundary protection. The risk is what
can happen if the hacker leverages the vulnerability.

Figure 3. Each vulnerability must be examined in light of the probability that it could be used maliciously.
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In the technical vulnerability assessment phase, multiple
methods are used to gather vulnerabilities, verify and check findings,
and create a complete and reliable list of those existing in the
environment. The list becomes the input of the risk assessment phase
conducted by the same team that was involved in the vulnerability
assessment phase. This means that a large amount of knowledge and
insight regarding the vulnerabilities will be present at the start of the
risk assessment.
The technical risk assessment concludes with a report that includes:
▶

a list of risks and vulnerabilities

▶

findings on any high-level risk and immediate actions required

▶

a gap analysis between the existing state of the plant and security
requirements

▶

a roadmap showing how to develop or improve the security
program, including plans for countermeasures and other concrete
recommendations.

An industrial control system is the brain of the plant. Its availability,
resilience, and sustainability affect the availability of plant assets, as
well as safety, operational cost, and business performance.

Assessment methodology
Consultants and engineers perform the vulnerability assessment
together using several methods, including interviews and technical
inspections. Interviews work through an extensive questionnaire based
on both the IEC 62443 and Yokogawa’s extensive security experience.
The questions vary from detailed technical implementation to how
security is managed by the local organization. Answers to these
questions are integrated with technical inspections, including user
and PC management, network device inventory, patches, updates, and
antivirus management.
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Figure 4. All attacks
vectors are not the same,
so the defense must
reflect the risk level.

Each vulnerability must be examined to determine the risk it
presents, which is a combination of how much damage an intruder
could do by using a vulnerability and the likelihood of the intruder
actually carrying out a damaging action. The combination of impact
and likelihood becomes the risk level (figure 4).
The results of the vulnerability and risk assessments are
documented in the TSRA report that contains:
▶

executive summary

▶

methodology overview

▶

risk overview for the OT environment

▶

vulnerability overview for the OT environment

▶

gap analysis between the plant’s existing state and security
requirements

▶

roadmap on how to develop or improve the security program.
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The outcome of the assessment will support constructive
discussion with management on what immediate measures need to
be taken to address the high-level risk, and how to plan an effective
security program to implement countermeasures. The ultimate
objective is a program that runs continuously and is constantly
evaluated and improved as threats and tools evolve.
Adopting a risk-based approach will guide organizations to
make complex decisions and choose which action to take and
where to invest. Effective risk management starts with knowing
and thoroughly understanding company- and plant-specific risks.
However, the complex operational environment, evolving cyberthreats,
and continuously updated laws and policies make this responsibility
extremely challenging for organizations to handle internally.
Because this can be challenging even for the most experienced
professionals, many companies seek support from security partners
when it comes to security assessments. With in-depth knowledge and
vast experience in both plant operation and OT security, Yokogawa’s
consultants and engineers can serve as guides along the security journey.
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