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Cybersecurity & Connectivity
Securing today’s industrial control system (ICS) networks is no 
small thing. Operational technology (OT) systems are very different 
from the automation networks of 10 years ago, and while the many 
information technology (IT) systems and IIoT devices bring huge 
benefits to critical infrastructure and industrial organizations, they 
also bring new cybersecurity challenges.

ICSs have been of incredible value to manufacturing industries. 
The ability to control the production and manufacturing process of 
goods and services has been a major milestone in our modernized 
world. However, everything comes with risks. Cybersecurity attacks, 
vulnerability exploits, and digital espionage have crossed the 
boundaries into what were once considered off-limit targets.

This edition of Cybersecurity & Connectivity shows you strategies 
and solutions for securing OT/ICS infrastructure. Discover how to 
use deep packet inspection (DPI) to start securing OT systems, 
and even how using artificial intelligence (AI) to uncover ICS 
vulnerabilities can reduce risk. Learn the security benefits of 
standardizing operational networks, the benefits of controlling 
quality in the cloud and at the edge, as well as how to implement 
planned-security technology.

Jack Smith, Contributing Editor
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Case Study: Connecting Cloud-based Quality 
Control to the Edge 
By Josh Eastburn, Opto 22

Intrinsics Imaging’s AI-powered vision system uses edge I/O to 
integrate cloud analytics into process controls.

How AI Uncovers ICS Vulnerabilities 
By Eric Byres, Talha Siddiqui, and Derek Kruszewski, aDolus Technology

Machine learning and natural language processing outdo 
manual database research for critical product matching.

The How and Why of Operational Network 
Standardization
By Vivek Bhargava, Cisco

Deciding to standardize network infrastructure involves careful 
evaluation of benefits and support for future requirements.

Implementing Planned Security Technology
By Brock Josephson, PSP; Burns & McDonnell

As new security risks emerge and technologies improve, more 
sophisticated electronic security measures become necessary. 

What Is Deep Packet Inspection and Why Is 
It Needed for Industrial Cybersecurity? 
By Jon Lavender, Dragos

Learn how underlying application information analysis can 
provide critical communications data to protect your network.
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Case Study: Case Study: 
Connecting Connecting 
Cloud-based Cloud-based 
Quality Control Quality Control 
to the Edgeto the Edge

Machine vision systems can recognize superficial aberrations in 
manufactured goods—like lines, spots, holes, color discrepancies, and 
more—that would typically require time-consuming manual inspection. 
However, these systems require specialized programming and 
maintenance, which can make them difficult to implement.

California-based Intrinsics Imaging solves this problem with 
its Heijunka Vision analytics-as-a-service software. Instead of 
programming specialized cameras, Heijunka provides a library of image 
processing and machine learning algorithms running in the cloud that 
allow any IP camera to perform intelligent defect detection. Intrinsics 
works with customers to tailor analytics to their specific objectives, then 
provides a concierge level of service so that customers no longer need 
to train, adapt, or maintain their vision system.

Typically, Heijunka integrates with SCADA systems to create 
analytics dashboards, alarms, and quality control actions. But when 
Intrinsics was approached by a customer hoping to integrate Heijunka 
directly into process controls, it looked to Opto 22’s groov RIO edge I/O 
for a way to connect the cloud to the edge.

By Josh Eastburn, 
Opto 22

Intrinsics Imaging’s AI-powered vision 
system uses edge I/O to integrate cloud 
analytics into process controls.
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Securing a Path to the Edge
For applications like manufacturing asphalt roofing and other kinds 
of building products, Heijunka not only finds defects in coatings, but 
also detects problems in fiberglass underlayment, color consistency, 
product wrapping, and even pallet counts. It can also continuously 
inspect in-process materials to ensure that specifications, such as 
dimensions, smoothness, straightness, and color, are met.

For this application, Heijunka would be looking at two production 
lines moving discrete boards at high speed.

 ▶ The primary line cuts large sheets of raw material to size. Cut 
sheets would need to be inspected for excess moisture as well 
as dents, debris, and scratches as small as a grain of rice. The 
customer runs hundreds of different product types through this 
conveyor, each being cut to a different size and configuration.

Machine Vision Analytics Where They Need to Be

Intrinsic Imaging’s Heijunka Vision analytics-as-a-service software continuously inspects in-process 

materials to ensure that specifications such as dimensions, smoothness, straightness, and color are 

met. A manufacturer wanted to integrate this cloud-based machine vision solution directly into its 

process control system, rather than hook it to a SCADA system for quality control. Intrinsic engineers 

found Opto 22’s groov RIO edge I/O, which let the Heijunka software be hosted on AWS and publish 

MQTT messages to a hosted 

broker that were then 

bridged to an on-premises 

broker. The groov RIO edge 

I/O solution let Intrinsic 

support more of the last mile 

between cloud software and 

physical action, while letting 

the manufacturer speak the 

language they were most 

comfortable with.
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 ▶ The second line would be responsible for monitoring the quality of 
the milling process, specifically looking for chipping along the edges.

However, unlike most Heijunka applications, the customer also 
wanted a PASS/FAIL I/O signal that it could integrate directly into the 
PLCs that would handle material rejection. By bypassing the SCADA and 
providing a direct path to PLC action, the customer hoped to simplify 
integration and reduce latency. However, Intrinsics hadn’t integrated its 
cloud-based software directly with a hardware system before.

“This was surprisingly difficult 
to figure out,” says Eric Cheng, CTO 
at Intrinsics. “I wasn’t sure what kind 
of device could provide a physical 
interface to our cloud-based system 
and also satisfy our technical and 
operating requirements.”

Besides needing a device that could tolerate an industrial 
environment and integrate with Heijunka’s existing software stack, Eric 
needed something that would operate with minimal latency. From the 
time a given video capture was sent to Heijunka, the customer would 
have a roughly five-second window in which to detect and reject a 
problematic part. Heijunka would need to return a pass or fail indication 
that consistently fell within that window of opportunity.

Finding the Missing Piece
According to Eric, Heijunka’s communication infrastructure is usually 
built on MQTT. “Generally, we set up an MQTT broker and publish to 
an agreed topic,” Eric explains. “It’s usually new for customers, but 
it’s typically the best way to meet their performance and security 
requirements. [MQTT is] lightweight and low-latency, there’s plenty of 
open-source support for it, and it doesn’t require us to reach into their 
network from the outside. Amazon Web Services (AWS) has MQTT 
managed services to host a broker, and in cases where we are hosting 
the system ourselves, it’s all [deployable] out of the box and in the 
cloud.”

“I wasn’t sure what kind of device 
could provide a physical interface 
to our cloud-based system and also 
satisfy our technical and operating 
requirements.”
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In this case, Heijunka would be hosted on AWS and publish 
MQTT messages to a hosted broker, which would be bridged to an 
on-premises broker in the customer’s facility. (Bridging allows brokers 
to exchange data behind the scenes so that it’s available to clients on 
both systems.) This architecture proved to be the key factor in choosing 
groov RIO for the final piece of Intrinsics’ solution.

“The customer found [a similar edge I/O device, and it] made 
me realize that an MQTT device could work for what we were doing,” 
says Eric. “I started searching around... Groov RIO was exactly what we 
needed, and it was eye-opening to see everything we could do with it.”

groov RIO had the industrial build Eric needed, including a wide 
operating temperature range and UL Hazardous Locations and 
ATEX approvals. It was also compatible with his software stack. He 
says, “Groov RIO was on the same wavelength as us: built-in MQTT, 
Linux-based, web interface, and it just seemed more modern than 
some [other devices] that still require Windows 7 executables for 
configuration. I didn’t want to have those kinds of dependencies.”

Given the nature of the request, Eric’s customer was also interested 
in the cybersecurity of the proposed architecture and appreciated that 
the groov RIO modules included a network firewall. 

Putting the Cloud in Control
Intrinsics built an isolated network to connect cameras and groov RIO 
MM1 modules (GRV-R7-MM1001-10) to the on-premises MQTT broker. 
A separate network connects that broker to the internet for video 
streaming to Heijunka Vision and data exchange with the hosted MQTT 
broker, both running on AWS.

The groov RIO MM1 module provides eight channels of universal 
I/O with support for more than a dozen software-selectable signal types 
(Figure 1). I/O data can be shared via MQTT, REST, VPN, or traditional 
protocols like Modbus/TCP. Communications are secured with user 
authentication, a local firewall, and TLS X.509 certificates.

Figure 1:  
Opto 22’s groov RIO 
MM1 module provides 
eight channels of 
universal I/O that can 
be shared securely via 
MQTT, REST, VPN, or 
traditional protocols.
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In this case, each groov RIO module makes an encrypted 
connection to the local broker, which has only port 8883 open, the 
standard port for MQTT TLS connections. The decision to bridge 
between two MQTT brokers is also for security. The local broker acts as a 
firewall for the OT side of the system while still allowing groov RIO data 
to be exchanged with Heijunka in the cloud. “The goal is to keep the 
RIOs inaccessible from the outside,” says Eric.

To satisfy another customer request, each production line uses 
two groov RIO modules with each configured to provide eight discrete 
inputs (Figure 2). Production line PLCs encode the product ID for the 
specific part being examined by Heijunka as a 16-bit integer and send 
each bit to one of the inputs on the RIO pair. A Node-RED flow in 

Figure 2: Intrinsics’ 
hybrid architecture 
used two groov RIO 
modules on each 
production line to allow 
cloud-hosted analytics 
to securely control 
action in the physical 
process at the edge of 
the network.
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each RIO module publishes its eight input channels as MQTT topics, 
which Heijunka combines to decode the product ID and select the 
appropriate set of algorithms for that product type.

The groov RIO modules also use Node-RED to subscribe to quality 
indicators, which Heijunka publishes to the MQTT broker. One of the 
relay outputs in each pair of modules is used to indicate the PASS/FAIL 
decision returned by Heijunka for a given part. The production PLCs 
watch these outputs and use them to trigger a physical rejection of the 
product if needed.

Since Heijunka performs all the heavy computation and product 
identification, the groov RIO modules can run the same logic without 
regard for the product type, creating a clean interface between cloud 
and edge networks.

Fast, Automated Quality Control
At this point, the customer has been automatically rejecting defects 
for several months and plans to introduce Heijunka in the rest of its 
facilities. Intrinsics confirmed a round trip time, from measurement to 
result, of less than two seconds.

“I’m impressed with how fast it is even though we are taking two or 
three steps,” says Eric. “Most of that latency is due to transmitting video 
over the network.”

Intrinsics’ customer is using Heijunka to save on labor costs and 
increase quality with an overall goal of avoiding material returns. The 
customer can review system performance through Heijunka’s built-in 
trending, which displays metrics like the number of defects detected 
per hour. Over time, the customer can monitor historical trends in 
defect rates and diagnose the root cause of elevated defect levels. A 
user can click on any bar in the histogram and immediately bring up 
replay images to see every defect the system has ever detected. Each 
one of the defects in the plot above indicates a product that triggered 
a reject signal in Heijunka, which then made its way to the groov RIO 
modules via MQTT (Figure 3).
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“We were under the gun to do this quickly,” says Eric, “but we got it 
figured out in less than a month… Now we can provide a direct physical 
interface to low-level automation systems… Using the RIOs allowed 
us to own more of the ‘last mile’ between cloud software and physical 
action and allowed the customer to speak the language they were 
most comfortable with. That allowed a cleaner separation between our 
software expertise and their hardware expertise.”

With groov RIO, Heijunka can now be adapted to many more 
applications, supporting both hardware and software interfaces, 
whichever produces the best performance.

For more on Intrinsics Imaging, visit www.intrinsicsimaging.com.

ABOUT THE AUTHOR
Josh Eastburn is director of technical marketing for Opto 

22. After 12 years as an automation engineer working in the 

semiconductor, petrochemical, food and beverage, and life 

sciences industries, Eastburn works with the engineers at 

Opto 22 to understand the needs of tomorrow’s customers. 

He is a contributing writer at blog.opto22.com.

Figure 3: Each of the defects in the plot above indicates a product that triggered a reject signal in Heijunka 
that then made its way to the groov RIO modules via MQTT (source: Intrinsics Imaging).

http://www.intrinsicsimaging.com
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Finding vulnerabilities in industrial control systems (ICS) is more 
difficult than many organizations realize. Most information 
technology (IT) and operational technology (OT) practitioners rely 
on the National Vulnerability Database (NVD), a large database 
containing the primary collection of vulnerabilities in the world, 
hoping to identify all the vulnerabilities associated with a software 
product or with a device’s firmware. Unfortunately, this approach is 
mostly ineffective for three reasons:

1. The NVD is far from complete. It’s estimated that more than 
75 percent of ICS vulnerabilities are missing (Artem Zinenko, 
Kaspersky Industrial Cybersecurity Conference, 2019).

How AI 
Uncovers ICS 
Vulnerabilities

Machine learning 
and natural language 
processing outdo manual 
database research for 
critical product matching.

By Eric Byres, Talha Siddiqui, and Derek Kruszewski, aDolus Technology Inc.

https://nvd.nist.gov/
https://ics.kaspersky.com/conference-2019/
https://ics.kaspersky.com/conference-2019/
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2. The NVD rarely maps component vulnerabilities back to the 
products containing those components.

3. Thanks to mergers and acquisitions, rebranding of products, and 
even simple typos, the vendor name on the product in your facility 
is often different from the vendor name in the NVD details or CPE 
listing.

Even for experienced security analysts, matching vulnerabilities 
with their installed products (or the other way around) is inefficient, 
error-prone, expensive, and excruciatingly tedious. In an industry 
where there is already a critical shortage of cybersecurity professionals, 
companies that task them to hunt for vulnerabilities may well find 
themselves with staff retention challenges.

Fortunately, an alternative to manual vulnerability research and 
management is emerging. Artificial intelligence (AI), including machine 
learning (ML) and natural language processing, can be used to create 
vulnerability associations quickly and comprehensively. 

Uncovering PLC Vulnerabilities 
To illustrate just one of the challenges vulnerability research presents to 
humans, consider the case of this common GE-Fanuc programmable 
logic controller (PLC) (Figure 1). If you had this device (or more likely, 
many of them) in your facility, how would you determine if it has any 
vulnerabilities?

Figure 1. GE-Fanuc PLC.
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The NVD is a reasonable place to start—but what name would 
you search for? GE is an obvious choice, but there are many names 
associated with General Electric. You could also try Fanuc. A whole 
spectrum of naming conventions arises from the history of these two 
companies (Figure 2), such as:

 ▶ When GE and Fanuc joined forces, they named their product line 
GE Fanuc Automation, then a few years later renamed it GE Fanuc 
Intelligent Platform.

 ▶ In 2009, they dissolved the joint venture. GE kept the product line 
but changed the name to GE Intelligent Platforms.

 ▶ Upon acquiring Alstom in 2015, GE again rebranded, this time to GE 
Automation and Controls.

 ▶ Then, in 2019, Emerson acquired the portfolio.

In addition to all the M&A activity and rebranding, human error 
adds to the namespace problem. Engineers who type in the company 
name may not always be fastidious about commas, periods, or suffixes 
like Ltd. or Inc., resulting in even more variants. A startling example is 
our analysis of one major OT supplier’s software that found at least 47 
company name variations used by the developers.

Figure 2. History of one product line’s many name changes.
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With all this information, what name should you search for? If you 
cast your net too wide and try GE, expect to get more than 130,000 
hits that will grind your NVD database search to a halt. If you get too 
specific, you’ll need to try many different names with the different 
punctuation permutations, and most of them will turn up nothing. 
What’s important to understand is that you’re not searching for a single 
name; you are searching for thousands of names.

Spoiler alert: to find out if this particular PLC has any vulnerabilities 
listed in the NVD, you’ll need to search using “Emerson” as the keyword 
(Figure 3).

 Even then, this was a lucky find. Remember that 75 percent of 
all ICS vulnerabilities are missing from the NVD, so you only have a 25 
percent chance of actually getting a result.

AI Overcomes the Namespace Problem
The backbone of vulnerability management is robust vendor 
management. Knowing all the vendors that make up your software 
supply chain (and considering the likelihood of typos, rebranded 
names, etc.) enables you to assess and remediate the exploitability of 
identified vulnerabilities.

Figure 3. An NVD database search yields a fortuitous result.

https://adolus.com/solutions/vulnerability-management/
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To find vulnerabilities reliably and efficiently, and to manage the 
risk they pose to your business, artificial intelligence (AI) is needed. 
aDolus has used AI in its Framework for Analysis and Coordinated Trust 
(FACT) platform to perfect vendor data and make it much more useful 
than trying to search the NVD. The platform identifies:

 ▶ a normalized name for each vendor.

 ▶ all variations and synonyms of that normalized name.

 ▶ the relationships between vendors across the dynamic mergers 
and acquisitions landscape.

The platform performs a complex, weighted selection from more 
than a dozen input streams to determine a package’s manufacturer. 
These include aDolus own file processing agent, the file certificate 
issuer, antivirus data, vendor download locations, the file submitter, 
and the National Software Reference Library (NSRL), plus aliases in file 
names, product names, file descriptions, copyright, and trademarks.

When multiple input streams agree about the author of a software 
package, we can be confident it is correct. When there is disagreement, 
the AI’s vendor selection algorithm evaluates the metadata input 
streams and determines the correct name of the package’s 
manufacturer.

Once the vendor management foundation is in place, the platform 
proactively searches for vulnerabilities across different libraries, going 
beyond the usual sources like the NVD or ICS-CERT advisories, because 
so many ICS vulnerabilities are missing from these sources. Often 
these searches include PDFs and other textual vulnerability notices, 
presenting a new challenge of more unstructured data. Again, AI comes 
to the rescue, with natural language processing (NLP) in particular, 
which allows an AI system to make sense of this text.

“Tokens enable the AI to convert unstructured information 
(like a text document) into a numerical data structure.”

http://adolus.com/
https://adolus.com/fact/overview/
https://adolus.com/fact/overview/
https://www.nist.gov/itl/ssd/software-quality-group/national-software-reference-library-nsrl
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Making Sense of the Text Using Tokens
The first step to processing English words using AI and NLP is a 
technique called “tokenization.” Tokenization breaks down raw text 
into smaller pieces called tokens. These help the AI create context 
so that it can interpret the meaning of the text by analyzing the 
sequence. Tokens enable the AI to convert unstructured information 
(like a text document) into a numerical data structure. Once you 
have that, NLP can begin to learn what the words mean in relation to 
each other.

As an example, Figure 4 shows a selection of text from an advisory 
regarding Allen-Bradley Stratix switches. To make sense of this text, the 
aDolus platform’s AI converts it into tokens that it can recognize:

“15.2(4a)EA5, Allen-Bradley, Stratix, 8300, Modular, Managed, 
Ethernet, Switches”

Once it has these tokens, the AI must next be able to recognize 
what vendor is being talked about. The normalized lists of vendor 
names mentioned earlier allow AI to infer from the tokens that one of 
them is a vendor, and the vendor in question is Allen-Bradley according 
to the notice.

Also, thanks to the normalized vendor names, the AI knows that 
Allen-Bradley is actually Allen-Bradley Company. Further, it knows that 
Allen-Bradley is a subsidiary of Rockwell Automation. The platform can 
now access its collection of files for Rockwell Automation and use the 
tokens it has to deduce more about the advisory by checking against 
existing hierarchical data in the platform database.

Figure 4. A vulnerability 
notice before it is 
tokenized.
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The platform uses the token about Ethernet to deduce that the 
advisory has something to do with network and communications, and 
it recognizes Stratix and even Stratix 8000 as products in the system 
(Figure 5). The token “15.2(4a)EA5” further narrows the search to the 
firmware version to which this advisory pertains. Eventually, the AI 
can identify a likely file in the platform (in this case a .tar file) tied to 
a vulnerability through a common vulnerability and exposure (CVE) 
record. Thus, the platform makes the connection. 

The original advisory was for Rockwell, which is not in the NVD. In 
fact, the CVE details do not mention Rockwell at all.

Unless you are using a diverse input stream for vulnerabilities, your 
vulnerability detection capabilities are not going to be adequate, and 
it’s difficult to manually search through so many different sources. It’s 
much easier to let a machine iterate through these for you.

The Future of Vulnerability Management with AI
Identifying vulnerabilities in your software supply chain should be 
a priority. Supply chain attacks have become increasingly frequent, 

Figure 5. Tokens provide nuggets of information that AI can use to find answers.

http://adolus.com/
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surging 430 percent in just 12 months in 2020, according to Sonatype’s 
2020 State of the Software Supply Chain Report, and these attacks are 
becoming regular front page news. 

As regulatory pressure increases on operators of critical systems 
and the vendors who supply them, the future of vulnerability 
management must include AI. Once these techniques are in place 
to detect and match the vulnerability notices to particular products, 
many more insights become possible. One emerging example is the 
creation of VEX (Vulnerability Exploitability eXchange) documents 
to communicate which vulnerabilities are actually exploitable and 
dangerous. But that’s a topic for another article.

For more information on how the aDolus platform can help you 
manage vulnerabilities and gain full visibility into your software supply 
chain, contact us at adolus.com. 
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We can all see the value in standardization. When an organization 
adopts a standard networking architecture, the consistent feature set 
makes connectivity, management, and security uniform across the 
enterprise.

As a senior leader contemplating networking infrastructure 
standardization in your operations, you should start with a clear vision 
of your end goals. After all, replacing or upgrading what’s already 
working is not a decision to be taken lightly. Standardization decisions 
should involve a careful evaluation of the additional benefits the new 

The How and Why of 
Operational Network 
Standardization

By Vivek Bhargava, 
Cisco

Deciding to standardize network infrastructure 
involves careful evaluation of benefits and support 
for future requirements.
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infrastructure will bring now and how well it will serve future growth, 
management, and security requirements.

Below are some pointers to serve as yardsticks for you to evaluate 
industry offerings, discover the complete architecture that Cisco offers, 
and see how one manufacturer standardized its large operational 
network using Cisco solutions.

Standardize for Uniformity
If your industrial network has grown over the years in an ad hoc 
manner with many smaller networks built without central oversight, 
you may be dealing with networking silos. Each of these fragments 
may have its own set of capabilities that require specialized skills to 
operate, maintain, and update. In such situations, any organization-
wide initiative to collect data and improve operations could be stymied. 
In addition, it may become hard to define and enforce policy or to 
troubleshoot any production issues that might arise, just because you 
have so many entities to work with.

Cisco industrial networking equipment offers a comprehensive and 
consistent set of core capabilities across the board, making it easy for 
all parts of the operational network to function in absolute coordination 
with each other to achieve common organizational goals. And if 
you already use Cisco networking equipment at your campus and 

 Cisco Industrial Ethernet switching portfolio.

https://www.cisco.com/c/en/us/solutions/internet-of-things/iot-network-connectivity.html


28 

AUTOMATION 2022 VOL 2

A subsidiary of the International
Society of Automation

branch offices, you can easily extend your enterprise network to your 
operations with equipment that features many of the enterprise-grade 
capabilities but is purpose-built for industrial strength.

Standardize for Manageability and Flexibility
Your production increasingly depends on the real-time operational data 
that you collect and analyze. Any glitches in the network can choke 
this flow and cause production downtime or affect product quality. 
In addition, if you make any changes in the production process or 
introduce new products, you will need a flexible network that you can 
quickly reconfigure or expand to accommodate the changes.

As you consider standardization, look for an intelligent central 
network management system that can expand, maintain, update, and 
troubleshoot the network holistically. All Cisco industrial networking 
equipment can be managed by Cisco DNA Center, which is a proven 
system that automates routine tasks such as device onboarding, 
software image updates, and across-the-board configuration changes, 
and helps make industrial automation simpler. With its deep analysis 
of the data it receives from network devices, Cisco DNA Center can 
proactively help identify congestion areas as well as perform AI/
ML-supported root-cause analysis for potential issues and suggest 
remediation. Quick fixes and maintaining the performance of the 
network result in reducing downtime of production processes.

Standardize for Visibility and Operational Efficiency
Deep granular visibility into your industrial and operational assets 
and their interactions helps you gain invaluable insights into your 
production process. Not only can you build an asset inventory and 
visualize interactions between them, with these insights you can help 
the operations team troubleshoot control system communication 
issues, improve network performance, and increase operational 
efficiency. For example, you may be able to spot network congestion 
points, identify abnormal traffic flows, or discover previously unknown 
or suspicious communications with the internet.

https://blogs.cisco.com/internet-of-things/cisco-brings-more-enterprise-grade-capabilities-to-the-industrial-edge
https://www.cisco.com/c/en/us/solutions/internet-of-things/iot-management-automation.html#~products
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Your network must be the sensor that inspects traffic and provides 
the insights you need. While there may be ways in which you could 
copy and send traffic to a separate server, it is much simpler to have 
your network devices—switches and routers—extract meaningful 
information so you don’t overload the network with additional traffic.

Several of Cisco’s industrial network devices run Cisco Cyber 
Vision, which analyzes industrial protocols to derive insights to improve 
production, as well as to uncover abnormal and unexpected traffic 
flows, evaluate security posture, and assess risk.

Standardize for Security
The network carries all traffic and, therefore, is in the ideal position 
to protect your production processes. Your choice of network 
devices must be able to enforce access policies and segment the 
production environment into defined zones to contain traffic flows, 
and open specified conduits between zones for legitimate interzone 
communications.

Cisco industrial networking equipment uses Cisco TrustSec 
technology that, with the help of the Cisco Identity Services Engine 
(ISE), adds Scalable Group Tags (SGTs) to originating traffic from each 
endpoint. As packets containing SGTs make their way from the source 
to destination, segmentation rules are enforced by policing the flow 
and helping to ensure that they follow defined policies and do not cross 
zone boundaries if not allowed to.

https://www.cisco.com/c/en/us/products/security/cyber-vision/index.html
https://www.cisco.com/c/en/us/products/security/cyber-vision/index.html
https://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/index.html
https://www.cisco.com/c/en/us/products/security/identity-services-engine/index.html
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The unique combination of OT visibility provided by Cisco Cyber 
Vision and policy enforcement enabled by Cisco ISE allows IT and OT 
teams to work together to define rules of minimum access privilege 
for all industrial assets. Coupled with continuous monitoring of each 
connected asset’s behavior, Cisco industrial equipment can help extend 
your enterprise zero-trust security to the industrial space.

Standardize for a Proven Architecture and Growth
Standardize on network devices that have been fully tested, verified, 
and proven to work with all their supporting products and applications 
to build up a complete architecture. Even if you don’t build out your 
network with all the pieces right away, the architecture lets you grow at 
your own pace as your needs increase.

Cisco publishes detailed design and implementation guides that 
take the risk and guesswork out of network deployment by giving you 
step-by-step instructions you can follow for building your complete 
operational network.

Visibility into assets and interactions leads to segmentation and security.

https://www.cisco.com/c/en/us/solutions/enterprise/design-zone-industry-solutions/index.html
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Standardize Like Unilin Group Did
When the Unilin Group, a leading manufacturer of flooring materials, 
found itself facing network growth, visibility, and security challenges, 
its IT and operations team got together and built a blueprint for a 
secure Industry 4.0 standard for all of the company’s 21 factories around 
the world. Standardizing on and deploying Cisco Catalyst Industrial 
Ethernet switches, Unilin Group uses Cisco Cyber Vision to obtain 
operational insights and improve the production processes. Sharing 
these insights with Cisco ISE, the company segments its network, 
reduces reliance on firewalls, and improves its security posture. With 
Cisco DNA Center, Unilin Group automates networking tasks and helps 
to ensure performance. With this new infrastructure, it is possible to 
troubleshoot issues in minutes instead of days and to reduce downtime 
significantly.

For more information:

 ▶ View Build an Intelligent Network for Your Smart Factory 
infographic.

 ▶ Listen to our on-demand webinar: Build A Secure Network 
Foundation for Your Smart Manufacturing Operations.

 ▶ Visit our IoT manufacturing page.

ABOUT THE AUTHOR
Vivek Bhargava is the Product Marketing Manager for Cisco. Working in the 

Enterprise Networking marketing group, Vivek Bhargava focuses on Cisco DNA, 

Cisco SD-Access, and multidomain integrations. In this role, he works to raise 
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When done correctly, enhanced electronic security can lead to 
enhanced security posture, increased operational efficiencies, and 
even reduced insurance premiums. Yet, adopting the technologies that 
provide security and operational benefits can be overwhelming.

Choose the Right Technology
In many ways, the electronic security industry is like the dot-com 
companies of the 1990s. In the last 10 years, the world has been flooded 
with more security technology than ever. According to an IHS Markit 
video surveillance report, the number of professional surveillance cameras 
shipped has increased by 10 times, from 9.9 million in 2006 to more than 
106 million in 2016, and is expected to reach 160 million annually by 2020. 
Other security-related products have seen similar growth.

Implementing Planned 
Security Technology

As new security risks emerge and technologies 
improve, more sophisticated electronic security 
measures become necessary. 

By Brock Josephson, PSP; Burns & McDonnell

https://ihsmarkit.com/index.html
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Like with the dot-com boom, many of the companies in the 
market today promise technologies that, sadly, do not perform as 
advertised and will not be around 10 years from now. Investing in the 
right security technologies can bring significant security, operational, 
and financial benefits to an organization. Investing in the wrong 
technologies can result in wasted capital, frustrated stakeholders, and 
increased security vulnerabilities.

Developing an effective technology strategy prior to the procurement 
and deployment of electronic security systems is key to avoid these 
negative outcomes. Proper planning prior to design or deployment of the 
technology is necessary and must consider the following:

 ▶ Develop clear and measurable performance metrics for each 
security system.

 ▶ Identify technologies that meet performance metrics (on paper) 
and shortlist a viable number of testable options.

 ▶ Test potential technologies for performance, robustness, and ability 
to integrate into your existing security system.

 ▶ Prepare the system deployment, maintenance, and training.

Before we dive into these planning milestones, it is worth exploring 
how the planning phase fits into the larger project picture.

Phases of a security enhancement project:

 ▶ Security need identification

 ▶ Project planning

 ▶ System design

 ▶ Training and implementation

 ▶ Assessment

 ▶ Maintenance

If the project planning is done correctly, you set the course for a 
successful overall security system enhancement project.

“If the project planning is 
done correctly, then you set 
the course for a successful 
overall security system 
enhancement project.”



37 

AUTOMATION 2022 VOL 2

A subsidiary of the International
Society of Automation

Performance Metrics Development
Once the decision is made to increase the electronic security, there is 
a tendency to start researching viable technologies immediately—but 
don’t do it. Like any good real estate agent would tell you, don’t go 
house shopping until you know what you want and what you can afford 
(and really need). Otherwise, you’re likely to end up with a flashy house 
that is too expensive and doesn’t meet your needs.

In much the same way, there are a lot of technologies that look 
enticing but could become costly and restrict your ability to implement 
other technologies in the future. Before you start looking at solutions, 
it’s wise to develop a list of metrics to score potential solutions.

Performance metrics should be developed with feedback from as 
many stakeholders as possible. Stakeholders vary from organization to 
organization, but typical roles include systems and security operators, 
operations, information technology (IT), compliance, law enforcement 
liaisons, engineering, and executive leadership.
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All stakeholders do not necessarily need to be involved in the day-
to-day execution of the project. However, soliciting these stakeholders 
for feedback on system criteria they would like to see will help an 
organization obtain buy-in on the project. It also may be possible to 
earn some goodwill by providing a benefit beyond security to some of 
the stakeholders.

The more each metric can be understood and quantified 
relevant to the individual stakeholders, the better. This will better 
inform decisions on which technologies to implement and how to 
implement them to maximize system effectiveness across the entire 
organization.

 y Functionality. These identify how the system 

will function and typically carry the most 

weight in the decision-making process. 

They can include metrics such as device 

range, rate, speed, coverage, and capacity.

 y Environmental. These identify how the 

system holds up to the elements and 

typically include metrics such as ratings for 

ingress protection (IP), temperature, and 

vandal resistance.

 y Usability. This includes metrics such as ease 

of installation, ability to integrate with other 

systems, etc.

 y Communication. This includes metrics such 

as supported communication protocols, 

data encryption standards, bandwidth, and 

storage required.

 y Costing. This includes purchase price, 

installation cost, ongoing maintenance, 

training, and total cost of ownership.

 y Viability. This includes metrics such as 

manufacturer’s years in business, minimum 

number of units deployed in similar 

environments, and minimum technology 

readiness level.

 y Business value add. Determine if there are 

any value adds beyond security to consider 

such as increased operational effectiveness, 

decreased insurance premiums, or 

increased customer satisfaction. You also 

may wish to consider the potential for 

avoiding lost operational revenue. While 

in some cases assumptions must be 

made to quantify the risk and associated 

risk reduction by implementing the 

security enhancements, this factor often 

can illustrate the greatest value to the 

organization.

Performance metrics can be broken down into seven categories:
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Business Value Add
Without fail, each organization deals with stakeholders who are 
generally resistant to increased security measures. This resistance is 
not unfounded, as security can sometimes create burdens such as 
decreased operational effectiveness, increased costs, and no revenue.

These biases can be difficult to overcome. But identifying 
operational benefits or introducing cost savings and/or revenue-
producing measures as an added benefit to the increased security can 
go a long way in establishing good rapport and gaining stakeholder 
buy-in. Consider these examples of value adds of security technologies 
to other aspects of operations:

 ▶ Video analytics used to count customers entering a store and 
predict upcoming teller requirements before they are needed

 ▶ Buried vibration sensors used to detect faults on a buried 
transmission line, significantly decreasing the time required to 
identify the location of the fault and allowing for faster repair of the 
lines

 ▶ Ground-based radar used to detect wildlife along a roadway and 
notify drivers to slow down and use caution

 ▶ Thermal cameras used to measure the temperatures of 
transformers and notify operators if they rise above a specific level, 
allowing operators to conduct maintenance before overheating 
inflicts significant damage to the transformers

 ▶ Cameras with analytics used to detect the level of fluid in a tank 
and notify operators if it goes above or below an acceptable level, 
thereby reducing costs of sending personnel to the tanks on a 
regular basis for routine checks

While these examples may not apply directly to your business, 
more than likely some operational benefits can be identified with any 
given security program, further supporting stakeholder buy-in.
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Shortlisting Technology
Before investigating new technologies, an organization should 
determine if any technologies currently deployed can be used to 
meet the new security requirements. This can be accomplished 
by comparing the currently deployed technologies to the metrics 
identified earlier. The goal should be to minimize the number of 
technologies implemented to reduce the overall complexity of installing 
and maintaining your system.

Once an organization has determined that currently deployed 
technologies will not work or are cost prohibitive, it is time to 
begin evaluating outside products to meet the new performance 
requirements. The list of security technology providers is generally 
too long to allow testing of every potential solution. Before investing 
significant resources in any level of design or testing, the list of potential 
products must be narrowed to a manageable number.

To reduce the list of potential solutions to a manageable level, 
create a list of qualifying “yes/no” questions that can be answered with 
minimal time researching specific products. The questions should 
reflect the performance metrics outlined earlier. An independent 
security consultant can assist in the process of developing the 
questionnaire and shortlisting technologies, if needed. Once the list of 
questions and answers has been developed, any technology that fails to 
meet the criteria should be removed from further consideration.

The goal at this point should be to shortlist the technologies to 
two to three times the number of technologies viable to test. In most 
cases, this is somewhere between five and 15 technologies. If the list is 
too long, then adding additional qualifying “yes/no” questions may be 
required. If the “yes/no” questions eliminate too many technologies, 
then the shortlist criteria may need to be broadened to increase the 
number of viable candidates.

Next, develop a scoring matrix to rank technologies that pass the 
“yes/no” questionnaire. The matrix should incorporate all performance 
metrics already discussed and may be constructed using either a 
ranking system or a weighted point system based on which criteria 
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have the highest priority. Regardless of how the scoring 
system is constructed, the result should lead to a 
justifiable ranking of each candidate technology.

Testing Technology Performance
Once a few technologies have been shortlisted, the next 
step in the process is to conduct an onsite test, or pilot 
test, of the top two or three technologies in the ranked list.

The pilot serves a distinct purpose: to determine if 
the technology can deliver what it has been promoted 
to accomplish. The technology needs to operate in its 
designated environment as expected. If it doesn’t, it may 
be a waste of time and money to implement. Worse, it 
may increase, rather than decrease, a facility’s overall 
vulnerability.

The pilot should assess not just performance but system 
integration, ease of installation and operation, reliability, environmental 
protection, and maintenance requirements. Writing test procedures for 
these metrics requires an understanding of how the technology works. 
This knowledge helps an organization better grasp the limitations of 
the technology and write tests that reveal its limitations and highlight 
its strengths. Every technology has weaknesses, so revealing a 
limitation should not preclude a technology from use—identifying the 
weakness will help anticipate the need for supplementary technologies 
and procedures to mitigate the risks presented by the weakness of that 
technology.

As tests are conducted, an organization should record the results 
of each and document, in a test report, unexpected conditions or 
results. The test report also should include a description of the testing 
procedure, a description of the technology being tested, how it was to 
be deployed for the test, and how each test phase was performed. Once 
performance testing has been completed on each technology, results 
can be compared and incorporated into the scoring matrix developed 
earlier.
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Planning Ahead with Burn-in
After performance testing is complete, an organization should 
implement a more in-depth burn-in test to evaluate environmental 
factors and additional functionality.

A burn-in test entails long-term testing of performance and system 
robustness. If the system is deployed outdoors, burn-in phases should 
test the system’s ability to perform during both the hottest and coldest 
months of the year.

Running performance tests during periods of extreme weather, 
including heavy rain, snow, and fog, is also advised, as many systems 
experience decreased performance during adverse weather.

The burn-in phase is also a time to closely monitor undesirable 
system behavior such as downtime, false alarms, nuisance alarms, poor 
image or video quality, incorrect classifications, or lost data. Monitoring 
this information helps stakeholders predict what efforts will be required 
to properly program and tune the system and may also reveal some 
system vulnerabilities not identified in the initial functionality. What is 
learned during the burn-in phase assists in planning 
for system deployment and in some cases may affect 
the decision to deploy a system. The burn-in phase 
is a time-intensive effort. Budgets and timelines 
may necessitate an accelerated or modified burn-
in. A security technology consultant can assist with 
developing a burn-in plan that meets timeline and 
budget constraints.

Integrating New Technology
Integration is essential to seamless operation 
whenever multiple technologies are involved. 
Whether the integration is a simple relay trigger 
from the sensor to the access control software, or a 
software integration bringing geospatial data into a 
map interface and triggering different events based 

When planning burn-in 
tests, consider the follow-
ing guidelines: 

 y Incorporate as many methods 

of defeat as practical.

 y Run multiple repetitions 

of each test to determine 

technology consistency.

 y Conduct tests in environments 

like real-world deployment 

environments.

 y Test across as many weather 

and environmental conditions 

as feasible.
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on criteria defined during programming, the integrated system should 
be tested as part of the pilot.

If the technology is a sensor, a tester may monitor alarms at the 
sensor level and the system level during the burn-in phase. Then, the 
tester may compare to see that all alarms are making it through to the 
head-end operating system.

During the integration phase, it can be worthwhile to begin 
incorporating and testing integrations with any other systems that 
may also benefit from the implementation of the new technology. 
If the devices will have shared access and/or shared control, 
organizations should work out the policies and procedures for 
accessing and/or controlling the devices so that everyone who has a 
stake in the system understands their access rights and limitations 
before the system goes live.

Scaling the System
For large-scale projects, organizations may want to conduct a scale 
test, especially if the project calls for a quantity of systems greater than 
what has been deployed by the manufacturer in previous scenarios. A 
scale test assesses the system’s capacity to handle the traffic produced 
by many devices. This will confirm the load-bearing capability of the 
software, as well as identify functionality issues that may not present 
themselves with just a few units. Scale testing also helps uncover issues 
that may occur when many systems are integrated.
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Setting up sufficient hardware to run a full-scale test can be 
difficult, especially when it is necessary to deploy the system at 
many sites. To simplify this process, virtual devices may be able to 
be replicated in a simulated software environment at minimal cost. 
Scale testing can require significant effort, but working with the 
manufacturer and a security consultant can assist in conducting a 
successful scale test.

Developing Training
Training on system operation is an often overlooked key to system 
implementation strategy. Organizations should avoid waiting until 
after a technology is decided on to conduct operator training. Instead, 
training should be included as part of the evaluation criteria. Operators 
can provide vital insight into the overall usability of a system. Many 
technologies have been purchased and installed only to be abandoned 
shortly thereafter because they were too complex to operate, or the 
operators were never trained properly.

Depending on the size and skill of an operating group, an 
organization may consider assigning only a few operators to train 
on and test the new technology during the pilot or burn-in phase. If 
the same operators test multiple technologies, they may be asked to 
provide feedback on which they prefer and why. This information can 
be incorporated into the overall scoring matrix. If other stakeholders 
beyond security will have access to the system, now is the time to train 
them on how to properly access and interface with the system.

Final Thoughts
Developing a strategy before deploying any electronic security 
technology is key to any implementation effort. Clear and measurable 
performance metrics allow organizations to identify and thoroughly vet 
technologies. Conducting comprehensive testing means the odds of 
successful product selection and implementation are increased.
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By incorporating a strategy for continual adoption of new 
technologies into your existing security technology strategy, your 
organization lowers costs, invests more effectively, and gains 
stakeholder buy-in. Ultimately, these efforts made on the front end 
of the project will provide benefits later such as faster and more 
predictable implementation, improved overall functionality of the 
integrated security system, and additional business value to the 
organization.

For more information about implementing physical security, visit 
1898 & Co. at https://1898andco.burnsmcd.com/.

The original white paper is also available for you to read.
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Communication within an industrial network is what 
brings the entire system to life. An industrial power 
plant, manufacturing facility, or processing plant 
contains a vast number of interconnected devices 
working together; but the diversity of vendors 
and lack of standardization results in a myriad 
of industrial control system (ICS) protocols being 
transmitted and received between different vendor 
equipment, as well as between the same vendor’s 
equipment.

Akin to listening to a cacophony of foreign 
languages, while simultaneously searching for hidden 
messages being sent between spies, distinguishing 
normal communications from abnormal 
communications is a daunting task. Because control 

What Is Deep Packet 
Inspection and Why Is 
It Needed for Industrial 
Cybersecurity?
By Jon Lavender, Dragos

Learn how underlying application information 
analysis can provide critical communications data 
to protect your network.
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signals to devices are sent via these ICS protocols, effective industrial 
cybersecurity technology must be able to understand and interpret the 
meaning and impact of all the different protocols to prevent blind spots 
in an industrial cybersecurity approach.

To gain an understanding of ICS protocols and the inherently 
valuable data within them, deep packet inspection (DPI) is a necessary 
component of a comprehensive industrial cybersecurity technology. 
DPI enables in-depth insight into the device communications occurring 
on a network and allows analysts to dig through the layers of data in a 
specific packet to get a view of the underlying application information-
-allowing analysts to determine if a device is communicating in a 
way it shouldn’t. Solutions without this level of visibility will have an 
incomplete view of how devices are communicating with each other, 
resulting in suspicious or malicious activity getting overlooked. DPI 
provides a deeper layer of device communications, so threats can be 
identified quicker and more comprehensively.

In industrial environments, however, there is more to consider 
besides ICS protocols. Many attack vectors observed recently surround 
IT-centric protocols, such as Microsoft’s Server Message Block (SMB) 
used for file sharing, HTTP protocol used for web communication, 
secure shell (SSH), and others. Being focused only on the ICS protocols 
could create visibility gaps in your security posture. The ability of DPI 
for passive identification of systems and software, such as engineering 
workstations, HMIs, historians, and the suite of applications in DCS 
or SCADA environments provides valuable contextual information to 
assess appropriate responses to threats.

An in-depth understanding and knowledge of industrial 
environments, collectively, is the first step in establishing an effective 

“Though there are many components of an effective industrial 
cybersecurity technology, deep packet inspection is among the 
most critical…”
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industrial cybersecurity approach; however, industrial cybersecurity 
technologies must also have an in-depth understanding of individual 
industrial environments in order to establish the most effective 
industrial cybersecurity approach. DPI not only provides defenders 
with visibility of different device types, roles, and relationships that 
exist in the industrial environment (e.g., the role a human-machine 
interface (HMI) plays, how that HMI’s role differs from an engineering 
workstation, and how those different device roles can influence the 
potential consequence of an attack), but it also provides visibility of 
the different device types in each specific industrial environment. For 
example: understanding the environment of and differences between 
a power plant owned by Company A; oil refineries 1, 2, and 3 owned by 
Company B; or a manufacturing plant owned by Company C.

Because different types of devices in various industrial 
environments have different exposures, they have different attacks 
associated with them. Effective ICS cybersecurity technologies should 
utilize DPI, so these differences are understood and analysts can focus 
on the attacks that are most relevant to the various types of devices. 
This is especially critical as an increasing number of adversaries use 
“living off the land” techniques that leverage native system commands, 
applications, and software to gain access to systems and move 
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throughout the network undetected. Living off the land can allow 
adversaries to execute behaviors ranging from conducting research 
to executing an attack on a target while evading many signature- and 
blacklist-based detection methods. While detecting living off the land 
techniques seems straightforward, it often fails by traditional IT security 
approaches because of the complex nature and mission requirements 
of operations environments.

Industrial environments can have highly heterogeneous natures; 
therefore, in order for industrial cybersecurity technologies to be truly 
effective, they must have in-depth understanding and visibility of 
those environments, including devices and communications, as well 
as the differences of those devices and communications in specific 
facilities. Though there are many components of an effective industrial 
cybersecurity technology, deep packet inspection is among the most 
critical, because it allows industrial defenders to look beyond the 
foundational layer of data in their networks in order to gain a deeper 
understanding of the environment and to establish effective, resilient 
cybersecurity approaches for their organizations.

Additional Resources

 ▶ Evolution of ICS Attacks and the Prospects for Future Disruptive 
Events

 ▶ Anatomy of an Attack: Detecting and Defeating CRASHOVERRIDE

 ▶ Key Considerations For Selecting An Industrial Cybersecurity 
Solution for Asset Identification, Threat Detection, and Response
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