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INTRODUCTION

Smart manufacturing is about quickly and easily adapting manufacturing capabilities to where 
they’re needed based market demands.  Industry 4.0 and the Industrial Internet of Things (IIoT) 
are ways forward toward that goal, enabling new industrial landscapes.  But the unique demands 
of industrial automation are not easily solved with commercial IoT solutions. The “industrial” in 
Industrial IoT encompasses tools that simplify instrument maintenance, extended-life batteries 
that enable remote wireless devices, edge programmable industrial controllers and more. Explore 
a range of tools and techniques from some of industry’s IoT leaders in this sponsored ebook from 
Automation.com.

https://www.na.hilscher.com/
http://www.tadiranbat.com/
https://www.us.endress.com/en
https://www.opto22.com/
https://voith.com/usa-en/index.html
https://www.mavtechglobal.com/
https://www.nokia.com/networks/
https://www.miinet.com/
https://www.aiscorp.com
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Customers around the world trust us when it comes to process 
automation. Our shared goal is plant safety, availability and e�  ciency. 
We are with you every day, everywhere.

People for Process Automation

We understand you need insightful process 
information to help you run your plant e�  ciently.

You make confi dent decisions backed by process data and 
a complete portfolio of services and solutions to support you.

Do you want to learn more?
www.us.endress.com

MEASURED VALUE
+ ADDED VALUE

Do you want to learn more?  
www.us.endress.com/proline-simply-clever

Proline 300/500 - Flow measuring technology for the future

• Added value throughout the entire life cycle of your plant,  
based on decades of experience in safety-related application

• Entirely developed according to SIL (IEC 61508). Maximized plant 
safety and availability due to unique features – such as webserver, 
WLAN, WirelessHART, Industrial Ethernet, or Heartbeat Technology 
with comprehensive diagnostic and verification functions

• Multifunctional transmitters – combinable with all tried-and-tested 
Promass and Promag sensors

• Seamless system integration via HART, PROFIBUS PA/DP, 
FOUNDATION Fieldbus, Modbus RS485, EtherNet/IP and PROFINET

http://www.us.endress.com/proline-simply-clever


Advanced Tools Simplify Instrument Maintenance
Hardware and software developments make preventive maintenance easier, lower costs, 

reduce parts inventories, and prevent unexpected equipment failures.
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By: Jon Dietz, Endress+Hauser

In many process plants, maintenance of instrumentation (Figure 1) falls into one of two categories. The first is “too little, 
too late,” where instrumentation fails due to a lack of preventive maintenance, often shutting down processes. The 
second category is “too much maintenance,” where companies remove, calibrate, clean and service instrumentation that 
doesn’t need it, at a high cost for parts, labor and equipment downtime.

Some instrument vendors now offer capabilities and services to help end users manage maintenance through on-line 
diagnostics, asset management, proper scheduling of maintenance tasks, and automatic alerts when problems come up. 

This article describes how end users can exploit these technologies to simplify maintenance, lower costs, reduce parts 
inventories, and prevent unexpected equipment failures.  

Instrumentation that Diagnoses Itself

Smart flowmeters and other process instruments have been available for years in “smart” versions, providing vital 
information for maintenance. For example, 4-20mA HART devices have been available since the 1980s. HART 
superimposes 35-40 digital parameters onto the 4-20mA signal, which can include device status, diagnostic alerts, 
configuration parameters, and so on. Fieldbus instruments provide much of the same information through various 
protocols such as EtherNet/IP and Profibus PA.

Unfortunately, over 60% of instruments are used only to measure the primary process variable, with the status and 
diagnostic data ignored by the control system. Maintenance technicians often have to access the data with handheld 
devices that plug into the flowmeter. A lack of understanding, training and useful software to process the data might 
account for maintenance departments not taking advantage of this capability.
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Instrument suppliers recognized the problem and have gone to great lengths to equip flowmeters and other devices 
with on-board diagnostics, status information and other secondary device parameters that are needed by maintenance 
people—and they’ve provided the software needed to make all this data easily accessible and usable. 

For example, flowmeters from Endress+Hauser are typically equipped with Heartbeat Technology, which provides 
a wealth of status and diagnostic information, and performs vital functions such as condition monitoring and insitu-
verification. 

Condition monitoring recognizes if the measurement performance or the integrity of the flowmeter are impaired. The 
monitoring values are transmitted to an external condition monitoring system, such as Endress+Hauser’s PC-based 
FieldCare software. FieldCare can be used to recognize trends in the secondary measured values, and to evaluate 
relationships among individual parameters.

Legal requirements may call for flowmeters or other instruments to be verified calibrated periodically. This is normally 
done by removing the flowmeter from the process, taking it to a flow lab or calibration rig, and quantitatively comparing it 
to a traceable standard. 

With modern instruments, the flowmeter’s transmitter electronics continuously run a qualitative assessment so all 
relevant components which influence the device function and integrity are checked. This confirms and can document 
by verification that none of the meter components have drifted outside original calibration tolerances. If the flowmeter 
calibration frequency can be extended, this represents a tremendous savings in labor and process down time.

More details can be found in the Flow Control article, “How Flowmeters Perform Self-Verification” (https://www.
flowcontrolnetwork.com/how-flowmeters-perform-self-verification/).

Maintenance Management

Modern instrumentation provides status and diagnostic information, but processing all of this data is often a 
problem. For example, a chemical plant in Gendorf, Germany, has more than 4,000 instruments measuring level, flow, 
temperature, pressure and other parameters. Having its control systems read all the diagnostic information from all 4,000 
devices, analyze it for problems, and issue instructions to the maintenance department would be a daunting problem 
for the plant’s control system programmers. It would also burden the control system with data not relevant to its primary 
task, which is real-time process control.

Instead, instrument manufacturers have developed software packages that perform all those functions. The packages fall 
into two basic categories: Instrument management programs, which analyze real-time information from instrumentation; 
and asset management software, which keeps track of every instrument in the plant and stores vital data, such as 
manuals and parts lists.

Instrument management programs perform several functions to aid maintenance departments, including:

• Configuration—helps maintenance configure new instrumentation during initial installation or when replacing an 
existing instrument.

• Condition monitoring—as noted above, used to analyze real-time data coming from instrumentation, look for 
problems, and notify the maintenance department when a device needs attention prior to failure.

• Life cycle management—tracks the entire life cycle of an instrument, from initial configuration to calibrations and 
repairs, and provides information for audits and safety regulations.

https://www.flowcontrolnetwork.com/how-flowmeters-perform-self-verification/).
https://www.flowcontrolnetwork.com/how-flowmeters-perform-self-verification/).


While a particular instrument manufacturer can 
provide information for its own instruments, what 
about all the other instruments in a plant from 
different manufacturers? Fortunately, standardization 
across the instrumentation industry makes that 
information available. 

Device Description (DD), enhanced device 
description language (EDDL), Device Type Manager 
(DTM), and HART and fieldbus configuration files are 
available from all manufacturers, can be accessed 
easily from various web sites, and then loaded into 
the instrument management program.

Thus, a program like Endress+Hauser’s FieldCare 
software not only has information about its own 
instruments, it can support over a thousand process 
instruments and analyzers from other manufacturers.

Asset Management

When a plant has thousands of instruments, keeping track of manuals, parts lists, audit reports, maintenance schedules 
and other information can be a nightmare. A maintenance asset management program gathers all this information, 
digitizes it, and makes it available to maintenance technicians via handheld devices (Figure 2).

An asset management program typically provides:

• Instrument Manuals—Modern manuals are available in digital form and are easily downloaded into the data base; 
older paper manuals can be scanned

• Parts lists—Like manuals, parts lists can be downloaded or scanned
• Compliance—The software 

tracks all instrument activities, 
including calibrations, 
verifications and maintenance 
performed to meet various 
industry and government 
regulations

• Documentation and reports—
The software can produce 
audits and regulatory reports 
that meet government and 
industry standards

• Maintenance management—
Determines when instruments 
need to be serviced, calibrated 
or verified, and notifies 
maintenance

• Communications—The software 
can share data with other 
maintenance management programs, historians, spreadsheets, etc.
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Figure 2: Asset management programs provide equipment manuals, 
parts lists and other information to handheld devices, such as 
Endress+Hauser’s FieldXpert.

Figure 3: Instrument data from asset management software such as Endress+Hauser’s 
W@M program can be accessed from workstations or handheld devices.
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All this information can be kept on site or in the Cloud, where it can be accessed from a workstation (Figure 3) or a 
portable handheld device.

Getting Started

Many plants do not have sufficient information regarding their installed base of process instruments and analyzers, and 
over time the plants are modified and instruments change, worsening the situation.

One of the best ways to address this issue is by implementing a maintenance management program, often with the aid 
of a major instrument vendor. Most such vendors can come to a process plant, do an assessment of the instrumentation 
installed base, and make management recommendations on what needs to be done to improve the current situation. 

For example, Endress+Hauser can perform an Installed Base Analysis, which consists of:

• Instrument inventory—Find and list all on-site devices to enable further transparency, regardless of manufacturer
• Assess device criticality and maintainability—Define and classify critical measuring points and its maintainability to 

ensure maintenance tasks can be performed easily and effectively 
• Recommend adequate maintenance strategy—Evaluate current maintenance activities and recommend 

improvements to achieve a balanced maintenance program
• Identify obsolete equipment—Includes a migration plan to modernize the plant
• Reduce complexity—Includes recommendations to standardize instrumentation and minimize spare parts.

At the completion of the assessment, the instrument vendor will address its recommendations by providing key 
information to facilitate relevant decision making regarding the maintenance and quality improvements, obsolescence 
and spares management of respective installed base assets. If the plant agrees, the project begins by implementing the 
new maintenance program within the scope of a service agreement. The data describing each instrument is entered into 
the database and maintained over time to enable the user to continuously access to an up to date information at any 
time and from any location.

As noted above, the software may already have most of the data needed, such as DD and DTM files, manuals, etc. 
In some cases, old manuals and parts lists may have to be found and scanned in. Eventually, the data base will be 
populated

A wastewater treatment plant in Thun, Switzerland (Figure 4) had Endress+Hauser conduct an IBA, and then installed 
W@M Life Cycle Management software. 

Once the data had been recorded, a connection was established to the control system. The visualization program 
allows the plant to quickly identify a measuring device needing attention. The necessary information can then be quickly 
accessed, including the right operating manuals, ordering information, maintenance reports, software drivers and spare 
parts.

The chemical plant mentioned above also conducted an IBA and adopted such a program to maintain its 4,000 
instruments. In the old days, documents such as calibration reports had to be scanned and filed manually. Today, this 
information is available whenever and wherever it is needed. The plant is now able to identify every one of its devices 
and react quickly in the event of a malfunction. 
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Figure 4: After an audit, this wastewater treatment plant in Switzerland installed Endress+Hauser’s W@M Life Cycle Management 
software. 

Summary

Modern instrumentation and related maintenance strategies are making it much easier for process plants to perform 
preventive maintenance, eliminate process shutdowns from failed instruments, and save time and money by avoiding 
unnecessary maintenance activities. 

Initial implementation of an instrumentation management system can be a daunting task, but instrument vendors can 
provide assistance as required.

About the author:

Jon Dietz is the national field service manager for Endress+Hauser 
and has national responsibility for all after-sale customer field 
support. He is a U.S. Navy veteran (Advanced Electronics 
Program) and prior to joining Endress+Hauser supported Doppler 
radar applications within the agricultural industry. Dietz has 
been with Endress+Hauser for 26 years. He began his career 
with Endress+Hauser as a field service engineer and has been 
in his current position since 1999. Visit us.endress.com for more 
information.
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PROVEN

40
YEAR
OPERATING

LIFE*

If you have a smart automatic water, gas, 
electricity, or heat meter in your home. 

If you have an electronic toll collection 
transponder, tire inflation sensor, or 
emergency E-CALL system in your car.

If you have a GPS tracking device on  
your trailer, container, or cargo.
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have never had a problem with our products powering your products.  

Take no chances. Take Tadiran batteries that last a lifetime.

* Tadiran LiSOCl2 batteries feature the lowest annual self-discharge rate of any competitive battery, less than 1% per year, enabling these 
batteries to operate over 40 years depending on device operating usage. However, this is not an expressed or implied warranty, as each 
application differs in terms of annual energy consumption and/or operating environment.

You probably already use 
Tadiran batteries,  

but just don’t know it!
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Extending Battery Life in Remote Wireless Applications
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By: Sol Jacobs, Tadiran Batteries

A growing number of industrial automation and Industrial Internet of Things (IIoT) applications require industrial-grade 
lithium batteries to deliver long-term power, especially in challenging environments. 

Battery-powered solutions can be installed far more cost effectively than hard-wired solutions tied to the AC power 
grid, which costs roughly $100/ft for any type of hard-wired device, even a basic electrical switch. This expense rises 
exponentially in extreme environments and hard-to-access locations.

If the remote wireless device draws small amounts of daily average current (microamps) it can typically achieve long 
operating life using an industrial-grade primary (non-rechargeable) lithium battery. If the device draws higher amounts of 
average daily current (milliamps), it could quickly deplete a primary battery, necessitating the use of an energy harvesting 
device in combination with a lithium-ion (Li-ion) rechargeable battery to store the harvested energy. 

Lithium thionyl chloride (LiSOCl2) batteries last the longest

Lithium batteries are preferred for long-term deployments because of their high intrinsic negative potential, which 
exceeds that of all other metals. As the lightest non-gaseous metal, lithium offers the highest specific energy (energy per 
unit weight) and energy density (energy per unit volume) of all available battery chemistries. Lithium cells operate within 
a normal operating current voltage (OCV) range of 2.7 to 3.6 V. Lithium batteries also contain no water, allowing them to 
endure extreme temperatures without freezing.

Numerous primary lithium chemistries are available including iron disulfate (LiFeS2), lithium manganese dioxide 
(LiMNO2), lithium thionyl chloride (LiSOCl2), and lithium metal-oxide chemistry (see Table 1). 
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Of all these choices, lithium thionyl chloride 
(LiSOCl2) batteries deliver the longest battery 
life in extreme environments, making them 
preferred for AMR/AMI metering, M2M, 
SCADA, tank-level monitoring, asset tracking, 
environmental sensors, and other remote 
applications.

Bobbin-type LiSOCl2 batteries feature the 
highest capacity and highest energy density 
of any lithium cell, along with an extremely 
low annual self-discharge (under 1% per year 
for certain cells), thus permitting up to 40-
year battery life. They also deliver the widest 
possible temperature range (-80 to 125°C) 
and feature a superior quality glass-to-metal 
hermetic seal.

In addition, specially modified bobbin-type 
LiSOCl2 batteries can be adapted for the cold chain, where wireless sensors continuously monitor the transport of 
frozen foods, pharmaceuticals, tissue samples, and transplant organs at temperatures as low as -80°C. These batteries 
can also handle extremely high temperatures. For example, specially modified bobbin-type LiSOCl2 cells are utilized in 
active RFID tags that track the location and status of medical equipment without having to remove the battery prior to 
autoclave sterilization, where temperatures can reach 125°C. 

Lower self-discharge is crucial

Extended battery life reduces the total cost of ownership. Much attention is being drawn to boosting battery operating 
life through the use of low-power chipsets and communication protocols. However, the potential energy savings from 
these techniques fails to compare with the potential energy savings achieving by specifying a battery with a very low 
annual self-discharge rate.

Self-discharge is a natural phenomenon that affects all batteries, as chemical reactions occur even when a battery is 
in storage and not used. Self-discharge rates vary based on several factors, including: the current discharge potential 
of the cell based on its design; the quality and purity of the raw materials; and the ability of the battery manufacturer to 
manipulate battery passivation to retard the chemical reactions that cause self-discharge.

What is passivation?

Passivation is a thin film of lithium chloride (LiCl) that forms on the surface of the lithium anode, creating a high 
resistance layer between the electrodes, thereby restricting the chemical reactions that cause self-discharge. 

When a load is placed on the cell, the passivation layer causes higher resistance, which causes battery voltage to dip 
temporarily until the discharge reaction slowly removes the passivation layer. This process continually repeats itself each 
time the load is removed.

Different factors can influence battery passivation, including: the current capacity of the cell; length of storage; storage 
temperature; discharge temperature; and prior discharge conditions, as partially discharging a cell and then removing the 
load increases the amount of passivation relative to when the cell was new. Passivation is the tool that limits the self-
discharge of the battery. Unfortunately, it also restricts the potential energy flow rate of the cell.

Table 1
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Long-life batteries balance passivation and self-discharge: the “bottle analogy”

While passivation is necessary to reduce battery self-discharge, too much of it can restrict the energy from flowing when 
you need it. Conversely, having very little passivation will enable a greater flow rate, but the trade-off is higher self-
discharge and shorter operating life. Comparing the impact of passivation on battery self-discharge and energy flow rate 
is like comparing bottles of fluid: 

• The volume of the glass/bottle is equivalent to battery capacity
• Evaporation/self-discharge is equivalent to capacity loss
• Flow volume is equal to discharge/energy flow
• Low liquid/electrolyte quality can lead to plugging the opening which will cause flow stoppage/passivation
• Low liquid/electrolyte quality can cause evaporation/self-discharge
• Lithium Thionyl Chloride batteries have “small openings”
• LMNO2 and alkaline batteries have “larger openings” so that they can provide higher flow rates but their larger 

openings lead to more evaporation/self-discharge
• Large openings are good for fast flow/discharge but not for storing fluid for a long time
• For long operating life you need small opening for low evaporation/self-discharge
• Opening size / battery design is a critical issue - too large an opening and more evaporation/self-discharge, too small 

an opening and there is no flow and the opening can be stuffed up (passivation)
• Fluid/chemistry quality is imperative to keeping impurities/passivation low 

Bottle Examples Comparing flow rates

Comparing evaporation/self-discharge rates
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Combining low self-discharge and high pulses

The IIoT has increased demand for low power devices that require 
periodic high pulses to support two-way wireless communications.

A standard bobbin-type LiSOCl2 battery cannot normally deliver 
high pulses due to its low rate design. However, this can be easily 
solved by incorporating a patented hybrid layer capacitor (HLC). The 
standard bobbin-type LiSOCl2 cell delivers low daily background 
current while the HLC handles periodic high pulses. The patented 
HLC also features a special end-of-life voltage plateau that can be 
interpreted to deliver low-battery status alerts.

Supercapacitors can also deliver high pulses electrostatically rather 
than chemically, making them popular for consumer electronics. 
Supercapacitors are generally unsuited for industrial applications due 
to inherent drawbacks such as short-duration power, linear discharge 
qualities that prevent use of all the available energy, low capacity, low 
energy density, and high annual self-discharge rates (up to 60% per 
year). 

Comparing evaporation/self-discharge rates

Passivation can create clogged openings that prevent flow

• Low quality fluid / electrolyte can freeze in the opening in cold 
• Low quality fluid / electrolyte can plug up the opening in the heat

HLC
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Supercapacitors linked in series also require the use of cell-balancing circuits, which adds cost and bulkiness and 
consumes extra energy, which reduces operating life.

High pulse requirements draw higher amounts of average daily current, so various techniques must be used to conserve 
energy. These techniques include the use of low-power communications protocols (ZigBee, WirelessHART, LoRa, etc.), 
low-power microprocessors, and by minimizing energy losses during data sampling and transmission.

How to choose an industrial-grade battery

When specifying an industrial-grade lithium battery, you must take into account various technical requirements, 
including: the amount of current consumed in active mode (along with the size, duration, and frequency of pulses); 
energy consumed in stand-by or sleep mode (the base current); storage time (as normal self-discharge during storage 
diminishes capacity); expected temperatures (including during storage and in-field operation); equipment cut-off voltage 
(as battery capacity is exhausted, or in extreme temperatures, voltage can drop to a point too low for the sensor to 
operate); the annual self-discharge rate of the battery (which can approach the amount of current drawn from average 
daily use).

High temperature applications can be especially problematic to certain chemistries. According to the Arrhenius Equation, 
every +10°C rise in temperature causes the battery’s self-discharge rate to roughly double. Fortunately, specially 
designed bobbin-type LiSOCl2 batteries can handle extreme temperatures without causing an accelerated self-discharge 
rate.

Tests for self-discharge can be highly misleading 

Choosing among batteries with the exact same chemistry can be challenging since a higher self-discharge rate may not 
become apparent for years, and theoretical testing often underestimates the true effects of passivation and long-term 
exposure to extreme temperatures. Here are some suggested methods to more accurately predict long-term battery 
performance: 

Actual results in the field: When an AMR/AMI meter manufacturer began replacing older generation systems after 28 
years of operation, the batteries being replaced were still operating. Lab tests confirmed that these cells could have 
operated for over 30 years. 

Continuous long-term testing: Battery manufacturers need to continually monitor samples from every production lot 
ever produced. For example, Tadiran has been continually testing production batches for over 40 years.

PulsesPlus™ batteries combine a bobbin-type LiSOCl2 
cell with a patented hybrid layer capacitor (HLC) to 
deliver the high pulses required for two-way wireless 
communications.
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Long term testing at 72°C: Arrhenius test

At 72°C, most batteries will self-discharge at a rate 
roughly 32 times higher than at 22°C. By contrast, 
superior quality bobbin-type LiSOCl2 battery can 
withstand extended testing at elevated temperature 
without experiencing such an accelerated self-
discharge rate.

Using a calorimeter: One of the most accurate 
forms of testing for battery self-discharge is to use a 
calorimeter to measure energy lost in the form of heat 
energy. 

If your application demands long-life power, then you 
must conduct thorough due diligence when evaluating 
potential battery suppliers. For example, access 
to accurate long-term test data is essential when 
specifying a long-life bobbin-type LiSOCl2 battery for meter transmitter units (MTUs) used in AMR/AMI utility metering 
applications, where a large-scale battery failure can disrupt customer billing systems and disable remote service start-up 
and shut-off capabilities. The possibility of such wide-scale chaos could force a utility to prematurely invest millions of 
dollars to replace batteries early so as not to jeopardize data integrity.

Where extended battery life is essential, be careful to perform added due diligence, as battery manufacturer claims may 
be highly misleading, failing to take into account the true impact of passivation and elevated temperatures on battery 
operating life. When calculating your long-term cost of ownership, be sure to include all anticipated expenses related to 
future battery replacements, along with the risks associated with premature battery failure.

About the author:

Sol Jacobs
VP and General Manager, Tadiran Batteries

Sol Jacobs has over 30 years of experience in powering remote 
devices. His educational background includes a BS in Engineering 
and an MBA.
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Meet the Future: Edge Programmable  
Industrial Controllers

A new kind of industrial controller simplifies and secures automation and IIoT projects,  
while reducing cost and complexity
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By: Benson Hougland, Opto 22

New projects
The manufacturer

Last year a glass products manufacturing company in Ohio presented their automation engineers with a new project: 
data from manufacturing lines needed to appear in a web-based user interface (UI) the company’s supervisors already 
used. 

The UI showed production goals and sales from the company database. Supervisors needed to see real-time production 
figures in order to compare them to goals and sales and adjust production accordingly. 

How hard could it be? Almost everything was on premises.

• Field devices on the manufacturing lines were wired to local programmable logic controllers (PLCs), with field device 
values in counts.

• Getting data from the PLCs required device-specific communication drivers. The engineers purchased and installed 
them, chose the desired points, and mapped the points in a spreadsheet. Data in counts had to be converted to 
engineering units.
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• Next, the PLC data was networked to a PC-based HMI (human-machine interface) and a SCADA (supervisory control 
and data acquisition) system. These systems required the engineers to configure data tags, drivers, and polling rate 
assignments. 

• Then, working with their information technology (IT) department, the engineers also configured the HMI and the 
SCADA system to transport the data into the company database.

• Additional programming was required to make the data available to supervisors.
 
Though expensive and complicated, it worked. The engineers and the IT personnel could finally get back to other 
projects they’d had to put on hold while figuring this one out. They wished there had been an easier, less costly solution. 

And then the company realized that their supervisors needed more information from the manufacturing lines, as well as a 
way to control some process elements. In addition, new production lines were being planned to manufacture a different 
kind of glass. The new lines would require control and a similar complex architecture to share data with the supervisors’ 
interface. 

The OEM

At about the same time, an original equipment manufacturer (OEM) in California was rethinking its machine design. The 
OEM built ovens that were suited for a wide variety of industrial and commercial applications, and the company wanted 
to differentiate its ovens from those of its competitors in order to increase sales. 

Feedback from customers pointed to three ways they could improve:
• Make it easier for customers to integrate the oven with process control systems 
• Add human-machine interface (HMI) options so customers could more easily monitor and control the oven’s 

operation
• Reduce customer costs, especially for operation and maintenance

The OEM’s engineers explored a number of ways to achieve these customer requests. 

They thought about ways to simplify 
integration with popular process 
control systems—for example, 
drivers for an OPC UA server. 
But because control systems are 
proprietary, a driver would have to 
be developed separately for each 
system. Since the company’s ovens 
were used with many types of 
systems, a one-at-a-time approach 
would not be cost effective.

Integration with existing HMIs would 
run up against the same problem. 
The engineers considered other 
options for an HMI, including an 
improved interface on the machine 
itself and even a mobile app. 
These ideas sounded possible but 
expensive to develop. 
Reducing customer costs seemed 
even more difficult. 



All their ideas depended on data. If they could get operational data from in-place ovens at customer locations, they 
could analyze it to improve their products’ efficiency. 

Data like that could also reduce customer costs by providing a new level of service. For example, the OEM could 
track burner ignitors, anticipate failures, and call the customer in advance to avoid unplanned downtime. Scheduled 
maintenance would likely be reduced as well, replaced by preventive maintenance and even predictive maintenance, to 
determine the likelihood of failures before they occur. 

Customers would appreciate these cost reductions and new services. But to get oven data from a customer’s site, the 
OEM would have to gain access to the customer’s network. The customer’s IT department would have to open incoming 
firewall ports and allow the OEM to request, or poll, the data. IT departments would never allow such a potential breach 
to their network security. 

How could the OEM redesign their ovens to meet their customers’ wishes and differentiate their products in the market, 
without spending so much time and money and causing major security problems?

The challenge of the IIoT

These two projects touch on three of the main challenges most automation engineers find today with the industrial 
internet of things: complexity, security, and expense. Usually the extent of these challenges is not obvious before a 
project begins; the challenges become more clear once the project is underway. Any IIoT or data-intensive automation 
application seems to end up involving far more complexity, many more security risks, and much greater investment in 
time and money than many companies want to expend or can afford. 

Getting data from the edge of the network—from the sensors and actuators in factories, commercial buildings, and 
remote sites—to the databases and people who need to use that data can be daunting. Bi-directional communication, 
for control as well as monitoring and data acquisition, can be even tougher. 

Most control systems and equipment use protocols and networks that are proprietary or specific to automation—
EtherNet/IP, Modbus, Profibus, serial, OPC. But computers 
and mobile devices use standard Ethernet or 
wireless networks and open protocols and 
standards, like TCP/IP, HTTP/HTTPS, JSON, and 
RESTful APIs. 

Translating data between these systems and 
moving it to where it’s needed involves a lot of 
expense and middleware: computers, gateways, 
drivers, parsers, custom software, licenses. 
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SOLUTION:

CHALLENGE:
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As soon as data moves outside its immediate network or off premises—for use in the company computer network, or 
remote locations, or on a tablet or smartphone connected to the internet—middleware increases and security concerns 
balloon. A typical setup includes many steps, as shown in the “Challenge” diagram above.

A new approach to automation and the IIoT
As controls engineers, we’re familiar with PLCs (programmable logic controllers) and PACs (programmable automation 
controllers). Both have been used and improved over many years, incorporating capabilities that used to be found only 
in SCADA systems, adding communications with Microsoft® Windows®-based HMIs, running on standard Ethernet 
networks, and so on.
 
But now we need more from our automation systems. For the kinds of applications we want to do now and in the future, 
we need a new approach that simplifies connections and communication—a new product that does much more than a 
PLC or even a PAC. We need an automation product that shrinks or eliminates the middleware and lets us move data 
from where it’s produced to where it needs to be in much fewer steps. 

Fortunately that product has recently appeared on the market. It’s called EPIC—an Edge Programmable Industrial 
Controller. An EPIC device eliminates middleware and shrinks the steps required to get the data we need, thus reducing 
complexity, lessening security risks, and decreasing the time and expense required for installation and maintenance.
What exactly is EPIC? Let’s take a look at each part of the acronym and see what it means for the automation 
applications we’re building, today and tomorrow. 

Edge

All data acquisition starts at the edge, because that’s where data is produced. A manufacturing line or shipping 
department in a factory, refrigerated rooms or barcoded containers in a warehouse, pumps and pipes and storage tanks 
at remote sites: all are at the edge of the network and all have data that could be used to improve processes and profits. 

If we can get that data directly from the source, then we know it’s accurate. So an EPIC device sits at the edge and 
connects directly to sensors and actuators through its I/O, the inputs and outputs that gather sensor data and send 
control commands. It also connects to existing PLCs or other devices to gather their data and issue commands, if 
needed.

An EPIC device at the edge of the network actively works on the data as well, filtering out anomalies, labeling, storing 
and transmitting only by exception to reduce unnecessary volume, and converting values from one protocol to another. 
All this preprocessing makes operations, enterprise, and business cloud applications far more efficient. 

Because it is the single source of truth for data, an EPIC device can also securely share this data with software and 
equipment, including other control systems, building management systems, databases, cloud services, and others. 

An edge device like this has:
• Integrated hardware and software that can perform control, monitoring, data acquisition, operator interface, edge 

data processing, and analytical functions
• Quad-core processing power on a real-time, open-source operating system
• Two or more independent Ethernet network interfaces to segment a trusted network (for example, an internal 

automation network) from an untrusted one (for example, a network with internet access)
• Gateway functions and a configurable internal firewall to control access to all network interfaces
• Authentication and encryption built into all communications; no default usernames or passwords
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• User account creation and management based on required access to specific software on the system
• Support for modern security standards, for example PKI-standard certified connections to servers and clients using 

SSL certificates
• Standard Ethernet network interfaces and standard modern computer ports like USB and HDMI for communications
• Multiple methods for communicating via standard automation and internet protocols
• Multiple software options for programming and data communications
• An integrated, user-configurable, web-based HMI that runs in a web browser, independent of device screen size, 

manufacturer, or operating system
• An integrated high-resolution color touchscreen for local configuration of I/O and networks, troubleshooting, and 

system visualization
• Agency approvals and compliance for hazardous areas 
• Ratings for a wide range of operating and storage temperatures and relative humidity 

Far more than just a controller, an EPIC’s open-source operating system and quad-core processing provide the 
intelligence and speed of a computer. Its programming and communication options, PC-like ports, solid-state drives, 
and file space offer options not available on a PLC or PAC. For example, you can store project files (like panel drawings, 
P&IDs, installation notes) on an EPIC device, so they can be accessed in the field by authorized technicians. 

For visualization, an EPIC device includes software for building a web-based, mobile-ready HMI. The HMI is not limited 
to data and controls from one manufacturer only, but can let authorized users see and send data and manipulate 
controls, if required, for multiple automation systems, software, and cloud services. Visible on the EPIC’s touchscreen, 
this HMI is web-based and therefore also available to authorized users on computers, laptops, tablets, and smartphones.

Other options may also be available on an EPIC device. One example is open-source Node-RED for wiring together 
devices, databases, cloud applications, and APIs (application program interfaces) with simple logic flows.

Programmable

An EPIC device is not a PLC, not a PAC, and not a PC, but like them it must be programmed for control. An EPIC device 
gives you several programming options, some of which reflect traditional automation tools and others that come from PC 
and internet backgrounds.

You can program control using familiar automation tools like flowcharting or any IEC 61131-3 compliant language, 
including:
• Function Block Diagram (FBD) 
• Structured Text (ST) 
• Sequential Function Charts (SFC) 
• Ladder Diagram (LD)

If you are more familiar with higher level languages, you can gain access to an EPIC’s open-source OS and choose to 
build custom programs in languages you know, such as C/C++, Java, Python, or others. 

An EPIC device does not limit your programming options like PLCs and PACs or force you to learn a new programming 
language in order to use it. Instead, it lets you leverage what you already know, so you can build control, data exchange, 
and HMI programs more quickly. 
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Industrial

As engineers, we often have to place controllers in severe environmental locations. One problem with PCs in industrial 
automation is that an off-the-shelf PC cannot be trusted to stand up to harsh environments. Only a much more 
expensive industrial PC will work. 

In contrast, EPIC devices grew from real-world automation experience and were designed to withstand tough conditions. 
Industrial-grade components and processors are designed for long life. UL hazardous locations approval and ATEX 
compliance are standard. Operating temperature ranges are wide, for example, -20 to 70 °C. EPIC I/O is hot swappable. 
Stainless-steel chassis come in different sizes to fit enclosures or machine designs and can be DIN-rail or panel 
mounted. 

Controller

At heart, an EPIC device is a real-time industrial controller designed to run control applications—a device that does 
everything we have always expected from a PLC or PAC. Programmed with standard automation tools we already know, 
like flowcharting, structured text, and even traditional ladder logic, an EPIC works just like a PLC or PAC in a control 
system. 

But an EPIC device is much more than just a controller. Its I/O modules offer multiple channels. Modules with isolated 
channels are available. Analog and discrete I/O accept a variety of signals, with each channel usually software 
configurable. 

Because EPICs were designed by control engineers, they include features that simplify commissioning and 
troubleshooting:

• A built-in touchscreen, usable with a finger, a stylus, or while wearing gloves
• A web-based system management application to configure I/O and networking on the touchscreen in the field, or 

using a computer or mobile device
• I/O module specs and wiring diagrams viewable in the field, on the device
• Spring-clamp terminals and integrated, covered wireways that accommodate a variety of wire sizes
• LEDs on each I/O module that indicate module health and discrete channel status 

An EPIC System

Taken as a whole, an EPIC system offers significant options for automation and IIoT projects that help future-proof your 
investment. 

Security—Unlike older automation controllers, an EPIC device includes tools to help you make your system as secure as 
possible. Security starts when you are required to set up an administrator account before you can use the device—there 
is no default username or password. A firewall is built in, communications are encrypted, user authentication is required, 
and inbound connections are blocked by default. It’s still your responsibility to follow best practices and ensure the 
security of your system, but an EPIC device gives you the tools to help. 

Gateway functions—Because it has more than one independent network interface, an EPIC device can keep your 
control system network segmented from untrusted networks. An untrusted network, for example, would be a company 
computer network with an internet connection, which might be accessible by unauthorized users, including hackers.
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Included HMI—Visualization to the system is built into an EPIC. The included HMI runs on the EPIC’s integrated 
touchscreen or remotely on any brand computer or mobile device with a web browser. You determine the data that 
appears in the HMI, which is not limited to the EPIC but can include any data and controls from equipment, software, 
and online sources that are appropriate for your project and your users. You also control all user access rights to the 
HMI, based on role. 

Data communications—When data from an EPIC device needs to be used in other systems or software, many methods 
are provided to do so, including ports on the controller and a variety of software and protocols to make data transfer 
easier.

Scalability—An EPIC system is modular, so I/O can be changed or added to meet changing needs. More EPICs can 
be added when your application grows. An EPIC device can act as a supervisory controller for other EPICs or industrial 
controllers, or each EPIC can run independently and share needed data. 

Control—For traditional real-time control, an EPIC system offers reliable I/O channels and multiple options for control 
programming, including flowchart-based programming and familiar standard languages like ladder logic and function 
block diagram. 

Software upgrades—Like a smartphone or computer, an EPIC device can be updated to add new features just by 
installing a software upgrade. You don’t have to replace hardware or change field wiring, and you don’t even have to 
be where the EPIC is located, although you can be if you wish. Upgrades are installed through the EPIC’s web-based 
management program, either from the EPIC’s onboard touchscreen or from a computer or mobile device.  
 

Meeting the Challenge
So how could an EPIC device help our 
glass products manufacturer and our OEM 
with their projects?

Glass manufacturer

The glass products manufacturer already 
uses PLCs to control their existing 
manufacturing lines. An EPIC device 
can connect to these existing PLCs and 
communicate their data. 

The manufacturer won’t need to purchase 
PLCs for the new lines they’re going 
to add, however. EPIC processors can 
be used instead, connecting directly to 
sensors and actuators to provide control, 
while communicating data wherever it is 
needed. 

Because the EPIC provides data in 
standard engineering units, no conversion 
software is required. Once configured with 
plain-language names, I/O channels are available automatically as tags in all EPIC software, so no spreadsheets are 
needed to keep track of points.

Glass Manufacturer: Solution
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Incorporating production goals and sales from the company’s database is simpler with an EPIC, which includes software 
such as Node-RED to acquire that data through pre-built nodes. Data from all sources—PLCs, sensors and devices 
wired to the EPIC, and the company database—is easily made available to authorized users in the EPIC’s HMI software. 

Using EPIC devices also makes future changes or expansion easier and more secure. In addition to providing 
connections to PLCs and databases, an HMI, and real-time control, an EPIC can also move data among OPC servers, 
business systems like MES and ERP, and cloud services and software. 

Data from new sources can be added to the system without middleware. IIoT connections are encrypted and 
authenticated. New data, controls, and authorized users can be easily added to the HMI, with changes pushed out to 
users. You can see the possibilities in the included image. 

OEM

The OEM’s engineers discovered the solution to both their security and cost concerns when they learned about EPIC 
devices. 

An EPIC in the oven replaces the PLC or industrial PC—or both—that used to be required. The EPIC is wired directly to 
sensors and actuators in the oven and provides control, monitoring, data processing, communication, and visualization 
in a single unit.

For control programming, the 
OEM can use flowcharting, IEC 
61131-3 languages, or Secure Shell 
access (SSH) for a custom program 
running on the Linux OS.

For an improved HMI, the OEM has 
choices:
• On smaller ovens, the EPIC’s 

built-in touchscreen can 
provide local visualization.

• On larger ovens, an industrial 
monitor can be added, plugged 
into the EPIC’s HDMI port. 

• For all ovens, the OEM can 
build a secure web-based 
HMI for use on computers and 
mobile devices. This HMI can 
be used by customers and also 
by the OEM.

Because the EPIC’s system 
management software is web-based, the OEM can apply software updates and manage the oven from their location, 
rather than having to go to the customer’s site. 

Secure data from customer sites

Perhaps the greatest advantage of an EPIC device for the OEM, however, is the ability to get the data they want from 
their ovens at customer sites, without causing security issues for the customer. 
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In addition to the usual request/response method for data communication, an EPIC offers another method: publish/
subscribe. 

Publish/subscribe, or pub/sub, works by setting up a central broker, either on premises or in the cloud. The broker 
handles all data communications. Each data source sends data to the broker only when it changes (report by exception). 
Equipment and software that need data subscribe to only the data they need, and they receive it from the broker only 
when it changes.
 
Most important from a security standpoint, all communications are device-originating, outbound-only connections from 
the EPIC to the broker over secure, encrypted connections. (Secure, device-originating, outbound connections are 
normally permitted by most IT departments.) Once initiated, data can flow in both directions. Firewalls allow outbound 
communications, so there’s no need to open unsecure ports in firewalls. Security is maintained and IT involvement is 
reduced. (See more information on pub/sub.) 

Because it greatly reduces network traffic and maintains security, a pub/sub communication method is ideal for remote 
locations. With an EPIC in their ovens, the OEM can set up a pub/sub broker at their facility or in the cloud and transfer 
data from ovens at customer sites, via outbound communications, anywhere they need to use it. For example:

• In the HMI for monitoring and controlling
• In a database for analysis to improve oven design
• In software for tracking individual customer service
• In online artificial intelligence and machine learning services for analyzing wear and determining preventive 

maintenance schedules, or predicting when failures might occur to reduce or eliminate downtime.

EPICs available now

The first EPIC device on the industrial automation market comes from Opto 22, a controls manufacturer with more than 
40 years of experience, who designed their groov EPIC® system to meet the present and future needs of automation 
engineers. Their EPIC device was released in May 2018, and quarterly software updates since then continue to add 
significant features.

Manufactured in the U.S.A., Opto 22’s groov EPIC has the characteristics of an edge programmable industrial controller 
discussed in this white paper. A short list of its hardware features includes:

• Open-source Linux® OS, industrial quad-core ARM® processor, solid-state drive, 6 GB user file space 
• Two independent Gigabit Ethernet network interfaces, plus HDMI and USB ports for an external or touchscreen 

monitor, serial networking, WiFi adapter, or other use
• Integrated high-resolution color touchscreen 

for system configuration, management, and 
HM

• Guaranteed-for-life I/O modules (discrete, 
analog, serial) with 8-24 channels per module 
and a wide variety of signal types. I/O is hot-
swappable and self-discovering. Channel-to-
channel isolation is available

• Stainless-steel 4-, 8-, or 16-module chassis, 
DIN-rail or panel mounted, with integrated 
power supply (AC, DC, or pass-through) 
 
 

https://www.opto22.com/products/groov-epic-system/groov-epic-software/mqtt-sparkplug
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• Easy-access spring-clamp terminals with a covered wireway; 28–14 AWG wire
• Wide -20 to 70 °C operating temperature range
• UL Hazardous Locations approval and ATEX compliance 

 
This EPIC device also offers an array of software for control programming, HMI development and runtime, 
and data sharing (all software is included in the EPIC processor’s purchase price except as noted): 

• Web-based system management software for tool-less configuration, commissioning, and debugging, onboard and 
from anywhere on the network 

• Flowchart-based control programming with optional scripting 
• Support for all IEC 61131-3 compliant control languages, including Function Block Diagram (FBD), Structured Text 

(ST), Sequential Function Charts (SFC), and Ladder Diagram (LD) through the CODESYS® Development System
• HMI software for building and securely viewing operator interfaces from the EPIC’s touchscreen and from any mobile 

device or PC with a web browser
• Ignition Edge® (a product of Inductive Automation®) to connect to any OPC UA server, with OPC-UA drivers to 

Allen-Bradley® and Siemens® PLC systems and Modbus®/TCP devices (extra cost)
• Publish/subscribe method for efficient data communications (MQTT transport protocol with Sparkplug payload; extra 

cost)
• Open-source Node-RED for wiring together APIs, cloud applications, and databases using pre-built nodes
• RESTful API to the EPIC processor and HMI software
• Optional secure shell access (SSH) for developing and running a custom application using C/C++, Python, or other 

languages (extra cost)

Looking ahead
As we’ve seen, EPIC devices offer a new kind of industrial controller—an edge programmable industrial controller 
that not only gives automation engineers real-time control for all kinds of traditional automation applications, but also 
positions them to be able to provide the IIoT and data-based tasks companies want to do now. 

EPIC devices free you to focus on what you want to do: connect legacy systems and smart systems, get data, transform 
it into actionable information, visualize it when and where you want, and perform real-time control. 

Because EPIC systems are so scalable, they can be applied to smaller applications and then expanded with virtually no 
limitation. You can see how EPIC can work for you before committing significant resources.

An EPIC device offers a simple, secure, maintainable, and cost-effective solution for data communication. If solving your 
latest challenge involves complex steps, expensive middleware, or security issues, take a look at an EPIC device. You 
may very well find it can shrink those steps, reduce your costs, and help provide the security you need.

About the author:

Benson Hougland
VP Marketing and Product Strategy
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Smart Manufacturing: Keep Your Competitive Edge
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By: John Clemons, MAVERICK Technologies

During the past decade, manufacturers have seen a flood of operational intelligence or “Big Data.” The result of this 
influx? Manufacturers can now reap the benefits of a plethora of smart manufacturing tools, devices and new technology 
platforms, such as the Industrial Internet of Things (IIoT) and Industry 4.0.

Manufacturers who ride the smart manufacturing wave will have a competitive edge while those who take a wait-and-see 
approach will get left behind. Why? Today’s consumers use smart technology and are more tech-savvy than ever. They 
expect on-demand access to new and different, high-quality products. They want more customizable bells and whistles 
at lower costs along with quick response times and service. In this fast-paced market, if you don’t serve your customers, 
your competitors will.

So why wait? Smart manufacturing provides several ways companies can become more data-driven, agile, innovative, 
profitable and sustainable.

A Flat World

Smart manufacturing supports flat organizations. It supports eliminating layers of middle management to make the 
organization agile and responsive. Smart manufacturing is about flattening out the organization so the company can 
respond very quickly to rapidly changing market demands and ever-increasing global competition.

In the old days, computer architectures in manufacturing were just as hierarchical as the company organizations. People 
even called the architecture models names like the “computer-integrated manufacturing (CIM) Pyramid” and called each 
system in the pyramid a “level” with all the levels numbered from bottom to top. With these hierarchies, all the data had 
to flow up and down to get anywhere. That did nothing but create silos of information that were of little value to anyone 
but the few people who were part of a given silo.
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The smart manufacturing architecture is just the opposite. It’s completely flat, just like the Internet. There’s no hierarchy 
to get through to get data from one place to another. Each component in a smart manufacturing architecture — whether 
it’s a smart device, a local controller, a computer system or a database — is just next door to everything else in computer 
terms.

Whether your company is getting started with smart manufacturing to take advantage of lower raw material costs, better 
labor availability or lower shipping costs, smart manufacturing should ultimately be about quickly and easily moving 
manufacturing capabilities to where and when they’re needed based on the market needs and the competition.

IIoT’s Data Role

The IIoT connects billions of devices and millions of people. It enables machines to talk to each other and then collects 
and shares large amounts of data. Manufacturers need to capture this data, learn about it and then drill down and go 
deep with the data to get to the root cause of what’s actually happening within the facility. From there, they can then use 
this real-time data to optimize processes and reduce costs. 
 
With IIoT, manufacturers can also: 

• Monitor production in real-time. This allows for immediate responses to production upsets and helps eliminate 
wasted time, and even helps reduce in-process inventory.

• Manage equipment remotely. Smart sensors can be used to better understand what’s happening with the equipment. 
Protocols can be established to proactively manage the equipment and conserve energy costs and reduce overall 
operating costs.

• Enable reliability-centered maintenance and machine-learning paradigms used to support predictive maintenance. 
This adds up to increased throughput, reduced downtime, lower maintenance costs, high machine reliability, and a 
much greater return on invested capital in the form of better machine utilization and output.

• Connect barcode systems and RFID systems to collect and share large amounts of data on products, materials, 
work-in-process, locations and movements – all while supporting the real-time management of these products and 
materials.

• Aggregate product data, process data and get it to the right people and the right places to be analyzed.
• Connect to material-handling equipment, such as automated guided vehicles (AGV) and automated storage and 

retrieval systems (ASRS).
• Focus on continuous improvement - support Lean Manufacturing and Six Sigma programs.
• Provide operational information to suppliers for remote process automation and optimization, as well as enable 

production throughput, inventory levels, work-in-process and material levels, all to support just-in-time inventory 
delivery, vendor-managed inventory programs and better management of inventory and materials across the board.

• Provide cross-channel visibility into finished goods inventory levels. This allows for reduced inventory levels, reduced 
transportation costs, reduced warehousing and distribution costs, and better customer service. In short, it helps 
manufacturing and distribution operations get the right products to the right places at the right times. And that goes 
a long way to making, and keeping, the customer happy.

• Get the right information to management, who can then better manage overall operational costs and improve 
company profits.

Operational Excellence and Agility

The best old-school manufacturing focused on operational excellence. It was about controlling variability, adhering to 
schedules, reducing costs, and balancing supply and demand. It was good but only as far as it went.
Smart manufacturing understands the strengths and weaknesses of operational excellence and fills the gaps with an 
overlay of agility. Agility is like operational excellence in that it can move and change products quickly and easily from 



one product on a line to another. What’s different is it can also change the product – change its specs, labels, packaging 
and anything else required – quickly and effortlessly at any time they’re needed.

Taking it a step further, agility can also change the manufacturing process, the equipment, and the way the 
manufacturing is being performed. It can even change the underlying business processes behind the manufacturing.

Any manufacturing operation can make these kinds of changes given enough time and labor. Smart manufacturing 
and agility, however, is about building into the manufacturing operations the capability to make these kinds of changes 
quickly and easily and make them a part of daily operations. This is the new normal.

When agility is overlaid on operational excellence in the context of smart manufacturing, the desired outcome is 
predictable manufacturing. It’s not enough to merely be operationally excellent – or even agile. It must be predictable. 
When you make a product, process or an equipment change, you must know exactly what it’s going to take to make the 
change and how long it’s going to take every time. The changes must be routine and predictable.

An Innovative Culture

Innovation needs to be in every aspect of the manufacturing operations and is defined simply as something new or 
different that helps you do something better (i.e., faster, cheaper, more capabilities, higher value, lower waste, and so 
on). Being innovative, however, doesn’t mean simply installing a bunch of cool technology. 

With smart manufacturing, you can change the way you do business by creating an innovative culture – enabling 
innovation in your people, processes and products. It’s about making innovation a part of the very DNA of the company 
and letting innovation permeate to every single cell in the entire company.

Smart manufacturing gives your people the tools, data and capabilities they didn’t have before to make the processes 
better, faster and cheaper. It also gives your people a chance to focus on what they do best – solving problems, 
coming up with new ideas or thinking of ways to make things better. Ultimately, it helps you innovate and change your 
manufacturing processes and your business model. With smart manufacturing, you can break into new markets, add 
new capabilities to your business, and provide new services and value for your customers.

Profitability - Benefits that Add Up

Smart manufacturing doesn’t make sense if it’s not profitable, but the good news is it provides real bottom-line dollar 
value to a business. It helps manufacturing companies do more with less and helps them manufacture to profit.

The value of smart manufacturing comes from creating successful business strategies that leverage technology, not 
from simply implementing technology. To realize a strong return on investment (ROI), smart manufacturing efforts 
must be aligned with the company’s strategic business and manufacturing objectives. Only then can leveraging smart 
manufacturing have a real impact on the bottom line.
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Smart manufacturing can impact the bottom line by providing significant new manufacturing capabilities – increased 
agility, flexibility and responsiveness. It can also increase quality, speed, productivity, consistency and predictability. 
Manufacturing companies today are already using smart manufacturing to:

• Improve customer service.
• Improve product quality.
• Improve new production introduction capabilities and speed.
• Create new business models.
• Create new value for their customers.
• Proactively prepare to meet future customer or regulatory requirements.

A second way smart manufacturing can impact the bottom line is by reducing and avoiding capital and operating costs 
by reducing labor, material usages and material waste, energy usage, and rework and loss. Manufacturing companies 
today are already using smart manufacturing to increase operational efficiencies, reduce operating costs and improve 
quality control while reducing quality control and regulatory compliance costs. And, many of them really are just getting 
started with smart manufacturing.

Smart manufacturing also helps people quickly see, communicate and address the risks associated with the economic 
climate, with demand trends, with fluctuations in the supply chain, and with disruptions in the supply chain, just to name 
a few.

To list the bottom-line hard dollar benefits of smart manufacturing, here’s a short list:

• Improved return on invested capital 
(ROIC)

• Reduced waste streams
• Improved quality
• Reduced costs
• Reduced inventories
• Reduced cycle times
• Shorter time to market
• Faster and better demand response
• More flexible and capable
• More agile supply chain 
• Better command and control
• Consistency and customer satisfaction
• Fewer stock outs

Sustainability Support

Economic sustainability – To stay in 
business, companies must make a profit. Smart manufacturing can help companies achieve long-term economic 
sustainability by: 

• Increasing productivity and reducing costs.
• Increasing throughput, uptime and manufacturing performance while reducing overhead costs, operating costs and 

capital costs.
• Utilizing real-time data to analyze productivity and the obstacles holding it back, and to analyze costs and the best 

way to reduce costs, regardless of the sources. 
• Leveraging the real-time data so the right people can make the right decisions to keep productivity up and costs 

down every hour of every day.
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• Providing new capabilities and supporting new business models that allow the company to grow and flourish and 
remain profitable over the long term. 

• Getting the computers, controllers and devices to function well so people can do their jobs and come up with new 
ideas to figure out how to make things better. 

Environmental sustainability and social responsibility – The company must take care of the environment in everything it 
does. Smart manufacturing can help: 

• Reduce waste and emissions, while reusing materials and recycling – to effectively reduce unfinished products from 
leaving the facility.

• Provide the data analytics to review trends in the short- and long-term, to do real root cause analysis and to find out 
what’s really happening and why it’s happening.

• Judge the efficacy of programs designed to reduce waste and reduce emissions.
• Achieve corporate social responsibility to make a positive impact on the world around them, both locally and 

globally.

A Smart Future 
 
Smart manufacturing is a key enabler in improving a wide range of manufacturing operations. Most important, however, 
it is about creating value for the business — real, tangible dollar value. Remember to look at the big picture to find all the 
value that smart manufacturing can create for your company. You can start with this concrete list: 

• Update your business strategy.
• Create a vision for the future.
• Build a culture around the vision.
• Empower your people to make it happen.
• Get some training on smart manufacturing.
• Develop your strategies and tactics.
• Perform a gap assessment.
• Build partnerships around solutions and technologies. 

Smart manufacturing isn’t some future, pie-in-the-sky kind of thing. It is real, and it’s already making a big impact on the 
manufacturing world. The issue is whether people will take advantage of it and make something happen. If you don’t, 
your competitors probably will. There’s no value to be gained by waiting – so don’t wait. Take a close look at smart 
manufacturing to keep ahead of the competition and ensure your customers stay happy.
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Bridging the Gap Between HART Devices and IIoT,  
the Industrial Internet of Things
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By: Tina Todd, Director of Engineering, Moore Industries-International, Inc.

Over the last couple of decades there has been a rapid 
growth of industrial Ethernet and wireless networks in 
process manufacturing plants and automation facilities. 
This has resulted in data exchange within a facility and 
even throughout global corporate networks becoming 
commonplace. The separate information hierarchy 
levels, outlined in the ISA 95 model, related to process 
data exchange within a manufacturing facility, have 
started to coalesce. In prior years, data and information 
that needed to be exchanged between the lowest 
plant floor levels 0-2 and the upper ERP (Enterprise 
Resource Planning) level 4 required expensive MES 
(Manufacturing Execution Systems) products or custom 
coding; and oftentimes both (See Figure 1). This free flow 
of information has introduced a new set of ubiquitous 
terms, standards and phrases such as IIoT (Industrial 
Internet of Things), Smart Factory, Cloud Automation and 
Industry 4.0. 

This white paper will outline how the flow of process and 
diagnostics data from smart HART digital field instruments 
can easily be shared with mid and higher level control, asset management and data information systems, without having 
to upgrade expensive process control interface equipment. Additionally, features and considerations of devices that 
enable this sharing of data will be reviewed and suggested. 

 
Figure 1. ISA 95 Model Showing Control and Information Levels
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Plant of the Future

The typical process control model that involves decision making for the process at the local or centralized level by PLCs 
(Programmable Logic Controller) or BPCS (Basic Process Control System) is quickly changing.  These systems were 
never intended to deal with or even realize the amount of data they would have access to in the near future.  There are 
certainly newer ERP, MES and asset management systems that collect some of this data now, but the more critical 
challenge that local manufacturing facilities face is manpower.  Streamlining of costs and overheads has left many 
manufacturing facilities with just enough personnel to keep the plant running, so facilities no longer have the extra time, 
personnel and resources required to analyze the data.  

For this reason we are seeing third party companies, and even some of the larger process control vendors, offer leasing 
or annual agreements that involve collecting, storing, and analyzing all sorts of process data.  This data is part of a 
larger predictive analytics strategy that can not only forewarn operators of impending problems, but is also being used 
to optimize the process itself.  This type of cloud automation looks to gather as much data as possible to reduce both 
operating costs and capital expenditures for future plant builds. So the challenge remains: how do existing and new 
manufacturing facilities find a cost effective way to get critical plant floor data up to higher level information systems?  
The answer is to take advantage of the digital HART data in installed instruments but currently inaccessible because you 
didn’t know it was there or couldn’t afford the equipment upgrades to read it.
 
HART Protocol 

With over 40 million installed HART devices worldwide, HART continues to get updated revisions that continually 
enhance data exchange capacity, speed, number of devices on a network, support over Ethernet, and wireless 
capability. It enables end users to have unfettered access to process and diagnostic data that can be shared with all 
areas of the new Smart Factory that supports IIoT endeavors.

In many cases, HART instruments 
were installed simply because 
they could be configured and 
diagnosed easily with a HART 
handheld communicator (HHC). 
However, the HART digital signal 
often contains additional process 
measurements and other variables 
that may include instrument status, 
diagnostic data, alarms, calibration 
values and alert messages. A 
simple and cost-effective solution 
for gathering HART information is 
to use a HART interface device. 
These HART interface devices 
make acquiring HART data a fairly 
simple proposition. This HART data 
can then be made available to the 
control system, asset manager or 
plant Ethernet backbone where it 
can then be shared with higher level 
systems or corporate WANs (Wide 
Area Network).

 
Figure 2. A HART interface device like the HES HART to Ethernet Gateway connects to 
the 4-20mA process signal and extracts HART process and diagnostic variables and makes 
them accessible via Ethernet.



HART Interface Options

There are several ways to interface with 
HART smart field devices in order to 
acquire the digital process and diagnostic 
information.  They vary from HART enabled 
4-20mA input cards, HART multiplexer 
(Mux) systems, slide-in PLC gateway cards, 
custom coded software interfaces for asset 
management and MES/ERP systems and 
standalone gateways that typically convert 
the HART data to some other proprietary or 
open industry format. Many PLC and BPCS 
cards that are installed in legacy systems 
don’t have the capability to read the HART 
data that is superimposed on the 4-20mA 
signal.  However, each vendor usually has 
an alternative card that is more expensive or 
offers a full upgrade path to input cards that 
read HART. 

HART multiplexers are common and typically their interface is a custom RS-422, RS-485 or RS-232 serial connection 
which is custom configured for a particular vendor’s hardware interface, asset management system or control 
system. Some PLC and BPCS companies offer slide-in chassis type gateway cards that read the HART data and 
offer a proprietary backend communication connection to the system.  Usually each of these options is quite costly 
and therefore often avoided.  The most expensive but also most specific HART interface to have is one written by a 
programmer which can then be customized to exact user and hardware specifications.  

Lastly there are standalone HART gateways which 
often provide the most economical pathway to 
extracting HART data from field devices and making 
the data readily available to higher level systems. 
These products usually offer one to four channels or 
ports that allow several HART devices to be multi-
dropped for maximum data concentration (See Figure 
3).

Employing the Extracted HART Data

Once HART data is extracted from field devices it is 
essential that the information is made available in an 
open and easy-to-interface manner. Now that Ethernet 
backbones (often further propagated by fiber and 
wireless modems for longer distances) have become 
the standard for in-plant communication links, it seems 
only reasonable that any interface device that gathers 
and holds enormous amounts of data should include 
an Ethernet port.  Likewise, these same devices should 
support open protocols that run seamlessly over Ethernet networks.  
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Figure 3. HART to Ethernet Gateways offer a quick and economical way of 
sharing critical HART data with higher level systems

 
Figure 4. HART Gateways supporting HART-IP typically allow freeform 
mapping of HART field device data
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Employing this HART data for process monitoring, control, predictive maintenance, and process optimization requires 
that open and vendor neutral industrial protocols be 
supported. This allows the HART device data to freely 
flow to most any control, SCADA and monitoring 
system from any vendor.  Now that HART supports 
Ethernet with HART-IP, it only seems logical that any 
device supporting the HART protocol with an Ethernet 
port would support HART-IP (See Figure 4). HART-
IP devices typically allow for any HART field device 
data to be mapped to a number of Device Variables 
locations for reading by a HART-IP host.

One of the most installed and supported industrial 
Ethernet protocols is MODBUS/TCP.  MODBUS/
TCP takes MODBUS data packets and wraps them 
in a TCP header utilizing IP addressing.  This makes 
implementation by both host computer and field device 
manufacturers quick and abundant due to MODBUS’ 
popularity and royalty free implementation (See Figure 5).

Additionally, Ethernet devices can offer web 
pages to view the collected HART process 
and diagnostic data on any PC, tablet or 
mobile device. For users, viewing web pages 
with an enormous amount of data can be 
overwhelming.  Efforts should be made by 
device vendors to lay the information out in a 
table format with easy-to-understand headers 
and address locations (for other supported 
protocols) so that additional hosts can be 
configured more easily (See Figure 4).

Cybersecurity Considerations

IIoT, cloud storage, big data and a host of 
other interconnecting methods and strategies 
has led to no shortage of production and 
efficiency increases.  Unfortunately, these have 
not been, nor do they continue to be, realized 
without a cost and threat from cybersecurity 
issues.  For these reasons it is more important 
than ever that Ethernet-based devices include 
safeguards within their products to ensure that 
network bandwidth is protected, viruses or 
malware cannot be loaded, unwanted access 
is not granted, unauthorized reconfiguration of 
device is not allowed, and unauthorized writes 
to memory locations are not accepted by the device.  
In addition, physical security of such devices must 
also be restricted to authorized personnel only and 

 
Figure 5. HART to Ethernet Gateways should support open 
industrial Ethernet protocols like MODBUS/TCP

 
Figure 6. Web servers should display extracted HART data on web 
pages in easy to read tables with optional addressing for other 
protocols (MODBUS shown here)
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process data should be read only – unless the device 
is required to perform control.  It’s important that the 
entire product lifecycle including design, build and test 
must adhere to tight process and quality assurance 
requirements.  Additionally, post installation 
considerations should be taken to assist onsite 
protection of site data and property.  At a minimum, 
a two layer protection scheme should be put in 
place for the device that includes software and physical 
hardware restricted access (See figure 7).

Configuration of IIoT Devices

For many years, end users have had to deal with 
custom and proprietary configuration packages 
from vendors for advanced capability devices.  This 
typically leads to several custom software packages 
that users have to learn, become familiar with and get 
IT support and permission.  Most IIoT capable devices 
are not simple field instruments and therefore small 
handheld configurators are not convenient for setup 
and configuration.   In fact, many HART protocol 
gateways often require complex database mapping and 
programming software. When sourcing or specifying an 
IIoT device, investigate what the programming interface 
will be.  There are several open standards and software 
packages that vendors have access to that prevent 
the need for custom and sometimes even expensive 
programming software utilities (See Figure 8). 

Taking critical plant floor data from smart HART field 
devices and sharing it with higher level control and 
information systems, no longer has to be difficult or 
expensive.  With the acceptance of industrial Ethernet 
backbones and wireless networks, IIoT HART interface 
devices, like the HES, with built-in security measures, 
open industry protocols and ease of programming, 
provides a quick and seamless way to share process 
data with the entire corporate infrastructure.

About the author: 
T.S. Todd is Director of Engineering at Moore Industries. She 
has a BSEE from Brunel University and more than 25 years of 
systems engineering experience in industrial, communications 
and aerospace applications.
Contact email: info@miinet.com 
Site URL: www.miinet.com

 

 
Figure 8. Look for devices that support open industry standards 
like FDT/DTM technology for programming, so free software like 
PACTware™ can be used

 
Figure 7. The HES HART to Ethernet Gateway restricts 
unauthorized access with a hardware solderless jumpers and 
software communication socket restrictions
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Make Way for the IIoT: Solving Automation’s  
Unique Challenges
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By: Phil Marshall, CEO, Hilscher North America, Inc.

The automation space has been reacting to the opportunities – and challenges – of technology for more than 50 years.  
Thanks mainly to semiconductor developments, the “digital” vs. “analog” debate has moved forward rapidly, as typified 
by big steps made in computing, robotics and particularly industrial communications, including fieldbus and Industrial 
Ethernet.

However, automation systems have tended to be closed “silos of data”. This is changing, with new opportunities and 
openness brought about by the internet.  “Data” is now in big demand. But how do we obtain that data? And what do 
we do with it once it’s acquired?

The Industrial Internet of Things (IIoT) shows promise for the generation and use of data in automation, but it is delivering 
little, as of yet. This is partly because deployment costs are high and the benefits are not clear cut. It’s also because the 
concept is not well defined. But importantly, the unique demands of automation are not easily solved with commercial 
IoT solutions.

What are these demands? This article outlines the challenges, as well as innovations designed to address automation 
system requirements for the IIoT, summarized as: 

• The need for real-time communications,
• Strict compliance to cyber-security standards and practices,
• The ability to leverage new and evolving standards, such as Time-Sensitive Networking (TSN), OPC UA and MQTT,
• A path for “device-to-cloud” connections, and
• Adoption of cloud-based automation and IoT solutions.
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The Need for Real-time Networks 

Data communications are the foundation of modern automation. The digital age welcomed in first fieldbus and then 
Ethernet, bringing device-to-controller and controller-to-controller connectivity. The improvements applied industry-
wide, from one-off assembly machines to large-scale petroleum sites.  All of them have found, somewhere in the 
communications mix, a way to share data so that operating and managing a process can be simplified and improved.

The concept of “real-time” was crucial.  Fieldbus showed the way.  At the time it was “real-time enough” and it served 
industry well (and continues to do so today) but has limitations.  The move to an Ethernet-based alternative was 
inevitable.

But raw Ethernet has an obvious limitation – for multiple devices to use the network, traffic has to be managed through 
a self-organizing queuing system. This introduces unpredictable delays. Data arrives correctly at its destination, but 
in an uncertain time scale. In office environments, delays of seconds don’t matter. In automation, where hundreds of 
operations may be taking place every second, any uncertainty is unacceptable. 

Deterministic – that is, predictable – performance is essential and “real-time” requires additions to the Ethernet 
specification.  Note the word “additions.” If the nirvana of plant-floor to top-floor communications is to be successfully 
reached, a real-time solution has to be compatible with raw Ethernet. 

Several ways of achieving that have been developed and “Industrial Ethernet” has become one of the driving forces 
behind modern automation systems. There are several “versions” however, none of which are compatible, and that has 
led to the same diversification of solutions as with fieldbus.   

Users often find themselves “captured” inside a particular communications “universe” as a result.  This is not intrinsically 
bad since all vendors support product ranges – from field devices to PLCs and DCSs – that deliver excellent results. 
However, two difficulties result: third parties have to support all universes and end users do not have an “open” field to 
deal with.

Hilscher is one of the few companies to have delivered a transparent solution. It realized that the market needed to 
support all universes equally, so a flexible adapter solution was developed.  Hilscher also launched its own family of netX 
chips that enable a product to be configured for any popular protocol via a simple configuration change. Gateways and 
adapters built on netX, like the netTAP and cifX PC card families, offer single-solution interfaces capable of serving all 
protocol universes – whether designed into a device by the OEM or implemented in the field by the SI or end user.

The netX family has evolved dramatically. Its latest members include the netX 90, a chip that can handle both slave 
communications and a local application (such as interfacing with a sensor bus).  Its big brother – the netX 4000 – is a 
system level chip supporting high level communications and substantial local processing.  Both chips include advanced 
cyber-security features and are “IIoT-ready” for next-generation devices and systems. These two chips typify Hilscher’s 
approach to meeting the challenges of IIoT.

Bullet-Proof Cyber-Security  

The openness and transparency of cloud-based systems bring big security risks. This has profound implications for 
existing automation architectures and may force the redesign of many products and systems. 
  
Simply “bolting-on” extras is unlikely to be effective. Suppliers themselves must demonstrate trust, and every 
component must be delivered and operate free of suspicion. Products must be securely bootable, involving a “chain 
of trust” that allows firmware and application software to be loaded safely. Systems must exhibit resistance and 
resilience and be able to deflect or neutralize attacks. Since operational data streams can be compromised anywhere 



between source and recipient, every party to the transaction, including intermediates, must prove their security before 
transmission can take place.

Various approaches can be used to protect against malicious attack. IEC 62443 defines a set of criteria to which 
systems can be designed. Hilscher’s netX 90 and netX 4000 chips support IEC 62443 strategies by providing a range 
of mechanisms for protecting data integrity. For instance, the chip architecture is divided between the network-facing 
parts and the slave-facing segments. These are logically isolated, separating the communications functions from the 
application tasks. Should a cyber-intrusion occur, this isolation limits the effect of malicious attack. 

Cryptography based on FIPS 140-2 is used to support authentication and verification. Hardware-accelerated 
cryptography is employed to significantly improve I/O cycle times by reducing CPU load and memory footprint. Software 
upgrades cannot match the performance of this hardware-accelerated solution. Ensuring that the right data is transferred 
to the correct recipient without interference is achieved using cryptographic techniques. Public and private keys can be 
used, with a choice of cipher suites.  
 
One security-conscious technology that is finding increasing favor is “Docker,” a concept that places an application 
in a “container,” a kind of virtual computer running inside the main CPU. Applications - even legacy ones - are 
“containerized” and once loaded run independently. Docker is used by Hilscher in its industrialized versions of the 
Raspberry Pi microcomputer.

Supporting Standards: TSN, OPC and MQTT

Since it’s unlikely that the various communication universes will ever merge into a “single protocol solution”, perhaps a 
way of synchronizing data transfers might help.  That’s the underlying premise of Time-Sensitive Networking (TSN).  It 
promises to lead the industry towards a kind of network convergence that should make for easier vertical and horizontal 
communications across network boundaries. 

TSN is vendor neutral. It’s a set of IEEE 802 Ethernet sub-standards intended for Real-Time Ethernet architectures. TSN 
achieves determinism by using time synchronization and a schedule that is shared among network components. By 
defining queues based on time, TSN guarantees strict latency (i.e. delay) through switched networks. The promise for 
TSN users is a common Physical layer, with the various fieldbus protocols becoming Application layer issues.

With TSN, critical and non-critical traffic share one network. Higher layer protocols share the infrastructure so real-time 
control can be extended away from the operations area. Sub-systems can be integrated more easily, components can be 
added without network or equipment alterations, and network faults can be diagnosed and repaired faster. It’s generally 
accepted that, as greater interoperability becomes a reality, plants will become simpler to design and maintain, and that 
new automation methodologies could arise.

The full TSN specification is still emerging. Hilscher’s latest netX chips are already compliant with the most recent TSN 
releases and are ready to adopt the full specification once it is finalized. And that means critical Hilscher infrastructure 
products such as gateways and network adapters will be able to “follow the market” as the various Industrial Ethernet 
protocols adopt TSN into their own specifications.

Two standards that have been around for a couple of decades are becoming important for IIoT: OPC UA and MQTT. 
OPC UA with its clever information model concept (and now with TSN included - OPC UA TSN), promises network 
transparency literally from plant floor to cloud. And not just for raw data but also for “information” – i.e. data that carries 
meaning.  MQTT, a “light” messaging protocol, will also be important in this context, though probably linked with 
middleware products that can add the semantics needed by higher level systems. Hilscher netX chips support both OPC 
UA and MQTT.
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Device-to-Cloud Communications

Cloud technologies have pushed everyone, wherever they are in the management chain, to think about device-to-cloud 
information flows. Data must flow freely across network boundaries because the cloud offers massive benefits at costs 
far less than enterprise server architectures.

In automation, the main source for primary data is the factory floor. Today, the range and type of data flowing from the 
“Data Generation” layer (see diagram) must be increased exponentially if the promise of the cloud is to be met. And the 
Data Aggregation and Data Management layers must be standardized.

Sensors were traditionally 
simple devices, providing 
little more that ON/OFF 
signals.  That is changing 
fast. The change began in 
complex devices such as 
drives where cost levels are 
high enough to obscure the 
extra resources needed, 
but the pressure to get 
“more from the floor” is now 
intense. 

Embedded chip solutions, 
such as Hilscher’s netX 90 
and netX 4000 chips, have 
become more sophisticated 
too, allowing sensors to 
deliver more than basic ON/
OFF signals – for example 
data about operating status 
(e.g. temperature, cycles), and health (e.g. vibrations). 

But when a device becomes a “thing” on a network a new set of questions arise. How should it interact with the Data 
Aggregation and Service layers? How does it make itself known to the cloud: automatically, or manually? How can 
a device explain what it offers? Are there consistent methods of data transfer? How about security? Which cloud 
manufacturers should we engage with? 

There are several organizations working on standardized methodologies. Many are already working specifically on 
Device-to-Cloud (D2C) concepts. The Open Industry 4.0 Alliance, launched in late 2018, could be a major step towards 
defining those mechanisms, particularly at the field device level. Hilscher is one of its eight founding members.

Leveraging Cloud-based Automation

One vision of cloud-based automation is of “domains” of interest, beginning with the device management domain. 
Industrial Internet “things”, or entire fleets of them, are registered in the cloud at switch on. Profiles are created and 
managed according to type, location or group. This is refined by the device-monitoring domain, which lists devices 
according to their transactions and displays them in an activity monitor or enables the definition of metrics to filter and 
respond to certain messages directly in the cloud. 



PAGE 43Advancing Automation eBook Vol.  XVIII

Simple data handling devices could be grouped and configured to exchange data locally, or indirectly via the cloud. 
But, generally, the real benefit of a cloud is to handle the “big” data with relevant applications. So, when the application-
development domain is present, data can be processed with a program of the user’s choice.

In the best case, such applications may even be deployed into network-attached devices, such as Hilscher’s netIOT 
family of Edge devices, with some functions executed locally “on-premise”. Edge devices are becoming powerful 
computing platforms in their own right, allowing data flows to be kept restricted and saving computing resources 
elsewhere.

One of the best promises of the cloud lies in the analytics domain, where predictive maintenance and asset management 
can be undertaken to improve the management of plants.  Or, data can be forwarded to a visualization domain for 
graphical preparation in web-based HMI solutions. Device and system vendors must accept that they have hardly any 
influence on the cloud that the end customer chooses. So, it would be wise for suppliers to support multiple platforms at 
once and offer connectivity to the “top dogs.”  

Hilscher has adopted this 
approach already with its 
Industrial Raspberry Pi Edge 
devices, making it extremely 
easy for a user to determine 
their optimum cloud 
solution. (See diagram.) 
Many professional engineers 
have become proficient 
in the use of the standard 
Raspberry Pi, one of the 
most open, proven and well-
understood microcomputer 
products currently available. 
Systems have begun 
to penetrate real-world 
automation environments. 
However, even in its 
“engineer” formats, the 
standard Raspberry Pi 
cannot withstand tough 
industrial environments 
(high/low temperatures, 
vibration, corrosive fluids, etc.).  It cannot easily protect itself against malicious external attacks, and in it does not offer 
Real-Time Ethernet, nor support OPC UA and MQTT.

Hilscher’s Industrial Raspberry Pi family changes all that. All versions are fully compliant with the Raspberry Pi 
“standard.” It’s hardened for industrial use and is IEC 62443 capable. Inside, netX is used as a companion chip for the 
standard Broadcom chipset to allow network protocols such as PROFINET, EtherNet/IP and EtherCAT to become part of 
the Industrial Raspberry Pi ecosystem.

Hilscher’s industrial Pi also supports Docker, with “container images” for connecting to six leading cloud services 
providers readily available for download.  Docker is complemented by Node-RED, a GUI data flow definer that makes 
configuring networks easy. No formal knowledge of programming is needed to set up an Industrial Pi 3 eco-system and 
start learning about the cloud.
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Achieving Nirvana: Openness and Transparency at Last?

Will addressing these unique needs achieve long-awaited openness and transparency? Maybe! The challenges of IIoT 
are clear and many available technology solutions are well proven.   Hardware, especially the chips needed for secure 
communications, are available now.  There is clarity about the importance of Device-to-Cloud data flows and how they 
can be achieved. Sensor companies especially recognize the key role they have to play. Openness will increasingly be 
available to all.

The future of automation will be profoundly different, but the changes will be evolutionary rather than revolutionary. Users 
who recognize the opportunities offered by cloud-based automation have the chance to migrate their systems step-by-
step.  By understanding and developing IIoT strategies now, users will stay ahead in an increasingly competitive world.

Article Resources

For more information about Hilscher: www.Hilscher.com
 
Learn about the netX product family: netX 90/netX 4000 

For an overview of Hilscher’s approach to IIoT: Industrial Internet/ Industry 4.0

Read the full IIoT story from Hilscher: netIOT, Edge Gateways and the Industrialized Raspberry Pi 3

Download Whitepaper: Industrial Raspberry Pi’s Open-Source Ecosystem of Rich Automation Solutions

Dive deeper into Hilscher’s solutions: Hilscher Products
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The IIoT – Enabler for New Industrial Landscapes
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By: Ekrem Yigitdoel & Dr. Jens Haag, Voith

Connecting industrial devices such as machines, plant components and sensors turns factories into smart 
factories that will ultimately be able to run themselves based on intelligent technologies. The network of 
industrial components, the “Industrial Internet of Things” (IIoT), forms a kind of operating system for the industry 
4.0 and will fundamentally alter industrial landscapes globally.

For humans, it has become second nature to be “always on,” meaning continuously connected to the internet. Our 
smartphones help us get from A to B and keep us in touch with our colleagues, friends and family anywhere in the world. 
We can check the weather forecast, order goods, read e-mails, or buy plane, bus or train tickets online. There is very 
little that cannot be accomplished via the internet using a smartphone or at-home PC.

The Internet of Things (IoT) applies this always-on concept to communication between things. In the IoT, objects are 
networked with one another or to central computers. In an industrial context, the concept of being “always on,” being 
always connected to everything, will have far-reaching 
effects on the future of industry. 

The advantages of IIoT 

The Internet of Things as applied to industry, known as the 
Industrial Internet of Things (IIoT), is becoming a driving force in industrial production. IIoT is far more than just another 
way to apply IoT technologies. The primary objective of the IIoT is to improve operational efficiency and performance 
and thus increase productivity.

Companies that consistently rely on the interconnectedness of and continuous communication between machines, 
systems and assets are more productive, as machine runtimes can be optimized, maintenance times planned in the best 
possible manner and production data used to boost profitability. 

Voith’s Industrial Internet of Things (IIoT) 
platform OnCumulus provides customers 

value-driven intelligence.
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For example, operations and maintenance costs are reduced because machines automatically detect when they need to 
be maintained or repaired – prior to a potentially costly breakdown. Sensors that are integrated in machines and systems 
monitor their surroundings and send the data to a central device for processing. This continuously recorded data is sent 
to the cloud via network connections or processed directly on site. If the analysis of the data shows that they deviate 
from a “normal” state, it has immediate consequences, e.g., notification of service personnel of an impending machine 
breakdown or even direct machine shutdown in case of overheating. The data can also be used to forecast machine life 
cycles based on key performance indicators, improve the efficiency of a production method, or achieve better utilization 
of construction equipment.

At the same time, safety in the industrial production environment is increased, as automated system and site monitoring 
functions allow a response to changing situations in real-time, before humans or machines are at risk. Last, but by no 
means least, customer satisfaction eventually rises, too, because needs are met more quickly and on an individual basis. 
This means, for example, that physical products and objects can be developed, designed and produced on the basis of 
digital requirements.

Platform economy: Paradigm shift in business models 

Strategically, the IIoT can lead to a paradigm shift in company business models. To understand why, we need to take a 
look at what is called the platform economy.

The top five most valuable companies in the world are all technology companies; in addition to Apple they are Alphabet 
(the parent company of Google), Microsoft, Amazon and Facebook. 

The IIoT is more of a strategic concept than pure technology.

(animation integration: https://bcove.video/2LdTdUf)

https://bcove.video/2LdTdUf


Critical for this ranking is the fact that all of these companies are platform providers. Apple maintains one of the world’s 
largest marketplaces for mobile apps, Amazon is the world’s largest commercial platform, Facebook deals in the data 
of its users. Google, Amazon, and Microsoft are among the world’s largest cloud providers, through which they offer 
companies a platform for new business models.

A major share of their business still consists of selling their own products. In addition to the sale of physical assets, 
however, they rely increasingly on mediating between supply and demand, which is referred to as matchmaking. 
Platforms serve as intermediaries, connecting two or more market participants by means of digital technology. 

From the view of corporate users, platforms have a critical advantage: they can be used as a fully-developed 
infrastructure without the company having to build or maintain it. This is an enormous financial and organizational relief, 
creating scalable opportunities for new businesses. 

Platforms are increasingly becoming the central business model of the digital economy. They expand existing markets 
and create new ones. This also applies to the IIoT; instead of tangible products, the world’s most successful companies 
are increasingly selling their platforms and services, tailored to the rapidly emerging world of the smart, interconnected 
factory. 

Digital twins: Where the real and the virtual meet

SThe new focus of many companies in offering platforms and services for the IIoT in addition to their more traditional 
ways has led to exciting new ideas on how to utilize the data that is continuously collected in the smart factory. This 
includes the creation of so-called digital twins, which virtually replicate real-world processes and machines. Experts 
agree that digital twins will soon be among the most important foundations of digitalization and will create added value 
that extends far beyond simple integration. 

For example, digital twins can be used to digitally replicate aircraft engines or wind turbines to simulate their operation. 
Failures or signs of wear can thus be detected and addressed before damage or system breakdown occurs. The more 
complex the system, the greater the potential savings offered by digital twins.

Digital twins function like real objects but only exist in virtual form. They are, therefore, much easier to use to simulate 
new applications or complex, multi-stage business processes that could otherwise only be tested at significant capital 
expense and risk. Like their real-life counterparts, the digital replicas provide data for predictive analytics purposes, i.e., 
prognoses and scenarios.

According to IDC Deutschland, a group of market researchers that specialize in the IT industry, there are three arguments 
that speak most clearly for the use of digital twins:

• The understanding and forecasts of the performance and operation of machines and products can be improved.
• Business results can be improved through IoT and the visualization of data and analyses.
• IT integration enables a holistic view of products, assets and systems in real time.

Artificial intelligence: A major component of IIoT concepts

From what has been discussed so far, it can quite easily be seen that the most valuable raw material produced by the 
IIoT is data. When generated properly, data provides us with information and insights into previously unknown worlds. 
We can understand in near real time what our machines are doing or when they might fail to function if left unmaintained. 
They offer valuable information concerning their efficiency and utilization.
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The quantity of data grows 
exponentially in accordance 
with the number of 
networked machines, 
systems and assets, and 
soon we will no longer be 
able to convert these data 
into actionable information 
through human skills and 
abilities. At the same time, 
the performance capability of 
computers and the ability of 
software to process data in 
real time have improved 
significantly. It is primarily 
these three factors that are 
driving the artificial 
intelligence (AI) boom, the 
beginnings of which we are 
now experiencing.

AI concerns machines’ ability 
to “understand” their environment, learn from it, and select a course of action. AI works with algorithms, i.e., multilevel 
instructions that flexibly respond to conditions that sensors, for example, report. A sensor does not care whether the 
temperature measured is 100 or 1,000 degrees Celsius; it simply passes on the value. Nor does the algorithm care 
whether the value it receives from the sensor constitutes a temperature, sound pressure, or brightness. However, with 
the right training, it can interpret the values transmitted by the sensors, identify deviations from the norm, and infer a 
course of action. 

Consequently, the performance of AI depends on three main factors: the quality and relevance of the data, the algorithms 
that process data, and the skills of highly qualified data specialists who tell the algorithms what they should do, train 
them and check them until they are able to work independently. From the moment algorithms interpret the patterns 
independently and without human guidance, they will have achieved a general intelligence similar to human intelligence, 
but that stage is not reached yet. However, it is clear that machines have long been superior to humans when it comes 
to quickly and reliably detecting patterns in vast quantities of data. In addition, “intelligent” machines perform their work 
around the clock with consistent quality. 

AI, in which humans support before and after training the algorithms, already represents an extremely important 
technology for the IIoT. It can provide new insights into the operation of machines and systems and also drive production 
automation toward autonomous manufacturing and factories that can more or less operate by themselves. Previously, 
automated systems depended on fixed rules – a magnetic strip that shows a robot where to go or a program that a 
machine works through step by step. AI will ensure that machines are able to avoid the unknown and unplanned. Only 
then will the era of smart factories truly begin.

IIoT and security: Protecting companies effectively

However, the cardinal question about security remains. Security is an issue that needs to be considered, given the 
comprehensive integration of almost all objects, machines and assets. The market research company Gartner cautiously 
estimates more than 20 billion networked devices by 2020. This reflects the magnitude of the challenge, because every 
one of these devices is theoretically a contact point for attacks and threats on networks. The task and responsibility of 
safeguarding the IIoT and the data produced is becoming even more difficult by the increasing variety of devices and 

Everything under control: A networked power plant means safety, full performance and a long service life.



network technologies. There is no simple 
answer to this challenge. But experts do 
agree on one thing. Modern technology 
for networking and data analysis is not 
only part of the problem, but also part of 
the solution.

Encryption mechanisms that protect data 
from external access during transmission 
as well as AI that helps with intrusion 
detection are basic measures that every 
company should use. The mechanism 
and systems should be embedded in 
an agile and dynamic security strategy, 
with effectiveness continually checked 
and improved. After all, security in IIoT 
is more than just data security; it is 
also about securing the entire network 
structure and thus the underlying IT 
infrastructure. 

With secure systems in place, the 
advantages and opportunities of IIoT 
technology and applications can be fully 
exploited. 
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One of the greatest challenges faced by companies is the protection of their IT infrastructure as well 
as all their plants and systems.
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Next-gen Wireless: Industry 4.0 Essential
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By: Stephane Daeuble, Nokia

Asset-intensive industries are embracing Industry 4.0 in order to increase their business efficiency, improve safety, and 
become more agile and sustainable. The fourth industrial revolution is about fusing the digital with the physical world or 
‘digital transformation’. At its 
root, it is about leveraging the 
power of data and feeding it 
back into industrial processes 
to gain greater control over 
everything from quality and 
safety to more efficient use of 
materials and energy.

Automating this data feedback 
relies on the ability to sense, 
analyze and then act. To 
digitalize processes and 
systems, industries need to 
connect all sensors, machines 
and workers in the most flexible 
way possible. Traditional 
industrial connectivity solutions 
do not have the flexibility, in the 
case of Ethernet, or the security 
and predictability, in the case of Wi-Fi. And neither technology has the comprehensive reach needed to fully control all 
aspects of today’s agile industrial workflows.

Figure 1. In a digital world control depends on reliable connectivity that can cost-effectively reach everywhere.
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The next-generation of industrial wireless, based on 3GPP mobile technologies such as 4.9G/LTE and 5G, are essential 
to realizing the full vision of Industry 4.0. They bring the control, predictability and security of cabled connectivity, and 
the flexibility and ease of implementation of wireless; they also add mobility into the mix for the first time, especially 
important in industries as diverse as: mining, oil and gas, and manufacturing as well as in smart cities and public safety 
for emergency response.

Spectrum Options

Until very recently, 4.9G/LTE technology (4.9G = radio and core enhancements in subsequent releases beyond basic 
LTE) was reserved for mobile operators, who hold the rights to a vast share of radio spectrum needed to operate 
such networks, hence industrial users had no choice but to work with mobile operators to get such a network in their 
campuses. However, governments around the world, take France or Germany for example, are releasing new spectrum 
specially designated for private networks and critical communications use, hoping it will help boost productivity and their 
industrial competitiveness. In addition, mobile operators are expanding their private LTE network services supporting 
lease spectrum options for enterprise campus use. Finally, new LTE solutions that operate in unlicensed and ‘lightly’ 
licensed spectrum are available to enterprise campuses offering an even wider breadth of alternatives.

In the US, the FCC established the shared commercial use of the 3.5 GHz band (3550-3700 MHz), previously assigned 
exclusively to military and fixed satellite stations. CBRS can be implemented by enterprises for stand-alone campus 
networks, or by mobile operators to offer private LTE as a service to enterprises. 

MulteFire, a version of LTE technology that uses unlicensed spectrum, is based on the same 3GPP standards as LTE 
with additional capabilities required for fair coexistence with other technologies in the unlicensed spectrum. When it 
comes to deployment, it offers the simplicity of Wi-Fi because no spectrum licensing is needed. 

Figure 2. The current state in the allocation of spectrum for private network usage worldwide.



Moving from existing connectivity technologies

The service quality, reliability and security of using CAT cables or fieldbuses is the benchmark that existing enterprise 
wireless solutions, such as Wi-Fi, have been unable to match.  In fact, a secure and contained cable environment is 
hard to beat and will continue to be used for many fixed assets in industrial campuses. However, for the majority of 
automation applications, 4.9G/LTE and, when it arrives, 5G have the requisite capabilities.

Compared to Wi-Fi, 4.9G/LTE provides the most predictable performance (latency and data rate), security, and much 
higher multi-user capacity — several hundreds of devices, machines and workers per small cell radio, an order of 
magnitude higher than Wi-Fi. This translates into much higher densities of devices and sensors in the same area. 

Today, LTE is reliably powering over four billion mobile subscription around the world, with home-like broadband 
data rates. It has proven its performance in many challenging and tough environments — think about the capacity 
requirement of stadiums with more than 100k spectators or next-generation public safety networks with very stringent 
security and confidentially requirements. Finally, LTE supports full mobility with seamless hand-over for vehicles moving 
up to 350kph. This enables stable, predictable connectivity of workers in vehicles, autonomous vehicles such as drones, 
cranes or trucks, and autonomous delivery vehicles such as AGVs, lift trucks and haulers. 

Security is a key concern with wireless technologies such as Wi-Fi and Bluetooth, which have been shown to be easily 
hackable. Built for public mobile networks, 4.9G/LTE and 5G have been designed from the ground up to be secure. 
They use end-to-end encryption with strong cyphers at the air interface and IPsec for data transport. SIM cards and 
eSIM ensure that devices have to be configured explicitly to even access the network. No public LTE network has ever 
been compromised — and this has been rigorously tested by public safety agencies that use LTE for mission-critical 
emergency communications.
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Figure 3. Comparing legacy wireless technology to the next-generation industrial wireless.
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In order for industrial automation to be widely deployed in a manufacturing environment, there must be strict 
synchronization limits and a high-degree of network reliability for precision processes and work-place safety. Wi-Fi is 
classified as a “best effort” networking technology, meaning it will do its best but there are no guarantees around quality. 
The scheduler in Wi-Fi uses a round robin approach to assigning connectivity. Essentially, you line up and wait your turn. 
If there aren’t other users, the wait can be very short or non-existent. But with traffic contention, tens of seconds of wait 
time (latency) are not unheard of. This makes for a lack of predictability. 

Meanwhile, in private LTE deployments, network reliability is equal to the most stringent levels of the old telephone 
system (five nines or 99.999% uptime) — very high predictability. The scheduling mechanism multiplexes the 
spectrum, assigning every few milliseconds, small spectrum blocks to the use of each device, with up to 800 actively 
communicating devices in a small cell (and thousands more connected). There is no waiting for your turn to access the 
spectrum, it is always available. End-to-end latency of private LTE networks tends to be in the 9–15ms range and, in 
future releases, latency will be 2–8ms. With 5G, it will be less than 1ms.

Besides security and predictability, reach is also a key concern. For industrial automation applications in manufacturing 
facilities, open pit mines, ports and power utilities, an LTE network can cover areas up to 20,000km2. Whether in a high 
ceiling environment (most industrial campuses) or outdoor, the number of LTE cells can be significantly lower than with 
Wi-Fi. The gain can vary a lot but if we take an open pit mine environment as an example, we have seen cases where 
150+ outdoor Wi-Fi access points were replaced by 10 micro BTS small cells to provide much-improved coverage, 
including inside the key buildings of the mine and a much wider coverage area around the mine.

In addition to supporting high-data-rate, low-latency applications, recent LTE standards (specified in release 12 and 13), 
define new low-data-rate device classes (LTE-M and NB-IoT). These were specifically designed to address low-data-
rate IoT sensors. Due to the reduced complexity and data rates of these devices, the LTE-M and NB-IoT modems can 
run several years on battery power alone, making deployment of sensors in campuses, or even inside machines, very 
straight forward.  

This is a critical point when looking at the feasibility and ease of adding IoT sensors to your industrial process and 
workflow. Wi-Fi and Bluetooth impose much higher power requirements on connecting devices and sensors, so either 
you need to connect them to the grid (a problem if you are trying to add sensors inside an older machine) OR batteries 
do not last very long. The ability to connect thousands of workers, devices and sensors per LTE small cell without 
installing additional wiring can more than offset the upfront investment required for a private LTE network. 

Wait for 5G or go with LTE?

With all the buzz surrounding 5G, it is fair to ask the question about whether it makes sense to wait for 5G or to invest 
now in 4.9G/LTE? Based on several years of research on the topic by Nokia Bell Labs and our experience of deploying 
private LTE, we believe that 85–90% of today’s industrial applications can be run on LTE. 

This is the reason why many large enterprises that are keen to embrace Industry 4.0 are deploying private LTE networks 
today, as they believe it will give them a competitive advantage and a strong head start when 5G becomes available. 



As in previous 3GPP technologies, 5G standards were built on top of LTE with important enhancements relevant for 
specific vertical industry applications covering features such as data-rate capacity, latency, reliability, scalability and 
flexibility. Today the 5G 3GPP standardization is still under development with releases planned as follows: 

• R15 was the first 5G release with a focus on enhanced mobile broadband applications (higher data rate), which is 
mainly for video applications and has limited applicability to the needs of Industry 4.0

• A later update to R15 will bring the 5G SA architecture, which is the required baseline architecture for all of 5G’s 
future vertical benefits

• R16 (planned for mid-2020) will bring the first set of vertical features (such as ultra-reliable low latency) with 
expected devices in 2022-2023 timeframe; R16 also defines the standards for private 5G networks and network 
slicing, a feature that allows the creation of guaranteed performance profiles to match specific applications’ 
requirements.  

• The full 5G vertical feature set and finalization of R16 items will come with R17 (targeted for standardization in 2022 
with devices 1-1.5 years later) and R18. The additional elements are 5G massive IoT, time sensitive networking 
(TSN) and other vertical features. Until then, LTE will be needed to be able to run all industrial applications.

In the transition period until 2025 (until 5G R17/18), we see private 4.9G/LTE networks evolving towards private 4.9G/5G 
industrial campus heterogenous networks (HetNets) with the introduction of 5G. 5G will be deployed as an overlay 
to LTE to support the most demanding applications while 4.9G/LTE will continue to provide the coverage underlay, 
continue to run the less demanding applications, and support the legacy machines and sensors, and the LTE-M and 
NB-IoT type sensors. During that transition, many of the components of the private 4.9G/LTE solutions will be software 
upgradeable to support concurrent 5G.

While some industries in countries with early access to vertical 5G spectrum (e.g., Germany) may be tempted to deploy 
5G from R15, most analysts believe R16 should be the target for enterprises to start deploying 5G. In effect, R16 defines 
private 5G network functions and capabilities, so anything before may not be standard compliant. In addition, it is 
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Figure 4. The 5G release roadmap.



important for enterprises to recognize that it will take several years to have a healthy ecosystem of devices that support 
the R16 feature sets and that to benefit from R17 vertical features (for example TSN) may need a device swap.

Industrial LTE Ecosystem

In the discussion of 5G, we have touched on the issue of device ecosystems — no point in having a high-performance 
network, if nothing connects to it. During the early days of private LTE, we mostly only found consumer-type devices. 
Today, the situation has changed significantly and there are a large number of industrial devices for all segments that 
utilize LTE as a means of communication — covering machines and machine sub-systems, sensors, tools, worker 
wearables, trucks, cranes, ruggedized laptops/phones/tablets, etc. As well, there are a significant number of interface 
devices (commonly known as gateways) that support LTE and that can be used to help older equipment “talk” LTE. 
Finally, lots of industrial equipment uses industry-standard mini PCI-express card slots to embed connectivity. In such 
cases, LTE modems can easily bring LTE connectivity to those machines.

In addition, the device vendor industry has worked with key machines manufacturers in many vertical segments to 
ensure LTE is validated and now built into many systems. For example, Nokia has validated LTE technology for open 
pit mines with Komatsu for autonomous ultra-class mining trucks, Sandvik for underground mines vehicles, Bosch for 
machine connectivity and factory tools, Konecranes for factory cranes, etc. 

From a work-place safety perspective, there are now many LTE connected wearables from smart helmets, connected 
worker vests, connected safety shoes, etc. The same is true with sensors. As a result of the NB-IoT and LTE-M 
standards, LTE modem costs have decreased significantly, and there are many sensors for all possible use cases now 
available: environmental sensors, machine sensors, tracking sensors, etc. 

Conclusion

Much of the discussion around Industry 4.0 and IoT neglects an essential consideration: how to cost-effectively, reliably 
and securely connect all of these sensors and devices together? Cabling is inflexible and would prove very expensive 
to use for connecting a large number of IoT sensors, devices and machines, and Wi-Fi does not meet the performance, 
mobility or security specifications.

Fortunately, 4.9G/LTE, and 5G in the future, have been specifically designed to do the job and countries around the 
world, understanding the key role it will play, are releasing spectrum specifically for industrial campus use. What makes 
this especially exciting is that 4.9G/LTE is a field-proven and pressure-tested technology with a mature ecosystem. So, 
although it may represent a new and game-changing opportunity for many enterprise users, it doesn’t have as many 
risks as new technologies often do.

Private 4.9G/LTE networks are the next generation of industrial wireless technologies and are available now. They already 
provide the control, security and agility that industries need to get their Industry 4.0 transformation underway, and they 
will continue to play a key role even as 5G is introduced to handle the most demanding use cases as they develop. 
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